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//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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!
| 2t p-cl ass Cl SCO

!
pseudowi re-cl ass CLASS

encapsul ation | 2t pv2

ip local interface M an333

|
i nterface FastEthernet0/0

switchport access vlan 333

no i p address

no keepalive

!

interface Virtual - PPP1

i p address negoti at ed

ppp chap hostnanme ci sco@i sco. com

ppp chap password 0 cisco

pseudowi re 10.1.1.2 1 pwclass CLASS I'l Specifies the | P address of the tunne
server and the 32-bit virtual circuit identifier (VC D) shared between the
devi ces at each end of the control channel
|

interface WV an333

ip address 10.1.1.1 255.255.255.0
|
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vpdn enabl e

|
vpdn-group 1

accept-dialin

protocol |2tp

virtual -tenplate 1

term nat e-from host name CLI ENT

no | 2tp tunnel authentication

!

Iicense boot |evel appxk9 !l License nust be appxk9

usernane ci sco@i sco.com password O ci sco
!
interface Loopbackl

i p address 192.168. 1.2 255.255.255.0
!
interface FastEthernet0/0

i p address 10.1.1.2 255.255.255.0
negoti ati on auto

!

ip local pool TEST 10.1.1.3 10.1.1.100
!

interface Virtual - Tenpl atel

i p unnunbered Loopbackl

peer default ip address pool TEST

ppp aut hentication chap
!
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CLI ENT#show vpdn session

L2TP Session Information Total tunnels 1 sessions 1

Locl D Rem D Tunl D Usernane, Intf/ State Last Chg Uniq ID
Veid, CGrcuit
9886 40437 48058 1, Vpl est 00:17: 51 17

Il Session up since 17:51 M nutes

CLI ENT#show caller ip

Li ne User | P Address Local Nunber Renot e Nunber <->
Vpl SERVER 192.168.1.2 - - in
I'l' Tunnel Server

CLI ENT#ping 192.168.1.2 !! Tunnel Server Reachable
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 192.168.1.2, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

CLI ENT#show ppp all
Interface/l D OPEN+ Nego* Fail - St age Peer Address Peer Nane

Vpl LCP+ | PCP+ CDPCP- Local T 192.168.1.2 SERVER

H—/Y& L THRET S ISR4000 DAL

SERVER#show license feature

Feat ure nane Enforcenent Evaluation Subscription Enabl ed R ght ToUse
appxk9 yes yes no yes yes

I'l License nust be Active

SERVER#show vpdn session

L2TP Session Information Total tunnels 1 sessions 1

Locl D Rem D Tunl D Usernane, Intf/ State Last Chg Uniq ID
Veid, Crcuit
40437 9886 19763 cisco@isc..., Vi3.1 est 00: 16:56 2

SERVER#show caller ip

Li ne User | P Addr ess Local Nunber Renot e Nunber <->
Vi3. 1 ci sco@i sco.com\
10.1.1. 4 - - in

'l I P address of the Cient allocated fromlocal address pool (TEST)

SERVER#ping 10.1.1.4 !! Client reachable
Type escape sequence to abort.



Sending 5, 100-byte |ICVMP Echos to 10.1.1.4, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
— My
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=V,

BA@ VPDN/L2TP/PPP FEZFEAL T, BEZ NS TIN>21—F 120 LET, EEL, XD
debug AN ROUARNNSEICKEDBEEHYFET,

debug ppp events
debug ppp error
debug ppp negotiation
debug vpdn error
debug vpdn event
debug vpdn I12x events
debug vpdn 12x errors
debug 12tp error
debug 12tp event
debug vtemplate event
debug vtemplate error
debug vtemplate cloning
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