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FHTRAR—F b

;/ECE
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BRIE
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BRIE

RADIUS 3 —/NDERE
o

show X~ R H 14l

NS7IILa—hk

NSTNA—F A TDEHOIAI R

TNy T 0 Ak

B E B R

BE

CORFIAXVNTRR, RXSLZEIE DNIS DEHAL T, I—HT& D VPDN ZRET DK
ERICOVTEHBALET,

. u

r

t B

CORFIXVNIHRBEOEHRBEH XL A

FATAIR—F>b

CORFIXVRNOERE, ROVIRIITEN—RIITON-23VICETVTVET,

. Cisco IOS(R) V7RI T T UIU—R 12.1(4) LB

. CiscolOS Y7 RITT UU—R 12.1(4)T LUK
CHORFIXNOERIE. BEOTKRBELCLHDFNARICESVTERENELE, COR
FAIXYRTEATEZINTOFNAAR, I8 (F74IILN ) BEOREN SEBLTVET



o MROXY RT—INEBBHITHBIBERICE. EOXRSIBIOANV RIZDVTE, TOEEN
BEEIODVTHRIEBL THBENf BYUET,

RECE

KREIXY NOXRTEOHME, "YRITIHIN T4 Y TAOERSE, £8BBLTEE L

HREH

Virtual Private Dial-up Network ( VPDN; N\—F ¥ JL 7SAR—KN A VYIWT YT XY NDT—5
) ZEH T35Sk, Network Access Server (NAS; XY RDO—9 PORAH—/V) (L2TP 7
DR AVEVRNL—&, 2FY LAC) A, I—HBEOBERICEIVWTHR—ALATF—NDVIA
(LNS)A®D VPDN bR ZEILET, <® VPDN R XJLICIE., Level 2

Forwarding ( L2F; L X)L 2 Bzi% ) F7=l& Layer 2 Tunneling Protocol ( L2TP; L4 ¥ 2 R X1
> 70RO ) ZFEATEEXRT, VPDN N RILNZFEATEIMENF HEIHLESHEHITS
IClE, ROEZR/AXNET,

CA—HEO—ZICRXAVBHFEENRTVEIAES D, LEZXIE, tunnelme@cisco.com &
WOSI1—HEZFEATHE, ciscocom AD K RILICNAS A COI1—HZEELET,

- Dialed Number Information Service ( DNIS; EE&SBHT—ER ). OBEERL. BEEE
SICEIWEOD-LEEBEETT, 2FY ., FENDEGESIREENLINTOO-)L%Z
BYIRERNZRIICNAS AEIEATEET, LExE, BEI-IILOBEBZESN 5551111 D5
A2, VPDN R RIICO—=)LZEIEL, 5552222 ADO—)LOHBEICEF, EELEV X
SICTEET, CcOMEZFEATAICE. EFHOXY NI—IUL SsEGESHRIEE
T3 UENFHYVET,

VPDN DREDFHEMIC DOV TIE, TVPDN DV Ty #BRLTLEEL,

—EBBORRTRE., RXSBENFBELESHICEERBEL, VPDN R RN ZI—FRIEICE
FTRAIMNENHDBENHYET, & X, ciscouser & WD I —HE cisco.com IC kN ZUT
Th, HOI—HIFE NAS TO—HDIINICKRIBEND LD BHZEN BV ET,

E:COI—HYRIZE. IOFOLSBERASMVEHREEENEEA,
VPDN O 1—HZ & DEREMEETIE. Authentication, Authorization, and Accounting ( AAA; 533
A, THAOTAVT ) G—=NCIIL—2 S TERENDEELC, BELEhZI—FE

245 AM H—NICERENET, COMEBICEY, HBERXAE% DNIS 2#ERTBEL 0
1—HDORZILEME CiscoI0S Y7 RITFHANARIIA XTEBLS B ET,

AE

COEOVIIAVTER, CORFIXNTHPTIOHELZRTETDEOICHERBTRERMHELT
WET,

E:CONBTHEAZATWAIOYY ROFMZERANXSICEK, "Command Lookup ¥V —JL, &
ALTLEELW (BR1I—F0H ).

XY RIO—OR
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CORFIAIXRNTR, ROZXYRND—0 Y NTY 7% FERALET,

|S0M Client AAA Server

172225320
Fi PRI
Line
Analog PSTN
Lines i
maui-nas-02
E0172.22.53.140 \)@

Wincdows Client WJ)
WROM LMS

Home Gatewsay

EUE

I—H#Z &M VPDN £HR— KT 2752 NAS ( LAC ) (C%E 4 VPDN 7> Ri&. vpdn
enable & vpdn authen-before-forward &€ W5 JO—/VILEREIAN > R TT . vpdn authen-
before-forward 1N > Rid, EEEERETDEIC, T2 I1—YBERLEITIKLSIC

NAS (LAC) I8 RLET, KIZ, COEZDI—HFDAAAT—NASRENIEBRICEIVWT
. VPDNR RN BAIENhET, AAAH—/\H SVPDNEBABRE nhAVES, 1—HR@O—7
)L'C%%Tbi?'o CcOEVIIAVOEREICKEK, I—HRICRXSMVEBRIrEENATOVAEVWEE(LC
ROZRILEYR—RNITBDLEHICHEZRIAN Y RFRENATVET,

X COREFBENTESY)EBA, BETSVPDN, 1 F—TIAA, BLUTAAA DT
NREFTT,

¥ WEBRIXNTORN ZILZ7ORINLNEAAAZT ORI DOVWTEHEBETZ LR, CORF2
X NOERATT, TOLD, CORETIE., AAARADIUS H—/NEFERAL = L2TP R XL
HEEZNTVET, ORI ZA4A7R AA ZORNINZERETSHEREE. CCTEHHAE
NTVBRARHREZBERALTERELTLSEEL,

CORFIXYBNTR, XD ZEALTVLET,

Xa

. VPDN NAS ( LAC )
VPDN NAS ( LAC)

aaa new node

aaa aut hentication ppp default group radius

!--- Use RADIUS authentication for PPP authentication.
aaa aut horization network default group radius !---
Obtain authorization information from the Radius server.
!--— This command is required for the AAA server to
provide VPDN attributes. ! vpdn enable !/--- VPDN is
enabled. vpdn aut hen-before-forward !--- Authenticate
the complete username before making a forwarding
decision. !--- The LAC sends the username to the AAA
server for VPDN attributes. ! controller E1 O pri-group
timeslots 1-31 ! interface Serial 0:15 dialer rotary-
group 1 /--- D-channel for El1 0 is a member of the
dialer rotary group 1. ! interface Dialerl !--- Logical
interface for dialer rotary group 1. ip unnumnbered

Et hernet 0 encapsul ati on ppp dial er in-band dial er-group
1 ppp authentication chap pap callin ! radius-server
host 172.22.53.201 !--- The IP address of the RADIUS
server host. !--- This AAA server will supply the




NAS (LAC) with the VPDN attributes for the user. radi us-
server key cisco !--- The RADIUS server key.

RADIUS ¥ —/YD&E

Cisco Secure for Unix ( CSU ) RADIUS H—/NXO 1 —HERED—8B&RICKRLET,

1.NAS TO—AHIICKRImE nd1—H,
userl Password = "cisco"
Servi ce- Type = Franed- User

2.VPDN &Y 23> ZHBIUIIHLEN BB 11—,

user 2 Password = "ci sco"

Servi ce- Type = Franed- User,

Ci sco-AVPai r = "vpdn:i p-addresses=172. 22. 53. 141",
Ci sco-AVPai r = "vpdn: | 2t p-t unnel - passwor d=ci sco",
Ci sco-AVPai r = "vpdn:tunnel -type=l 2t p"

NAS ( LAC ) i&. Cisco-AVPair VPDN Ti§EE hBMEEAL T, A—L S —KRITIS/AD
VPDN R ZILZRABLET, NASASDO VPDN R ZRILZZIFANDKSICKR—AL T—RD
IAARETNTVDRCEZHERLTSEEZL,

HEEE
TR, RENELKBELTVWA L Z2HRRAIZLOICEATIEHRERLET,
—HB®D show AN RETF7IRT YN AV R=T VR YV—)ICL2THR—RENTVWEY (F

FB1—HEH), COVY—)ILEFRTREILEL2T,. show AX U REIODMERERTRT
EFXT,

. showcalleruser : FAIATTYER, FERBAEZ—T T4 A (ZTI7, AAOY M, £
@FR—K). DSOF+RILES, EFLES., BIWHTSNEIPT RLA, PPPE &LV
PPPINY RILNTA—BBE, BEDI—HONTA—RZEZRRLET, ZEAD Cisco
IOSVY7KNIITF7 N—=23>TZOIRY RFYR—NEATVEVEEE. show user T
I REEALTLSEZV,

.showvpdn : 77 4 7 BIL2FEXRTL2TPZ7ORN LM RILICE T2 1EHE., VPDNAE D X
YE—JRBBFERRLET,

show X~ RD H HHi

J—I)LAEHEE =5, show caller user username N> RB KV showvpdn X REFEHL
T, A-IINEBICEGEENATVR L EERELET., RICHDBIZERLET,

maui - nas- 02#show caller user vpdn_authen

User: vpdn_authen, line tty 12, service Async
Active tine 00:09:01, Idle tine 00:00:05

Ti meout s: Absolute Idle Idl e

Sessi on Exec

Limts: - - 00: 10: 00
Di sconnect in: - -

TTY: Line 12, running PPP on As12

DSO: (slot/unit/channel)=0/0/5

Line: Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits
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Status: Ready, Active, No Exit Banner, Async Interface Active
HW PPP Support Active
Capabilities: Hardware Flowcontrol In, Hardware Fl owcontrol Qut
Modem Cal | out, Mbdem Rl is CD,
Line is permanent async interface, Integrated Mbdem
Modem St ate: Ready

User: vpdn_authen, line Asl2, service PPP
Active tine 00:08:58, Idle tine 00:00: 05
Ti meout s: Absolute Idle
Limts:
Di sconnect in:
PPP: LCP Open, CHAP (<- AAA)
I P: Local 172.22.53.140
VPDN: NAS , MID 4, MID Unknown
HGW , NAS CLID 0, HGW CLID 0, tunnel open
!--- The VPDN tunnel is open. Counts: 85 packets input, 2642 bytes, 0 no buffer O input
errors, 0 CRC, 0 frane, 0 overrun 71 packets output, 1577 bytes, 0 underruns O output errors, O
collisions, O interface resets maui - nas- 02#show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Reml D Renot e Nane State Renpte Address Port Sessions

6318 3 HGW est 172.22.53. 141 1701 1
Locl D Rem D Tunl D Intf User nane State Last Chg Fastswitch
4 3 6318 Asl12 vpdn_authen est 00: 09: 33 enabl ed

!-—- The tunnel for user vpdn_authen is in established state. YNo active L2F tunnels %\o active
PPTP tunnel s %No active PPPOE tunnel

N | 1 Rl

CCTR, REORNS TNV 1—F A J I ERATEZERERLET,

RSV 2A—F4290EHOIIVR

X 1 debug AN RERTIBEIC. Tdebug ANV ROBERERH. 2SBLTLEEV,

- debug ppp authentication:PPPFREE7’'O0 R JIL XY £—2 %Z &R L., Challenge Handshake
Authentication Protocol(CHAP)/\NT ¥ K R #X°Password Authentication Protocol(PAP) 3 #i &
BhET,

. debug aaa authentication:AAA/RADIUSEREEICBI T 2 1EHRERRLE T,

- debug aaa authorization:AAA/RADIUSER T I T 2 BHEXRRLE T,

. debug radius - RADIUS IZB8iE 32 7/\Y J OFFl1EHRZXRTL £, debug radius O X v
t—2%F—RIBICE, FIORTYRA BT VR (BEI—YEA ) Z2FALET
o X, Tdebug DA, OV IVESBLTIKEEY, EOBMEANA RIS I—
RENTVWR A ZEHETSICIE, debug radius DHDEHRZEFEAL T,

- debug tacacs: TACACS+I_ BB 2 5T /Ny JIEHZEXRR~LE T,

- debug vpdn event: VPDNOBEED K XILEALFE @G v Y NI O—ETHBL2xT 5 —
EARVNERTLULET,

. debug vpdn error:-VPDNZ’'O RN IS5 —% XKL E T,

. debug vpdn I12x-eventVPDNOBED N RIBAL TR v Y RED O O—HTH B 5%
I2XTZ—BLRVPARRNZERRLET,

. debug vpdn I12x-error:VPDN L2x7’O R LIS —%KRRLE T,
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FINY T 0 hbl

R, EERZID—I)O debug HHZRLET, cOFITE. VPDN b2 RILOEMZ Radius

—NNASNASAEBLTVAZEITEFELTSEZ L,

IS0 Client

Analog
Lines

((‘_\““\

Wincdoves Client

CALL COQHHECTS

PPF HEGOTIATION BEGINS

Lt COMNFREGQ CHAP
COMFACK CHAP | -
| CHAP Challenge
3 |
=
A

CHAP Responze

PSTH j—;une !_‘3 _:

maLi-naz-02
EQ172 2253140

AL ALTHEMSTARTS

AA0 Server
1722253201

&

WRDM LMS
Home Gateveay

o~

MAS receives Access-Accept fram the server .

The NAS then uses the Attribute Value Pairs
(AYPz] from the RADILS server to establish the
WPDN tunnel to the Home Gateseay

maui - nas- 02#show debug

General CS:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

PPP:

PPP aut henti cati on debugging is on

VPN:

L2X protocol events debugging is on

L2X protocol errors debugging is on

VPDN events debugging is on

VPDN errors debuggi ng i s onRadi us protocol
maui - nas- 02#
*Jan 21 19:07: 26. 752: %ISDN-6-CONNECT: Interface Serial0:5 is now connected
to NANA

!--- Incoming call. *Jan 21 19:07:55.352: 9% NK- 3- UPDOMN:

-

A0 AL THORLCP

ﬁ
v—

debugging is on

Interface Asyncl2, changed state to up

*Jan 21 19:07:55.352: Asl12 PPP: Treating connection as a dedicated |line *Jan 21 19: 07:55. 352:

As12 AAA/ AUTHOR FSM (0):

LCP succeeds trivially *Jan 21 19:07:55.604: Asl12 CHAP: O CHALLENGE id

1 len 32 from"nmaui -nas-02" *Jan 21 19:07:55.732: Asl2 CHAP: I RESPONSE id 1 len 32 from
"vpdn_authen"



!--- Incoming CHAP response from user vpdn_authen. *Jan 21 19:07:55.732: AAA: parse name=Asyncl2
idb type=10 tty=12 *Jan 21 19:07:55.732: AAA: nanme=Asyncl2 flags=0x11l type=4 shel f=0 sl ot=0
adapt er=0 port=12 channel =0 *Jan 21 19:07:55.732: AAA: parse nane=Serial0:5 idb type=12 tty=-1
*Jan 21 19:07:55.732: AAA: nanme=Serial 0:5 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0
channel =5 *Jan 21 19: 07:55. 732: AAA/ ACCT/ DSO: channel =5, ds1=0, t3=0, slot=0, ds0=5 *Jan 21
19: 07: 55. 732: AAA/ MEMORY: create_user (0x628C79EC) user='vpdn_aut hen' ruser="' port="Asyncl2
rem addr =" async/ 81560' aut hen_t ype=CHAP servi ce=PPP priv=1 *Jan 21 19: 07:55. 732

AAA/ AUTHEN START (4048817807): port='Asyncl2' list= action=LOd N servi ce=PPP *Jan 21

19: 07: 55. 732: AAA/ AUTHEN START (4048817807): using "default" list *Jan 21 19:07:55.732

AAA/ AUTHEN START (4048817807): Method=radi us (radius) *Jan 21 19:07:55.736: RADIUS: ustruct
sharecount=1 *Jan 21 19:07:55.736: RADIUS: Initial Transmit Asyncl2 id

6 172.22.53.201:1645, Access-Request, len 89

*Jan 21 19:07:55.736: Attribute 4 6 AC16358C

*Jan 21 19:07:55.736: Attribute 5 6 0000000C

*Jan 21 19:07:55.736: Attribute 61 6 00000000

*Jan 21 19:07:55.736: Attribute 1 13 7670646E

*Jan 21 19:07:55.736: Attribute 30 7 38313536

*Jan 21 19:07:55.736: Attribute 3 19 014CF9D6

*Jan 21 19:07:55.736: Attribute 6 6 00000002

*Jan 21 19:07:55.736: Attribute 7 6 00000001

*Jan 21 19:07:55.740: RADIUS: Received from id 6 172.22.53.201:1645,

Access-Accept, len 136

*Jan 21 19:07:55.740: Attribute 6 6 00000002

*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 40 0000000901227670
*Jan 21 19:07:55.740: Attribute 26 30 0000000901187670

VPDN k> % LI % ZE 4 Attribute Value Pair ( AVP; BHEART ) . RADIUS H—/NAST Y
1ENhFET, =L, debugradius Tlk, AVP EZDEN I—R{EEhTHIEThET, FIRD
HODOAKFEHREZTINTY A EZ—T VR (BRI —HER) ICHYFIRZENTEERT

o RIZAFTRITFIA—RENLEBATINTYNA 2 EZ—T U EASHIETIET,

Access-Request 172.22.53.201:1645 id 6

Attribute Type 4: NAS-IP-Address is 172.22.53.140
Attribute Type 5: NAS-Port is 12

Attribute Type 61: NAS-Port-Type is Asynchronous
Attribute Type 1: User-Name is vpdn

Attribute Type 30: Called-Station-ID(DNIS) is 8156
Attribute Type 3: CHAP-Password is (encoded)
Attribute Type 6: Service-Type is Framed
Attribute Type 7: Framed-Protocol is PPP

Access-Accept 172.22.53.201:1645 id 6
Attribute Type 6: Service-Type is Framed
Attribute Type 26: Vendor is Cisco
Attribute Type 26: Vendor is Cisco
Attribute Type 26: Vendor is Cisco
*Jan 21 19:07:55.740: AAA/ AUTHEN (4048817807):

status = PASS

*Jan

21 19:07:55.744: RADIUS: cisco AVPair "vpdn:ip-addresses=172.22.53. 141"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:| 2tp-tunnel - passwor d=ci sco"
*Jan 21 19:07:55.744: RADIUS: cisco AVPair "vpdn:tunnel -type=l 2t p"
*Jan 21 19:07:55.744: AAA/ AUTHOR (733932081): Post authorization status = PASS REPL
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV servi ce=ppp
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=172.22.53. 141
*Jan 21 19:07:55.744: AAA/ AUTHOR/ VPDN: Processing AV | 2t p-tunnel - passwor d=ci sco
*Jan 21 19: 07:55.744: AAA/ AUTHOR/ VPDN: Processing AV tunnel -type=l 2tp

!--- Tunnel information.

!--- The VPDN Tunnel will now be established and the call will be
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authenticated. !--- Since the debug information is similar to that for a normal VPDN call, !---
the VPDN tunnel establishment debug output is omitted.

BOE TR

.VPDN £E2\W\ T

N=F YN TSAR=—BFAVYINTPYT XY RD—DDEE

-RADIUS TOLA¥ 2 hZXILZ7OBNIILERIDERTE

- TACACS+ I &3 LAY 2 XU J F7ORI) (L2TP ) OREDERES ZE
FPOEATO2/O00—CBTRHR—N R—D

- TOZHAINYER—=Db - Cisco Systems
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