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BE
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|/EE

ERIE

XY BRI—TOK
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aXiE
_33
Serial0 A7 Y 7'l ® ROUTER1 T® show X R
Serial0 "X > KO ROUTERT1 T® show X~ R
NS7IIZa—hk
NSTNDA—F12TDII—AR
NSFNZA—TFT420DEHOIAI R
Serial0 A¥FJ>LTISDNAEY OF7 Y 7L EHEED ROUTERT @ debug
Serial0 A"EIEL TISDN A"J—J)LZ ROY 7L EBE DO ROUTERT ® debug H 1
B E B R

B=

CONETR. ISDNTNYITY T TIUYDERETRHEEHALET, CORETE., 7
ZARD VD ODE I REOBREIC, NVIOTYT AU R—TIAAFREEALET, VY
D7V TOFMICOVWTRE, "DDRNYITFYTOREERT TN A—TFT12T, #5RLT
<EEL,

JUYD RWANRETR, B—ERAAEEXAVILAFIVRI)IL—F4>7 (DDR) /XYY
Fyv7Yyi1—>3avik, ISDN2FEHTDETT, Chik, ERAHOTV Y S IHFHR—
REhTVWEVWESHTT,

ISDN it TO 7 VY20 J TR, RKIBEOHE., BHEN (XATREVEOD ) FEICRVEE
WMICBEDZEITEELTLKEETY, EFEAH (Telco) S D ISDN BE&DFERAZHGEEICED
WTWBBE, BHFITZUTIL VIONRBEAA IV ICE2>TVWRE, ERICEEBRRENH
93238 HYVET,

X CORER. 12O A NE1DOBFYRILATT, EHOBFrIILDBERE. F4YV>
TO77AN%EERTIHENHYET. ( TISDNEZFRALTTIVYS TR LHDEAYST
O7 74 DFEs 2SRBLTLKEEW ),

ENYOTYTREBTOTIYSOTQOEHMIHDVTE., TISDNEBHOITVYSD T, #88K
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LTLEZL,

BIRSR M
B4

COREZRBIDENC, ROBHNF BT TVREZRRBLTSEETL,
- ISDN OEFNZHEA H S,

FATAIIR—F b

CORFIXVNOBEHRIFE., ROVIRNIITEN—RIITON—TIVICETOVTVET,

-WANZ DT A2VBZ—TIALAAEBRIAMVEA—TIA AZTNEn 1 EEHL & Cisco

2500 ) —X JL—2&,

- CiscolOS® V7 hTJ T U)—A 12.2(7b)
F:CORER. WAN(ZUTIIL) VI EBRIR—NE2BAEEEDI—ZTHERTEET,
CORFIXNOBERE, BEOTRRELCLHZTFNAAILEITVTEREhELE, ZOR
FAXKRNTERIZINTOT/NA AR, YA (F7 2N ) REOREHLSEEBLTVET

o WRORY RD—UNRBBHFTHIBEICE. EOLRSIBIANYRICDOVTE, ZTOEEN
BHEBIODVTHRIIERLU TEBENBYET,

EMm

COFREWE. CiscolOS VY7 RIVITABBLTVT, TATNIIDBSEEWANZUTIL A
VEB—TILAZ1DEBRIAMVE—TIAAZ 1 DEDO2EED 2 ADII—FTHEATEXT,

*

KFIXY NORTEOFME, "YRATI-NN T4 v TRAOKRE, 2BBLTLEL

BE

COEVSIVTR, CORFIAXNTHAITIHREZRETDLOICLEZBRERMULT
WEd,

:llil.lll

E:CONRTEAZATWAOYY ROFMZERXSICEK, "Command Lookup ¥V —JL, ZfE
ALTLEE W (BRI—FDH ),

XY M=K

CHORFIXIRNTR, ROXYRND—DO vy NTFYTR2FERALET,
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BRIQ

30

ROUTER1

BE
CORFIXDNTE, ROBREEALETS,

- Router1
- Router2

Router1

]
host nane ROUTER1
]
!
usernane ROUTER2 password 0 sane

!--- This is required for PPP Challenge Handshake
Authentication Protocol !--- (CHAP) authentication
during dial backup. ! ! isdn switch-type basic-5ess /---
The ISDN switch type for this circuit. !--- Obtain this
information from the Telco. !--- This ISDN switch type
is specific to the United States, !--- and could change
based on the requirements of the country and Telco. !
interface EthernetO i p address 172.16.55. 33

255. 255. 255. 240 no ip directed-broadcast no ip nroute-
cache bridge-group 1 !/--- Assign this interface to
bridge-group 1. !--- Frames are bridged only among
interfaces in the same group. !--- Note that the BRI
interface and serial interface are also !--- in this
bridge-group 1. ! interface Serial O description Seria
link to ROUTER2 backup interface BRIO !--- This defines
the backup interface. !--- Cisco IOS Software tracks the
SerialO interface, and !--- uses BRI0O if Serial0 fails.
ip address 172.16.54.1 255.255.255.0 no ip directed-
broadcast no ip mroute-cache no fair-queue bridge-group
1 !--- Enable bridging on Serial0O for normal operation.

! interface BRIO description | SDN to ROUTER2 ip address
172.16. 53. 19 255. 255. 255. 240 no i p directed-broadcast
encapsul ati on ppp no ip nroute-cache dialer map bridge
nane ROUTER2 broadcast 5552000 !/--- The broadcast
keyword is required to initiate the ISDN call. !---
Dialer nmap bridge to the renote router. The statenent
includes !--- the nane of the renpte router and the

BRI

ROUTERZ

Mot &



phone number to be dialed. !--- Note that this dialer
map statenent includes the keyword bridge, !--- and does
not include the I P address of the peer, as required for
I--- | P routing-based dial er naps.

dialer-group 1

!--- Defines the interesting traffic as configured in
the dialer-1ist. isdn switch-type basic-5ess !--- Check
with your Telco for the correct values. Ppp

aut hentication chap bridge-group 1 !--- Enable bridging
on BRIO. ! dialer-list 1 protocol bridge permt !---
Defines the interesting traffic. In this case, all
bridged traffic. bridge 1 protocol ieee !--- Defines the
type of Spanning Tree Protocol (STP) used for the !---
interface in bridge-group 1. Here, the IEEE STP is used.
!--- The IEEE 802.1D STP is the preferred way to run the
bridge. !

Router2

host nane router?2
|
!
usernane ROUTER1 password 0 sane

!--- Required for PPP CHAP Authentication during dial
backup. ! isdn switch-type basic-5ess !--- Check with
your Telco at the Router2 side for the correct values. !
interface EthernetO ip address 172.16.55.2
255. 255. 255. 240 bridge-group 1 !--- Enable bridging on
Ethernet0. ! interface SerialO description Serial Iink
to ROUTERL !--- The backup interface bri0 command i s not
required on this side, !--- because it is sufficient if
one side tracks the serial interface.

ip address 172.16.54.2 255.255.255.0

no fair-queue

bridge-group 1

!--- Enable bridging on Serial(l for normal operation.
interface BRIO description | SDN to ROUTERL ip address
172.16.53. 17 255. 255. 255. 240 encapsul ation ppp no ip

nr out e-cache dialer map bridge name ROUTERL broadcast
5551000 !--- The broadcast keyword is required to
initiate the | SDN call

dialer-group 1

!--- Defines the interesting traffic as configured in
the dialer-1ist. isdn switch-type basic-5ess !--- Check
with your Telco at the Router2 side for the correct
values. ppp authentication chap bridge-group 1 /---
Enable bridging on BRIO. ! dialer-list 1 protocol bridge
pernmit !--- Defines the interesting traffic. In this
case, all bridged traffic. bridge 1 protocol ieee !---
Defines the type of STP used for the interface in !---
bridge-group 1. Here the IEEE STP is used. !--- The IEEE
802.1D STP is the preferred way to run the bridge. !

s

CHOETR, RENEERLCHELTVRIAESH ZRBIIRICRID>BEBREBNLTLET,

—#0 show IXY KEZIRTY h AV Z—FUR Y= LLEITHR=hENTOET (B
B1—YEH ), COV—LERMIH LI EOT, show AN KN OFTERERRT
EES
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. show isdn status:ISDN1A > Z—7 T4 ADOL 1 V1(L1). L4 TV2(L2). HXTL 1 T3(L3)A
T—2AERRLET,

. show dialer : 1 Y S DRAEE K ISDN F ¥ R OREERRLET,

.showbridge : 7UYS 7230 —F 42T F—ER—ADIVRNIDITAERRLET,

- showinterface : U PN A2 B—T7 IALA AR BRIM 2V E—T IA ABREDEREXRBZ 1>
B—T I ADREZRRLET,

. show spanning-tree : L—ZHFBRICERBLUTVWAANZVT Y- MNRODERRLUET,

Serial0 X 7 ¥ 7’Ef® ROUTER1 T®M show Y R

ROUTER1# show isdn status
G obal 1SDN Switchtype = basic-5ess
I SDN BRI O interface
dsl 0, interface | SDN Swi tchtype = basic-5ess
Layer 1 Status:
DEACTIVATED
Layer 2 Status:
Layer 2 NOT Activated
Layer 3 Status:
0 Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
The Free Channel Mask: 0x80000003
Nunber of L2 Discards = 36, L2D Task Discards = 35
Total Allocated ISDN CCBs = 0

ROUTER1# show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI'S Last status
5552000 29 977 00: 45: 08 successful
0 inconming call(s) have been screened.
0 inconming call(s) rejected for call back

BRIO:1 - dialer type = | SDN
Idle tinmer (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is shutdown

BRIO:2 - dialer type = | SDN
Idle tinmer (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is shutdown

ROUTER1# show bridge

Total of 300 station blocks, 298 free
Codes: P - permanent, S - self

Bri dge G oup 1:

Address Action Interface Age RX count TX count
0000.0c76.2882 forward Serial0 O 5 4
!-—-- Bridging traffic goes through Serial(O. 00dO. 58ad. ael3 forward Ethernet0 0 42 5

Serial0 49> B0 ROUTER1 T® show Y K

ROUTER1# show isdn status



G obal | SDN Switchtype = basi c-5ess

I SDN BRI O interface

dsl 0, interface | SDN Switchtype = basic-5ess
Layer 1 Status:

ACTI VE
Layer 2 Status:
TElI = 114, Ces = 1, SAPl = 0, State = MULTIPLE_ FRAME ESTABLISHED
!--- ISDN L1 and L2 will be up (when Serial(l fails) !--- even 1if interesting traffic is not

present. Layer 3 Status: 1 Active Layer 3 Call(s)
Activated dsl 0 CCBs = 1
CCB: cal | i d=8484, sapi =0, ces=1, B-chan=1, calltype=DATA
The Free Channel Mask: 0x80000002
Total Allocated ISDN CCBs = 1

ROUTER1# show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI'S Last status
5552000 30 977 00: 00: 16 successful
0 inconming call(s) have been screened.
0 inconming call(s) rejected for call back.

BRIO:1 - dialer type = | SDN
Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up
Dial reason: bridge (0xXFFFF)
Tinme until disconnect 106 secs
Connected to 5552000 ( ROUTER2)

BRIO:2 - dialer type = | SDN
Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

ROUTER1# show bridge

Total of 300 station bl ocks, 298 free
Codes: P - permanent, S - self

Bri dge G oup 1:
Address Action Interface Age RX count TX count

0000.0c76.2882 forward BRIO O 5 4
!--- Bridging traffic now goes through BRIO. 00dO.58ad. ael3 forward Ethernet0 0 5 5

hZ7L>31—b

CoTH. BEORS A I-F AT CBATEBEHRERLET,

NSTLNZ1a—F142090D)Y—AR

BEICHBUT, 2hso VY —ARZERALTLSEZL,

. ISDN B89 2 HFEMirAR—b
DT IVEBEREO RS TN A —F 14T
.HDLC Ny oY —)\v Ok

NSV aA—F4290EHOIOIVR
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—E#® show ANV RETZIRTY R AV BZ—FT VR Y—=)LICE2THR—RENTVET (E
BI1—YERH), COYV—IILEFATDEILELP2T, show OAX REHOOMERERRT
EFEY,

¥ :debugd X RZERITIBEIC., Tdebug ANV ROEBELABER 25BLTLKEEV,

. debug dialer : AL VS AV E—TILA A MR NCHTIHHRERTLET,

- debugisdnevent : ISDN f X —T7 I/ AD1—HRITRETS ISDN POTF1ET 1 £ H
ROBHEDZTNNYVIT XAvE—DBRRLET,

- debugisdnq931 : O—ANIIL—& (1—Ffl ) €Y NDO—TJBDISDNR Y N — T #k
(LYOA=IILEY NTYTETATRIVICETIEHRERMLET,

. debug isdn q921:ISDNA > Z—T7 T 4 AQODF ¥ XL(LAPD)D I —X TIThhBdF—21U >
VB2 DTV EAFIEBICEETZTFNYIXYVE—TJFZRRUET,

- debug ppp negotiation : PPP 77’3 2> & Network Control Protocol ( NCP ) N X—&2 D%
A2 I—2a>eRBEOHDITNYIT AvE—IZRTLET,

. debug ppp authentication : CHAP & Password Authentication Protocol ( PAP ) /N7 Y MM 32
MEBRROBDITNNYIT XvE—IBRRLET,

Serial0 XA LT ISDN FEY O F Y 7L ItiEE& D ROUTER1 @ debug i

ROUTER1# show debug
Di al on demand:
Di al on demand events debugging is on
PPP:
PPP aut henti cation debugging is on
PPP protocol negotiation debugging is on
| SDN:
| SDN events debugging is on
| SDN @21 packets debugging is on
| SDN @31 packets debugging is on

ROUTER1#

!--- Interface serial0l goes down. ROUTER1# 00:56:53: 9%. NK-3-UPDOMN: Interface Serial 0, changed
state to down *Mar 1 00:56:53.103: | SDN BRO EVENT: isdn_sw cstate: State = 0, Od State = 6

00: 56:53: %1 NK-3- UPDOM: Interface BRI 0:1, changed state to down *Mar 1 00:56:53.107: BRO:1
LCP: State is Cosed *Mar 1 00:56:53.111: BRO:1 DDR disconnecting call 00:56:53: %] NK- 3-
UPDOMN: | nterface BRIO:2, changed state to down *Mar 1 00:56:53.119: BRO:2 LCP: State is C osed
*Mar 1 00:56:53.119: BRO: 2 DDR disconnecting call *Mar 1 00:56:53.127: | SDN BRO EVENT:

isdn_sw cstate: State = 4, Od State = 6 *Mar 1 00:56:53. 135: | SDN BRO EVENT: isdn_sw_cstate:
State = 4, Od State = 6 *Mar 1 00:56:53.567: | SDN BRO: RX <- IDCKRQ ri=0 ai =127 *Mar 1

00: 56: 53.567: | SDN Recvd L1 prim3 dsl O state 3 ctrl_state O *Mar 1 00:56:53.571: | SDN BRO: L1
persi stent Deactivated *Mar 1 00:56:53.571: | SDN Recvd L1 prim7 dsl 0 state 3 ctrl_state 0 *Mar
1 00:56:53.575: | SDN BRO: Recvd MPH_IIC IND from L1 *Mar 1 00:56:53.575: | SDN Recvd L1 prim?7
dsl O state 3 ctrl_state O *Mar 1 00:56:53.579: | SDN BRO: Recvd MPH_IIC_IND from L1 *Mar 1
00:56:53.579: | SDN Recvd L1 prim1 dsl O state 3 ctrl_state 0 *Mar 1 00:56:53.583: |SDN BRO: L1
is |F_ACTIVE *Mar 1 00:56:53.583: | SDN BRO EVENT: isdn_sw cstate: State = 4, Od State = 6 *Mar
1 00:56:53.587: | SDN BRO: L2-TERM ces/tei=1/0 AWAI T_ESTABLI SH >TERM DOM *Mar 1 00: 56: 53. 591:

I SDN BRO: Incoming call id = 0x0010, dsl O *Mar 1 00:56:53.595: |SDN BRO: L2-TERM ces/tei=1/0
TERM _DOM\- >AWAI T_ESTABLI SH 00: 56: 53: %.1 NK- 3- UPDOWN: I nterface BRI O, changed state to up *Mar 1
00: 56:53.631: | SDN BRO EVENT: isdn_sw cstate: State = 4, Od State = 6 *Mar 1 00: 56: 53. 655: | SDN
BRO: TX -> | DREQ ri=48769 ai =127 00: 56: 54: 9%.| NEPROTO 5- UPDOMN: Li ne protocol on Interface
Serial 0, changed state to down *Mar 1 00:56:54.387: | SDN BRO: RX <- IDCKRQ ri=0 ai =127 *Mar 1
00: 56: 55.655: | SDN BRO: TX -> | DREQ ri =42642 ai =127 *Mar 1 00: 56: 55.699: | SDN BRO: RX <- | DASSN
ri =42642 ai =68 *Mar 1 00:56:55.791: | SDN BRO: TX -> SABMEp c/r=0 sapi=0 tei=68 *Mar 1

00: 56: 55. 823: | SDN BRO: RX <- UAf c/r=0 sapi =0 tei =68 00:56:55: 9% SDN- 6- LAYER2UP: Layer 2 for
Interface BRO, TElI 68 changed to up *Mar 1 00:56:55.831: | SDN BRO: L2-TERM ces/tei=1/68
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AWAI T_ESTABLI SH >ESTABLI SHED !--- Interesting traffic has not arrived yet from Hostl,

ISDN L1 and L2 are up now. ROUTERL# show isdn stat
G obal |1 SDN Switchtype = basi c-5ess
I SDN BRI O interface
dsl 0, interface | SDN Switchtype = basic-5ess
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 68, Ces =1, SAPI = 0, State = MULTIPLE_FRAME ESTABLISHED
| _Queue_Len 0, U _Queue_Len O
Layer 3 Status:
0 Active Layer 3 Call(s)
Active dsl 0 CCBs = 0
The Free Channel Mask: 0x80000003
Nunber of L2 Discards = 0, L2 Session ID = 34
Total Allocated ISDN CCBs = 0O
ROUTER1#
*Mar 1 00:57:25.839: ISDN BRO: TX -> RRp sapi =0 tei =68 nr=0
*Mar 1 00:57:25.871: ISDN BRO: RX <- RRf sapi =0 tei=68 nr=0
ROUTER1#

!--- Interesting traffic arrives now, !--- which triggers ISDN Dialup (see below) .

00:57:32.519: BRO DDR Dialing cause bridge (OxFFFF)

*Mar 1 00:57:32.519: BRO DDR: Attenpting to dial 5552000

*Mar 1 00:57:32.523: ISDN BRO: CQutgoing call id = Ox800E, dsl O
*Mar 1 00:57:32.527: | SDN BRO: Event: Call to 5552000 at 64 Kb/s
*Mar 1 00:57:32.527: | SDN BRO: process_bri_call(): call id 0x800E,
cal | ed_nunber 5552000, speed 64, call type DATA

*Mar 1 00:57:32.531: CCBRI _Go Fr Host | nPkglnfo (Len=22)

*Mar 1 00:57:32.535: 1 0180 EO 4 2 88 90 18

183 2C 7 35 35 35 32 30 30 30

*Mar 1 00:57: 32. 543:

*Mar 1 00:57:32.547: CC_CHAN Getldl eChanbri: dsl 0

*Mar 1 00:57:32. 547: Found idl e channel Bl

*Mar 1 00:57:32.563: ISDN BRO: TX -> I NFCc sapi =0 tei =68 ns=0 nr=0
i =0x08010E05040288901801832C0735353532303030

*Mar 1 00:57:32.583: SETUP pd = 8 callref = OxOE
*Mar 1 00:57:32.591: Bearer Capability i = 0x8890
*Mar 1 00:57:32.599: Channel IDi = 0x83

*Mar 1 00:57:32.603: Keypad Facility i = '5552000'

*Mar 1 00:57:32.867: I SDN BRO: RX <- |INFCc sapi=0 tei =68 ns=0 nr=1
i =0x08018E02180189

*Mar 1 00:57:32.875: CALL_PROC pd = 8 callref = Ox8E
*Mar 1 00:57: 32. 883: Channel IDi = 0x89

*Mar 1 00:57:32.899: ISDN BRO: TX -> RRr sapi =0 tei=68 nr=1
*Mar 1 00:57:32.907: CCBRI _Go Fr L3 pkt (Len=7)

*Mar 1 00:57:32.907: 2 1 E 98 18 1 89

*Mar 1 00:57:32.911:

*Mar 1 00:57:32.915: | SDN BRO: LIF_EVENT: ces/callid 1/ 0x800E
HOST_PROCEEDI NG

*Mar 1 00:57:32.919: | SDN BRO: HOST_PROCEEDI NG

*Mar 1 00:57:32.919: | SDN BRO: HOST_MORE_I NFO

*Mar 1 00:57:33.159: ISDN BRO: RX <- |INFCc sapi=0 tei =68 ns=1
nr=1 i =0x08018E07

*Mar 1 00:57:33.167: CONNECT pd = 8 callref = Ox8E

*Mar 1 00:57:33.183: ISDN BRO: TX -> RRr sapi =0 tei=68 nr=2

*Mar 1 00:57:33.191: CCBRI _Go Fr L3 pkt (Len=4)

*Mar 1 00:57:33.191: 7 1 E 91

*Mar 1 00:57: 33.195:

*Mar 1 00:57:33.199: |ISDN BRO: LIF_EVENT: ces/callid 1/ 0x800E
HOST_CONNECT

00:57:33: %.| NK- 3- UPDOWN: Interface BRIO:1, changed state to up

*Mar 1 00:57:33.215: | SDN: get _isdn_service_state():

idb Ox19F4D8 bchan 2 is_isdn 1 Not a Pri

I--- but

*Mar 1



*Mar 1 00:57:33.215: BRO:1 PPP: Treating connection as a call out
*Mar 1 00:57:33.219: BRO:1 PPP: Phase i s ESTABLI SH NG

Active Open [0 sess, 1 |oad]
*Mar 1 00:57:33.223: BRO:1 LCP: O CONFREQ [C osed] id 27 len 15

*Mar 1 00:57:33.227: BRO:1 LCP: Aut hProt o CHAP
(0x0305C22305)

*Mar 1 00:57:33.231: BRO:1 LCP: Magi cNunber 0x6091A5F6
(0x05066091A5F6)

*Mar 1 00:57:33.235: | SDN BRO: Event: Connected to 5552000

on Bl at 64 Kb/s

*Mar 1 00:57:33.247: ISDN BRO: TX -> I NFCc sapi =0 tei =68 ns=1 nr=2
i =0x08010EOF

*Mar 1 00:57:33. 251: CONNECT_ACK pd = 8 callref = Ox0E

*Mar 1 00:57:33.267: BRO:1 LCP: | CONFREQ [REQsent] id 4 len 15

*Mar 1 00:57:33.271: BRO:1 LCP: Aut hProt o CHAP
(0x0305C22305)

*Mar 1 00:57:33.275: BRO:1 LCP: Magi cNunber 0x6062D6EA
(0x05066062D6EA)

*Mar 1 00:57:33.279: BRO:1 LCP: O CONFACK [REQsent] id 4 len 15

*Mar 1 00:57:33.283: BRO:1 LCP: Aut hProt o CHAP
(0x0305C22305)

*Mar 1 00:57:33.287: BRO:1 LCP: Magi cNunber 0x6062D6EA
(0x05066062D6EA)

*Mar 1 00:57:33.291: BRO:1 LCP: | CONFACK [ACKsent] id 27 len 15

*Mar 1 00:57:33.291: BRO:1 LCP: Aut hProt o CHAP
(0x0305C22305)

*Mar 1 00:57:33.295: BRO:1 LCP: Magi cNunber 0x6091A5F6
(0x05066091A5F6)

*Mar 1 00:57:33.299: BRO:1 LCP: State is Open
*Mar 1 00:57:33.303: BRO:1 PPP: Phase is AUTHENTI CATI NG
by both [0 sess, 1 |oad]
*Mar 1 00:57:33.307: BRO:1 CHAP: O CHALLENGE id 14
len 28 from " ROUTERL"
*Mar 1 00:57:33.319: BRO:1 CHAP: | CHALLENGE id 4
len 28 from " ROUTER2"
*Mar 1 00:57:33.327: BRO:1 CHAP: O RESPONSE id 4
len 28 from " ROUTERL"
*Mar 1 00:57:33.335: | SDN BRO: RX <- RRr sapi =0
tei =68 nr=2
*Mar 1 00:57:33.351: BRO:1 CHAP: I SUCCESS id 4
len 4
*Mar 1 00:57:33.367: BRO:1 CHAP: | RESPONSE id 14
len 28 from " ROUTER2"
*Mar 1 00:57:33.371: BRO:1 CHAP: O SUCCESS id 14
len 4
*Mar 1 00:57:33.375: BRO:1 PPP: Phase is UP [0 sess, 0 |oad]
*Mar 1 00:57:33.379: BRO:1 BNCP: O CONFREQ [Cl osed] id 14
len 4
*Mar 1 00:57:33.387: BRO:1 CDPCP: O CONFREQ [Cl osed] id 14
len 4
*Mar 1 00:57:33.395: BRO:1 BNCP: | CONFREQ [ REQsent] id 4
len 4
*Mar 1 00:57:33.399: BRO:1 BNCP: O CONFACK [ REQsent] id 4
len 4
*Mar 1 00:57:33.403: BRO:1 IPCP: | CONFREQ [ Not negotiated] id 4
len 10
*Mar 1 00:57:33.407: BRO:1 | PCP: Address 172.16.53. 17
(0x0306AC103511)
*Mar 1 00:57:33.415: BRO:1 LCP: O PROTREJ [(Open] id 28
Il en 16 protocol |PCP
(0x80210104000A0306AC103511)
*Mar 1 00:57:33.419: BRO:1 CDPCP: | CONFREQ [ REQsent] id 4
len 4
*Mar 1 00:57:33.423: BRO:1 CDPCP: O CONFACK [ REQsent] id 4



len 4

*Mar 1 00:57:33.427: BRO:1 BNCP: | CONFACK [ ACKsent] id 14
len 4

*Mar 1 00:57:33.431: BRO:1 BNCP: State is Open

*Mar 1 00:57:33.435: BRO:1 CDPCP: | CONFACK [ACKsent] id 14
len 4

*Mar 1 00:57:33.439: BRO:1 CDPCP: State is Open

*Mar 1 00:57:33.443: BRO:1 DDR dial er protocol up

00: 57: 34: %.| NEPROTO- 5- UPDOWN:

Li ne protocol on Interface BRIO:1, changed state to up

00: 57:39: 9% SDN- 6- CONNECT: Interface BRIO:1 is now connected
to 5552000 ROUTER2

ROUTER1#

A

ROUTER1# show isdn status
G obal |1 SDN Switchtype = basi c-5ess
I SDN BRI O interface
dsl 0, interface | SDN Switchtype = basic-5ess
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEI = 68, Ces =1, SAPI = 0, State = MJILTI PLE_FRAME_ESTABLI| SHED
| _Queue_Len 0, U _Queue_Len O
Layer 3 Status:
1 Active Layer 3 Call (s)
CCB: cal | i d=800E, sapi =0, ces=1, B-chan=1, calltype=DATA
Active dsl 0 CCBs =1
The Free Channel Mask: 0x80000002
Nunber of L2 Discards = 0, L2 Session ID = 34
Total Allocated ISDN CCBs = 1
*Mar 1 00:58:03.343: ISDN BRO: TX -> RRp sapi =0 tei =68 nr=2
*Mar 1 00:58:03.379: ISDN BRO: RX <- RRf sapi =0 tei=68 nr=2pann
ROUTER1# show spanning-tree

Bridge group 1 is executing the ieee conpatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0060. 5cf 4. a%9a8
Configured hello tinme 2, max age 20, forward delay 15
Current root has priority 32768, address 0060. 5cf 4. a955
Root port is 3 (BRI0O), cost of root path is 15625
Topol ogy change flag set, detected flag not set
Nurmber of topol ogy changes 10 | ast change occurred 00: 01: 15 ago
from SerialO
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification 0, aging 15

Port 2 (Ethernet0) of Bridge group 1 is forwarding
Port path cost 100, Port priority 128, Port ldentifier 128.2.
Desi gnated root has priority 32768, address 0060. 5cf 4. a955
Desi gnated bridge has priority 32768, address 0060. 5cf 4. a9a8
Designated port id is 128.2, designated path cost 15625
Ti mers: nessage age 0, forward delay 0, hold O
Nurmber of transitions to forwarding state: 2
BPDU:. sent 751, received O

Port 3 (BRIO) of Bridge group 1 is forwarding
!--- BRI Interface forwards the bridged traffic now. Port path cost 15625, Port priority 128,
Port ldentifier 128.3. Designated root has priority 32768, address 0060. 5cf 4. a955 Desi gnat ed

bridge has priority 32768, address 0060. 5cf4. a955 Designated port id is 128.3, designated path
cost O Tiners: nmessage age 2, forward delay O, hold O Nunber of transitions to forwarding state:

3 BPDU:. sent 1014, received 608 Port 6 (Serial0) of Bridge group 1 is down
Port path cost 647, Port priority 128, Port ldentifier 128.6.
Desi gnated root has priority 32768, address 0060. 5cf 4. a955
Desi gnated bridge has priority 32768, address 0060. 5cf 4. a9a8



Designated port id is 128.6, designated path cost 15625
Ti mers: nessage age 0, forward delay 0, hold O

Nurmber of transitions to forwarding state: 1

BPDU:. sent 15, received 27

ROUTERL#
*Mar 1 00:58:33.387: ISDN BRO: TX -> RRp sapi =0 tei =68 nr=2
*Mar 1 00:58:33.423: | SDN BRO: RX <- RRf sapi=0 tei=68 nr=2

Serial0 @B LU TISDN #O—J)L& ROY 7L =84 ® ROUTER1 ® debug H 1

00: 58: 37: 9%.| NK- 3- UPDOMNN: Interface Serial0l, changed state to up

*Mar 1 00:58:37.671: BRO:1 DDR disconnecting call

*Mar 1 00:58:37.675: BR0O:2 DDR disconnecting call

*Mar 1 00:58:37.675: | SDN BRO: Event: Hangup call to call id Ox800E

*Mar 1 00:58:37.679: | SDN BRO: process_disconnect(): call id Ox800E,
call type is DATA, b_idb O0x19F4D8, ces 1, cause Normal call

cl eari ng(0x10)

00: 58:37: % SDN- 6- DI SCONNECT: Interface BRI 0:1 di sconnected from

5552000 ROUTER2, call |asted 64 seconds

*Mar 1 00:58:37.691: |SDN: get_isdn_service_state(): idb Ox19F4D8
bchan 2 is_isdn 1 Not a Pri

*Mar 1 00:58:37.695: CCBRI _Go Fr Host | nPkglnfo (Len=13)

*Mar 1 00:58:37.699: 50180 E381908 2 80 90

*Mar 1 00:58:37.703:

*Mar 1 00:58:37.719: ISDN BRO: TX -> I NFCc sapi =0 tei =68 ns=2 nr=2

i =0x08010E4508028090
*Mar 1 00:58:37.727: DI SCONNECT pd = 8 callref = OxOE
*Mar 1 00:58:37.735: Cause i = 0x8090 - Normal call clearing
*Mar 1 00:58:37.743: |SDN BRO EVENT: isdn_sw cs!!!tirrrrrrrrrtrttittate:

State = 6, AOd State = 4
00:58: 37: 9%.I NK-3-UPDOMN: Interface BRI 0:1, changed state to down

*Mar 1 00:58:37.751: BRO:1 BNCP: State is Cl osed

*Mar 1 00:58:37.755: BRO:1 CDPCP: State is O osed

*Mar 1 00:58:37.755: BRO:1 PPP: Phase is TERM NATING [0 sess, 1 |oad]
*Mar 1 00:58:37.759: BRO:1 LCP: State is Cl osed

*Mar 1 00:58:37.763: BRO:1 PPP: Phase is DOM [0 sess, 1 |oad]

*Mar 1 00:58:37.763: BRO:1 DDR disconnecting call

*Mar 1 00:58:37.775: | SDN Recvd L1 prim3 dsl O state 1 ctrl_state O
*Mar 1 00:58:37.779: |SDN BRO: Physical layer is | F_DOMN

*Mar 1 00:58:37.783: | SDN BRO: Shutting down ME

00: 58: 37: 9% SDN- 6- LAYER2DOMN: Layer 2 for Interface BRIO,

TEl 68 changed to down

*Mar 1 00:58:37.791: | SDN BRO: L2-TERM ces/tei=1/68

ESTABLI SHED- >TERM DOMWN

*Mar 1 00:58:37.795: | SDN BRO: LIF _EVENT: ces/callid 1/0x800E
HOST_DI SCONNECT _ACK

*Mar 1 00:58:37.803: |SDN: get_isdn_service_state(): idb Ox19F4D8
bchan 2 is_isdn 1 Not a Pri

*Mar 1 00:58:37.807: | SDN BRO: HOST_DI SCONNECT_ACK: call type is DATA
00:58:37: 9%.INK-3-UPDOMN: Interface BRI 0:1, changed state to down
*Mar 1 00:58:37.815: BR0:1 LCP: State is Cl osed

*Mar 1 00:58:37.815: BR0O:1 DDR disconnecting call

*Mar 1 00:58:37.819: | SDN BRO: Shutting down | SDN Layer 3

00: 58: 37: 9% SDN- 6- LAYER2DOMN: Layer 2 for Interface BRO,

TEl 68 changed to down

00: 58: 37: 9%.I NK-5- CHANGED: Interface BRI O, changed state to standby node
*Mar 1 00:58:37.847: | SDN BRO EVENT: isdn_sw cstate: State = 6,
ad State = 4

00:58: 37: 9%.I NK-3-UPDOMN: Interface BRI 0:2, changed state to down
*Mar 1 00:58:37.855: BR0:2 LCP: State is Cl osed

*Mar 1 00:58:37.855: BR0:2 DDR disconnecting call

*Mar 1 00:58:37.895: ISDN BRO: Incoming call id = 0x0011, dsl O



*Mar 1 00:58:37.895: |SDN BRO: L2-TERM ces/tei=1/0
TERM _DOMN- >AWAI T_ESTABLI SH
*Mar 1 00:58:37.935: | SDN BRO: Activating
00: 58: 38: 9%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface SerialO,
changed state to up
00: 58: 38: 9%.| NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRIO: 1,
changed state to down
*Mar 1 00:58:39.939: | SDN BRO: Could not bring up interface

*Mar 1 00:58:39.943: | SDN BRO: Shutting down | SDN Layer 3
*Mar 1 00:58:39.963: | SDN BRO: Activating

*Mar 1 00:58:41.943: | SDN BRO: Could not bring up interface
*Mar 1 00:58:41.947: | SDN BRO: Shutting down | SDN Layer 3
*Mar 1 00:58:41.947: |SDN BRO: Activating

ROUTER1#

ROUTER1# show isdn status

G obal | SDN Switchtype = basi c-5ess

I SDN BRI O interface

dsl 0, interface | SDN Switchtype = basic-5ess

Layer 1 Status:

DEACTIVATED

Layer 2 Status:

Layer 2 NOT Activated
!--- ISDN L1 and L2 are back to the deactivated state. Layer 3 Status: 0 Active Layer 3 Call(s)
Active dsl 0 CCBs = 0 The Free Channel Mask: 0x80000003 Nunber of L2 Discards = 0, L2 Session |ID
= 39 Total Allocated |ISDN CCBs = 0 ROUTER1# *Mar 1 00:58:49.951: | SDN BRO: Could not bring up
interface *Mar 1 00:58:49.951: | SDN BRO: Shutting down | SDN Layer 3 ROUTER1# ROUTER1# show
spanning-tree

Bridge group 1 is executing the ieee conpatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0060. 5cf 4. a%9a8
Configured hello tinme 2, max age 20, forward delay 15
Current root has priority 32768, address 0060. 5cf 4. a955
Root port is 6 (Serial0Q), cost of root path is 647
Topol ogy change flag not set, detected flag not set
Nurmber of topol ogy changes 13 | ast change occurred 00: 28: 23 ago
from SerialO
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification 0, aging 300

Port 2 (Ethernet0) of Bridge group 1 is forwarding
Port path cost 100, Port priority 128, Port ldentifier 128.2.
Desi gnated root has priority 32768, address 0060. 5cf 4. a955
Desi gnated bridge has priority 32768, address 0060. 5cf 4. a%9a8
Designated port id is 128.2, designated path cost 647
Ti mers: nessage age 0, forward delay 0, hold O
Nurmber of transitions to forwarding state: 2
BPDU:. sent 1633, received O

Port 3 (BRIO) of Bridge group 1 is down

!--- BRI0 is in the down state when Serial 0 is up. Port path cost 15625, Port priority 128,
Port ldentifier 128.3. Designated root has priority 32768, address 0060. 5cf 4. a955 Desi gnat ed
bridge has priority 32768, address 0060. 5cf4. a%9a8 Designated port id is 128.3, designated path
cost 647 Timers: nessage age 0, forward delay 0, hold O Nunmber of transitions to forwarding
state: 3 BPDU:. sent 1014, received 622 Port 6 (Serial0) of Bridge group 1 is forwarding

!--- Serial0 forwards the bridged traffic now. Port path cost 647, Port priority 128, Port
Identifier 128.6. Designated root has priority 32768, address 0060. 5cf4.a955 Desi gnated bridge
has priority 32768, address 0060. 5cf 4. a955 Designated port id is 128.6, designated path cost O
Timers: nessage age 1, forward delay 0, hold O Number of transitions to forwarding state: 2
BPDU: sent 18, recei ved 896 ROUTERL#

BYE 15 $§
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