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ALY TO77AINAED BRI : EEQIEFHI—IILB LV ISDN I—J)LICcD2WVT,
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01) DEREZFEAL TS XL,

- PRI : ISDN/ERHZ A L 7= AS5300 RA VLTI K (REDDR) - NZIL HA4 K
AS5300 ( RANSE as5300 ) FREZFALTLKEE VY, CONETR., POEAHY—NED
HBEDDREZRLTVET, chicky), FOVAB—NHFRZAYIA DFA4T>RNEL
TEYICEYYET,

AALNYILWTFTINIOTAFTUN-CONASHSDAALYILFORNEDTINA R :

CRANYZ 7AO7T7AINEEDBRI: ZA4YZ Z7O77A)LEFERAL = ISDN DDR DFRE -
COXEICREATNTVWSIE NI B4 K 3640 1) —X )L—& ( KA NE maui-nas-
04)RREZRFEAL TSEEL,

AL VYT IVTHFEDBRI:DDREAYVS IV T2 FALEBRIBEAVILT Y T DERE
-COXEICREETNATWSAE NI Y4 83640 21 —X )L—2 ( RANF maui-nas-
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IS0 Client
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— — —_ __Call Direction
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lanai-nas-01 A Access Server
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—_—

—

SO Client ;Call Direction
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A4Y>7O774)L (AS5300) ZEATAE NS
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maui-nas-03#show running-config
Building configuration...

Current configuration : 3351 bytes
1




! Last configuration change at 07:25:39 CDT Wed Oct 24
2001
! NVRAM config last updated at 16:37:00 CDT Tue Oct 23
2001
!
version 12.2
service timestamps debug datetime msec show-timezone
service timestamps log datetime msec show-timezone
service password-encryption
!
hostname maui-nas-03
!
aaa new-model
aaa authentication login default local
aaa authentication login NO_AUTHEN none
aaa authentication ppp default local
aaa authorization network default local
enable secret 5 <deleted>
!
username admin password 7 <deleted>
username 800-isdn-client password 7 <deleted>
username 1600-isdn-client password 7 <deleted>
username 5300-client password 7 <deleted>
username lanai-nas-01 password 7 <deleted>

! -- Usernames for local authentication of the call. !
-- The client presents the username/password ! -- and
the NAS authenticates the peer. spe 2/0 2/7 firmware
location mica-modem-pw.2.7.3.0.bin ! resource-pool
disable ! clock timezone CST -6 clock summer-time CDT
recurring ip subnet-zero ! isdn switch-type primary-ni !
-- Switch-type for this NAS. Obtain this information
from the Telco. isdn voice-call-failure 0 ! controller
Tl O ! -- T1 PRI physical controller configuration.
framing esf ! -- Framing for this Tl is Extended Super
Frame (ESF). ! -- Obtain this information from the
telco. clock source line primary ! -- T1 0 is the
primary clock source for this NAS. ! -- Clock source
must be specified for the timing ! -- and
synchronization of the Tl carrier. linecode b8zs ! --
Linecoding for this T1. Obtain this information from the
telco. pri-group timeslots 1-24 ! -- For T1 PRI
scenarios, all 24 T1 timeslots are assigned ! -- as ISDN
PRI channels. The router will now automatically create
the ! -- corresponding D-channel: interface Serial 0:23
I I ——- The configurations for unused Tl controllers are
omitted to save space. ! -- Unused Tls can be shutdown.

1
interface Ethernet0

ip address 172.22.53.150 255.255.255.0

!
interface Serial0:23

! -- D-channel configuration for T1 0. no ip address
encapsulation ppp dialer pool-member 10 ! -- Assign this
D-channel as member of dialer pool 10. ! -- Dialer pool
10 is used by interface Dialer 1 and Dialer 2. ! -- All
Dialer Interfaces for incoming calls should be
configured ! -- to use this pool. dialer pool-member 50
max-link 10 ! -- The D-channel is also a member of
dialer pool 50. ! -- Dialer pool 50 is used by interface
Dialer 100. ! -- The pool can use a maximum of 10 links
and will be used for outgoing calls. isdn switch-type
primary-ni isdn bchan-number-order ascending ! -- B
Channel Outgoing Call Order is ascending. ! -- Contact




the Telco to determine whether the ISDN outbound trunk !
-- call selection is configured for ascending or
descending on the switch. no cdp enable ppp

authentication chap ppp multilink ! -- Allow multlink
ppp on this interface. ! interface FastEthernet0 no ip
address shutdown duplex auto speed auto ! interface
Dialerl description For Dialin ISDN Client - austin-
soho-01 ip unnumbered Ethernet0 ! -- The interface is
unnumbered to conserve IP addresses. encapsulation ppp
dialer pool 10 ! -- Defines the pool of physical
resources from which the Dialer ! -- interface may draw
B channels as needed. Interface Dialer 2 also ! -- uses

this pool. Serial 0:23 is a member of this pool. dialer
remote-name 1600-isdn-client ! -- Specifies remote

router authenticated name and must match that used by !
-- the remote router to authenticate itself (which can

be different from ! -- the router hostname). The router
uses this remote-name to bind the ! -- incoming call to
this dialer. without this command calls from ! -- 1600-

isdn-client will fail after authentication. dialer idle-
timeout 0 ! -- Set an idle-timeout of infinity. ! -- The
"zero" option for dialer idle-timeout was introduced in

12.1(3)T.

dialer-group 1
! -- Apply interesting traffic definition from dialer-
list 1.

peer default ip address pool DIALIN

! -- Clients are assigned addresses from the ip address
pool named "DIALIN". no fair-queue ppp authentication
chap callin ppp multilink ! interface Dialer2
description For Dialin ISDN Client - travis-soho-01 ip
unnumbered Ethernet0 encapsulation ppp dialer pool 10 !
-- Defines the pool of physical resources from which the
Dialer ! -- interface may draw B channels as needed.
Interface Dialer 1 ! -- also uses this pool. Serial 0:23
is a member of this pool. dialer remote-name 800-isdn-
client ! -- Binds incoming calls from user "800-isdn-
client"” to this dialer. dialer-group 1 ! -- Apply
interesting traffic definition from dialer-list 1.

peer default ip address pool DIALIN

pulse-time 0

ppp authentication chap callin

ppp multilink

!
interface Dialer100

description For Dialout Client - lanai-nas-01

ip unnumbered EthernetO

encapsulation ppp

dialer pool 50

! -—- This dialer will draw resources from dialer pool 50
! -=— in which int serial 0:23 is the sole member. ! --

Since this dialer is used for dialout, ! -- the outgoing
call will be sent to interface se 0:23. dialer remote-
name lanai-nas-01 ! -- Specifies remote router
authenticated name and must match that used by ! -- the
remote router to authenticate itself ! -- (which can be

different from the router hostname). dialer idle-timeout
900 ! -- Idle timeout for incoming calls is 900 seconds
(15 mins). ! -- Users that are idle for more than 900
seconds will be dropped. dialer string 81690 class 56k
!--- Dial 81690 and use the map-class named "56k"




(defined below). dialer load-threshold 1 outbound ! --
This sets the outbound load level for traffic at which !
-- additional connections will be added to the MP bundle
load level. ! -- Values range from 1 (unloaded) to 255
(fully loaded). ! -- With a threshold of 1, additional
links will be immediately ! -- brought up and added to
the bundle. dialer-group 3 ! -- Apply interesting
traffic definition from dialer-list 3. ! -- Note: the
interesting traffic definition for outbound ! -- calls
is different than for incoming calls.

ppp authentication chap

ppp multilink

! —— Allow multlink ppp. ! router eigrp 69 network
172.22.0.0 auto-summary no eigrp log-neighbor-changes !
ip local pool DIALIN 172.22.53.151 172.22.53.159 ! -- IP
address pools for dialin clients. ip classless ip route
172.16.0.0 255.255.0.0 Dialerl00 ! -- Static route for
the 172.16.0.0/16 network. ! -- Interesting Traffic for
that network ! -- will be sent to interface Dialerl100
and the router ! -- will initiate the outbound call. no
ip http server ip pim bidir-enable ! ! map-class dialer
56k !-- map-class named "56k" that was used with the
dialer string in int Dialerl100. dialer isdn speed 56 ! -
- Set the speed of the call to be 56k (default is 64k).
! -— This may not be neccessary for your connection.
Consult your telco ! -- to find out if you need to
configure the dial speed to 56k. access-1list 101 remark
Interesting traffic definition for dialin clients
access-1list 101 deny eigrp any any access-1list 101 deny
udp any any eq ntp access-list 101 permit ip any any ! -
- EIGRP and NTP traffic are tagged uninteresting for
dialin clients. access-1list 103 remark Interesting
traffic for link lanai-nas-01 access-list 103 deny eigrp
any any access-1list 103 deny udp any any eq ntp access-
list 103 permit ip any any ! -- EIGRP and NTP traffic
are tagged uninteresting for the outbound dial. ! --
Eventhough the two interesting traffic definitions here
are identical, ! -- they can be changed depending on
your traffic patterns. dialer-list 1 protocol ip list
101 !--- Interesting traffic is defined by access-1list
101. !--- This 1is applied to interface Dialer 1 & 2
using the command dialer-group 1. !--- Note: The
specified dialer-list number must be the same !--- as
the dialer-group number; in this example, defined to be
"l

dialer-1list 3 protocol ip list 103
!
line con 0
exec-timeout 0 0
login authentication NO_AUTHEN
line 1 48
line aux 0
line vty 0 4
!
ntp clock-period 17180029
ntp server 172.22.53.1
end

LROXATYS TO7 7 ANBETE, BEI-LEFEI-LIEL, HOX TS 42 2—
TIAANABEATVET, BEI-LOFAVSAVR—T I/ AR, HAVF1EL(TS
2T, BEI-LOAAVIAYR—T7 T4 AGFA ¥ 5100T T, KiEI-LHFRBI= 5L,



JL—2Z (Zdialer remote-namelic E W TCEYBA A/ Y S A E—T7 IA A=) Z/S41> KL
FY. REI-INAORXAYS AZ—T I A A (Dialer100 ) ZFIZ, FA VI TBESTH R
ENEAAVYSXZHNFAEETNTVET, Dialer 100 £ (F4". dialer load-threshold <X > R %
BATVWET, Chid, BEANFLCERERH (F7 4L NTERE) ICESWT, Dialer 100
EFaremyroisdA4YILTEDLEHTT,
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maui-nas-03#show running-config
Building configuration...

Current configuration : 2436 bytes

!

! Last configuration change at 08:20:11 CDT Thu Oct 25
2001

!

version 12.2

service timestamps debug uptime

service timestamps log uptime

service password-encryption

!

hostname maui-nas-03

!

aaa new-model

aaa authentication login default local

aaa authentication login NO_AUTHEN none

aaa authentication ppp default local

aaa authorization network default local
enable secret 5 <deleted>

!
username admin password 7 <deleted>
username lanai-nas-01 password 7 <deleted>
username 800-isdn-client password 7 <deleted>
username 1600-isdn-client password 7 <deleted>
spe 2/0 2/7

firmware location mica-modem-pw.2.7.3.0.bin
!

resource-pool disable

!
clock timezone CST -6
clock summer-time CDT recurring

ip subnet-zero

!

isdn switch-type primary-ni

!
controller T1 O

framing esf

clock source line primary

linecode b8zs

pri-group timeslots 1-24

! —— The configuration for unused Tl controllers are
omitted to save space. ! -- Unused Tls can be shutdown.

1
interface Ethernet0
ip address 172.22.53.150 255.255.255.0




interface Serial0:23
! -— D-channel configuration for Tl 0. no ip address

encapsulation ppp dialer rotary-group 1 ! -- T1 0 is a
member of rotary group 1. ! -- The rotary group
configuration is in interface Dialer 1. ! -- Note: this

command was not included in the dialer profile
configuration.

isdn switch-type primary-ni

isdn bchan-number-order ascending

no peer default ip address

no cdp enable

ppp authentication chap

ppp multilink

!

interface FastEthernetO

no ip address

shutdown

duplex auto

speed auto

!

interface Dialerl

!--- Configuration for rotary group 1. !--- The Dialer
interface number (1) must exactly match rotary group
number !--- configured on the physical

interfaces (interface Serial 0:23). ip unnumbered
Ethernet0 ! -- This dialer is unnumbered to ethernet 0.
encapsulation ppp dialer in-band ! -- Enable this dialer
interface to be a DDR interface. dialer idle-timeout 900
! -- Idle timeout for incoming calls is 900 seconds (15

mins). ! -- Users that are idle for more than 900
seconds will be dropped. ! -- If dialer in-band is used
and a dialer idle-timeout is not defined, then ! -- the

default idle-timeout of 120 seconds (2min) will be
applied.

dialer map ip 172.16.1.1 name lanai-nas-01 speed 56
broadcast 81690

! -- Dialer map for the outbhound dial. Add a dialer map
for every router ! -- that needs to be dialed. Inbound
calls do not need dialer maps. ! -- They will be
dynmamically created. dialer load-threshold 1 outbound !
-- This sets the outbound load level for Multlink PPP at

1/255. dialer-group 1 !--- Apply interesting traffic
definition from dialer-1ist 1. ! -- Note: The specified
dialer-group number must be the same as ! -- the dialer-

list number; in this example, defined to be "1".

peer default ip address pool DIALIN

! —— clients are assigned addresses from the ip address
pool named "DIALIN". no cdp enable ppp authentication
chap ppp multilink multilink max-links 5 ! router eigrp
69 network 172.22.0.0 auto-summary no eigrp log-
neighbor-changes ! ip local pool DIALIN 172.22.53.151
172.22.53.159 ip classless ip route 172.16.0.0
255.255.0.0 172.16.1.1 ip route 172.16.1.1
255.255.255.255 Dialerl no ip http server ip pim bidir-
enable ! ! access-list 101 remark Interesting traffic
definition access-list 101 deny eigrp any any access-
list 101 deny udp any any eq ntp access-list 101 permit
ip any any dialer-list 1 protocol ip 1list 101 ! --
Interesting traffic is defined by dialer-list 1. ! --
This is applied to interface Dialer 1 using dialer-group
1. ! -- The interesting traffic definition for inbound




and outbound calls ! -- is the same. If you want
different interesting traffic definition ! -- for
inbound and outbound calls use dialer profiles.

1
line con 0
login authentication NO_AUTHEN
line 1 48
line aux 0
line vty 0 4
!
ntp clock-period 17179882
ntp server 172.22.53.1
end

ARDHEAYZ O—8)— JI—TRETR., FAVZAE—TIAALRK. ZAVILTD
NCERTRIAA VS IXYVTH 1 DLLPABETATVERA, FAVILTEIRENHDITNTO
E7LCHL, 4V IVTE2RELET,

X BEI-NBGENCEREND O, FMVIIXVTRBESYERA, ChEFIVIT
B2k, showdialermap AN REFEALE T, RICHZERLET,

maui-nas-03#show dialer map

Dynamic dialer map ip 172.22.53.152 name 1600-isdn-client () on Dil

! —— Dynamic dialer map for 1600-isdn-cliet created from Dialerl ! -- (the rotary group
interface). Dynamic dialer map ip 172.22.53.151 name 800-isdn-client () on Dil ! -- Dynamic
dialer map for 800-isdn-cliet created from Dialerl ! -- (the rotary group interface). Static
dialer map ip 172.16.1.1 name lanai-nas-01 (81690) on Dil ! -- Static map configured on Dialer 1
was applied to this link ! -- connected to lanai-nas-01.

32
ST, REFEL<MELTVS L RIS L0 L EATHERERLET,

BED show ANV RIEFE, FORTYRN AV R—=TURTHR—RENTVWET, COY—IL%E
FEATDE, show DN RH D ZDHTEEXT,

. show isdn status : L—ZHFIEEC ISDN OB LBEHRL TVWH L ERRBLET, HHT
. Layer 1 Status ACTIVE C, Layer 2 Status state = MULTIPLE FRAME_ESTABLISHED — DN > R
&, BEHROI-IILOBERTLET,

- show ppp multilink : BEROIILFVVONY RILCHETHEBIRTRENAET, <0
NORE, JUFUOOEGRREZRIEIHEEICEALET,

. show dialer [interface type number] : DDR ICEREE NIz A > X —T7 I 4 AD — iR HE
$&E2§7j—_\l/§j-o 9473”‘Eﬁ‘:#ﬁ@3—6t\ Dialer state is data link layer up physical
layer up Network Control ProtocolNCP/)-"’l/‘\—' U >7E E“ﬁ;ﬁbf:/\oﬁ- v |\0)\J_Z 7 |\ I/Ztg@
87 RLAA, TDialreason liney DTICRRENET T, D show XY RTR, XAY
—NREL, BRI ZRAMALATINTDETCORMERTENET,

- show caller user username detail : ¥ EI1—HONTAXA—X (B HTSsNTWBIPT7RL
A, PPPBRUPPP NN RILNGX—21E ) BERR, ZFR®D CiscolOS VY7 RDIT
N—=23a2TZOAXY RAYR—REATVWAWEEE, showuser IV REFSALT
<EEV,

. show dialermap : RELEZ A FTIVIBREARART IV IDHANT IV THRRENF
To cOOANVREFE, BAFTZIVIRANYTI IV THERBERNDESH BHRITDEEICHE



ATEXRT FAVSIIVTHABVWEE, NTYRDIL—NFHHFTEREA,
I, BRHLEOD-)LICN T Bshow INY ROBAZRLET,. KFTEANTVLWARHDET
AVRCEBLTLKEEZY, BONBEHNE, RICRENBDEHEZENTLIEET W,

maui-nas-03#show isdn status
Global ISDN Switchtype = primary-ni
ISDN Serial0:23 interface
dsl 0, interface ISDN Switchtype = primary-ni
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 0, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME_ ESTABLISHED
! -- Layer 1 is ACTIVE and Layer 2 1is MULTIPLE FRAME ESTABLISHED. Layer 3 Status: 0 Active Layer
3 Call(s) Active dsl 0 CCBs = 0 The Free Channel Mask: 0x807FFFFF Number of L2 Discards = 0, L2
Session ID = 0 Total Allocated ISDN CCBs = 0 maui-nas-03#show isdn service
PRI Channel Statistics:
ISDN Se0:23, Channel [1-24]
Configured Isdn Interface (dsl) O
Channel State (0=Idle 1=Proposed 2=Busy 3=Reserved 4=Restart 5=Maint_Pend)

Channel : 123 4567890123456 718901234
State : 000000O0OO0COOOOOOOOOOOOOOOTO OS3
Service State (0O=Inservice 1=Maint 2=Outofservice)
Channel : 123 4567890123456 718901234
State : 000000O0OO0COOOOOOOOOOOOOOOO?2
! —— All channels are Inservice. maui-nas-03#show user
Line User Host (s) Idle Location
* 0 con O idle 00:00:00
Interface User Mode Idle Peer Address
Dil00 lanai-nas- PPP Bundle 00:00:35 172.16.1.1
! —— Connection to lanai-nas-01 uses int Dialer 100. Di2 800-isdn-c PPP Bundle
00:00:22 172.22.53.154
! —— Connection to 800-isdn-client uses int Dialer 2. Dil 1600-isdn- PPP Bundle

00:01:29 172.22.53.153
! —-- Connection to 1600-isdn-client uses int Dialer 1. Se0:0 lanai-nas- Sync PPP - Bundle:

Dil00 Se0:1 lanai-nas- Sync PPP - Bundle: Dil00 Se0:2 1600-isdn- Sync PPP - Bundle: Dil Se0:3
1600-isdn- Sync PPP - Bundle: Dil Se0:4 lanai-nas- Sync PPP - Bundle: Dil00 Se0:5 lanai-nas-
Sync PPP - Bundle: Dil00 Se0:6 lanai-nas- Sync PPP - Bundle: Dil00 Se0:7 800-isdn-c Sync PPP -
Bundle: Di2 Se0:8 800-isdn-c Sync PPP - Bundle: Di2 ! -- Two B-channels are connected to 800-
isdn-client (Se0:7-Se0:8) and ! -- 1600-isdn-client (Se0:2-Se(0:3). Five other B-channels ! --
(Se0:0-Se0:1 and Sel0:4-Se0:6) are connected to lanai-nas-01. maui-nas-03#show ppp multilink

Dialer2, bundle name is 800-isdn-client
! -- int Dialer 2 controls multilink bundle to 800-isdn-client. Bundle up for never 0 lost
fragments, 0 reordered, 0 unassigned 0 discarded, 0 lost received, 1/255 load 0x8 received
sequence, 0xC sent sequence Member links: 2 (max not set, min not set) Serial0:7, since
00:00:16, last rcvd seqg 000006

Serial0:8, since 00:00:15, last rcvd seqg 000007
! -- B-channels Se0:7 and Se(0:8 are connected. Dialerl1l00, bundle name is lanai-nas-01
! -- int Dialer 100 controls multilink bundle to lanai-nas-01. Bundle up for never 0 lost
fragments, 0 reordered, 0 unassigned 0 discarded, 0 lost received, 1/255 load 0x33 received
sequence, 0x33 sent sequence Member links: 5 (max not set, min not set) Serial0:0, since
00:02:08, last rcvd seqg 000032

Serial0O:1, since 00:02:05, last rcvd seqg 00002E

Serial0:4, since 00:01:35, last rcvd seqg 00002F

Serial0:5, since 00:01:05, last rcvd seqg 000030

Serial0:6, since 00:00:35, last rcvd seqg 000031
! —-- B-channels Se0:0-Se0:1 and Se(0:4-Se0:6 are connected. Dialerl, bundle name is 1600-isdn-
client
! -- int Dialer 100 controls multilink bundle to 1600-isdn-client. Bundle up for never 0 lost
fragments, 1 reordered, 0 unassigned 0 discarded, 0 lost received, 1/255 load 0x28 received



sequence, 0x7B sent sequence Member links: 2 (max not set, min not set) Serial0:2, since
00:06:24, last rcvd seqg 000026

Serial0:3, since 00:06:22, last rcvd seqg 000027
! —— B-channels Se(0:2 and Se(0:3 are connected.
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CITR, REORNS TNV 1 —F 14 J I ERATEZERERLET,

NSNS A—FAITDII—=R

BBEIISUT, RO TN 21—TFT 142 T0OVY—RAZFERALTEZL,

CEEISDN O=ILDOBRSTIN21—FT 425 -ISDN A= OEEE NS TIN>21—F142 Y
ITBIHE,

- PRIISDN OJ—J)LL4 > -ISDN =) OEEO RS TIL>1—FT 1 T ICET I EMER,
CTINS N a—F42970—F¥y—NTIEBHFIELLEBELTVAVEEBDNZESIE
70— Fvy—hEFEHALET,
-TIPRIORZTIIN2—FT 42 F:ISDNPRIEED RS TIN21—F 1« 2 J FE,

- T156K ERDIL—TNNY O TABR -)IL—Z2 DO T1 FR—RMAEEICHEEL TVWD L ZHER
9,

. show isdn status A REZFEALTOBRIOKRS N1 —F 1425 -BRI NS>
—FATDEDIC. COXEEFO>TLIEEL,

. debug isdn 9931 X > REFAHL AL ISDNBRILAY 3D RS TIN21—F 1> -ISDN
LAY3IRNSTIN2A—FT42000EHIZ, COXERF>TLIEETL,

RSTILNS1—F42F0EHOIAIV K

BED show ANV RIEFE, FORNTYRN AV ER—=TURTHR—RENTVWET, COY—IL%E
FEATDE, show DX RH D ZDHTEEXT,

X :debug OV REFSATSHIIC, "debug AV RICHTIEERER, 22RL TS
Wo

. debug dialer : A4 VS A2 Z—T T ATEEFETH/\N7Y MICBBL T, DDR OF/YY J1E
WARRENET. COBRICKY, FAVT A E—TIA RAEZFEATEDIRRNT 7 1
YONBFEETBELEERBTEET,

- debugisdn q931 : ISDN XY RO —V 8K (LAY 3)DI—-IL Y RT7YTERTTAT
A ERTLET,

. debug ppp negotiation : Link Control Protocol (LCP; U>o > ~sAO-=J)L 77OK3JL ). &R
fE. & &V Network Control Protocol (NCP; XY hD—2 > ~O—)L Z7OK3JL ) ICxd
SI—RLTLVBEOPPP R T4V VERBRICETHEHRIRRENET, PPP RO
T—23a2AERICTbhD &, &AIC LCP REANBEME h, RICFRIL. HEIC NCP X%
d>IT—KULFE9, Maximum Receive Reconstructed Unit (MRRU ) B EDIIILFU> O N
TFAXA—=RE, LCPXO>I—>a>voBICRIEhET,

- debug ppp authentication : CHAP /N ¥ N ZX## & U Password Authentication
Protocol ( PAP; /NAD— RKRRREEZ’ORNI)N ) [\ EZEL, PPPRIEOC7ORNINL XV
E—-IHFRRENET,

. debug ppp error - PPP ##iN XIS T—3a > L ERBRECHT 7O L IS5—EI5
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REJA—INFHIIL ZBED debug HHZRICRALET, KFETEMINMTVAH L EOXD NI
ABELTLKEEZY, BONFEEEDE, REREhBIHDEZENTLIEZ L,

maui-nas-03#debug dialer

Dial on demand events debugging is on
maui-nas-03#debug ppp negotiation

PPP protocol negotiation debugging is on
maui-nas-03#debug ppp authentication

PPP authentication debugging is on
maui-nas-03#debug isdn g931

ISDN Q931 packets debugging is on

maui-nas-03#ping 172.16.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Oct 24 12:56:16.205 UTC: Se0:23 DDR: rotor dialout [priority]

Oct 24 12:56:16.205 UTC: Se0:23 DDR: Dialing cause ip

(s=172.22.53.150, d=172.16.1.1)

! -- The dialing cause is a ping for 172.16.1.1. ! -- ICMP is tagged as Iinteresting. Oct 24
12:56:16.205 UTC: Se0:23 DDR: Attempting to dial 81690 Oct 24 12:56:16.205 UTC: ISDN Se0:23: TX
-> SETUP pd = 8 callref = 0x0063

! -- Outgoing ISDN Q.931 SETUP message. Oct 24 12:56:16.205 UTC: Bearer Capability i =
0x8890218F Oct 24 12:56:16.205 UTC: Channel ID i1 = 0xA98381 Oct 24 12:56:16.209 UTC: Called
Party Number i = 0x80, '81690', Plan:Unknown, Type:Unknown Oct 24 12:56:16.241 UTC: ISDN Se0:23:
RX <- CALL_PROC pd = 8 callref = 0x8063 Oct 24 12:56:16.241 UTC: Channel ID i = 0xA98381 Oct 24
12:56:16.285 UTC: ISDN Se(0:23: RX <- CONNECT pd = 8 callref = 0x8063

! -- Received Q.931 CONNECT message. Oct 24 12:56:16.297 UTC: $LINK-3-UPDOWN: Interface
Serial0:0, changed state to up Oct 24 12:56:16.297 UTC: Se0:0: interface must be fifo queue,
force fifo Oct 24 12:56:16.297 UTC: %DIALER-6-BIND: Interface Se0:0 bound to profile Dil00 Oct
24 12:56:16.297 UTC: Se0:0 PPP: Treating connection as a callout Oct 24 12:56:16.297 UTC: Se0:0
PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 load] Oct 24 12:56:16.301 UTC: Se0:0 LCP: O
CONFREQ [Closed] id 12 len 33 Oct 24 12:56:16.301 UTC: Se0:0 LCP: AuthProto CHAP (0x0305C22305)
Oct 24 12:56:16.301 UTC: Se0:0 LCP: MagicNumber O0xE384A4CD (0x0506E384A4CD) Oct 24 12:56:16.301
UTC: Se0:0 LCP: MRRU 1524 (0x110405F4) Oct 24 12:56:16.301 UTC: Se0:0 LCP: EndpointDisc 1 maui-
nas-03 (0x130E016D6175692D6E61732D3033) Oct 24 12:56:16.301 UTC: ISDN Se0:23: TX -> CONNECT_ACK
pd = 8 callref = 0x0063 Oct 24 12:56:16.317 UTC: Se0:0 LCP: I CONFREQ [REQsent] id 10 len 34 Oct
24 12:56:16.317 UTC: Se0:0 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:16.317 UTC: Se0:0
LCP: MagicNumber 0x54F49B93 (0x050654F49B93) Oct 24 12:56:16.321 UTC: Se0:0 LCP: MRRU 1524
(0x110405F4) Oct 24 12:56:16.321 UTC: Se0:0 LCP: EndpointDisc 1 lanai-nas-01
(0x130F016C616E61692D6E61732D3031) Oct 24 12:56:16.321 UTC: Se0:0 LCP: O CONFACK [REQsent] id 10
len 34 Oct 24 12:56:16.321 UTC: Se0:0 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:16.321
UTC: Se0:0 LCP: MagicNumber 0x54F49B93 (0x050654F49B93) Oct 24 12:56:16.321 UTC: Se0:0 LCP: MRRU
1524 (0x110405F4) Oct 24 12:56:16.321 UTC: Se0:0 LCP: EndpointDisc 1 lanai-nas-01
(0x130F016C616E61692D6E61732D3031) Oct 24 12:56:16.325 UTC: Se0:0 LCP: I CONFACK [ACKsent] id 12
len 33 Oct 24 12:56:16.325 UTC: Se0:0 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:16.325
UTC: Se0:0 LCP: MagicNumber 0xE384A4CD (0x0506E384A4CD) Oct 24 12:56:16.325 UTC: Se0:0 LCP: MRRU
1524 (0x110405F4) Oct 24 12:56:16.325 UTC: Se0:0 LCP: EndpointDisc 1 maui-nas-03
(0x130E016D6175692D6E61732D3033) Oct 24 12:56:16.325 UTC: Se0:0 LCP: State is Open

! -- LCP negotation is complete. Oct 24 12:56:16.325 UTC: Se0:0 PPP: Phase is AUTHENTICATING, by
both [0 sess, 1 load] Oct 24 12:56:16.325 UTC: Se0:0 CHAP: O CHALLENGE id 8 len 32 from "maui-
nas-03" Oct 24 12:56:16.337 UTC: Se0:0 CHAP: I CHALLENGE id 10 len 33 from "lanai-nas-01" Oct 24
12:56:16.341 UTC: Se0:0 CHAP: O RESPONSE id 10 len 32 from "maui-nas-03" Oct 24 12:56:16.353
UTC: Se0:0 CHAP: I SUCCESS id 10 len 4

Oct 24 12:56:16.357 UTC: Se0:0 CHAP: I RESPONSE id 8 len 33 from "lanai-nas-01"

Oct 24 12:56:16.361 UTC: Se0:0 CHAP: O SUCCESS id 8 len 4

! -- Two-way CHAP authentication 1is successful. Oct 24 12:56:16.361 UTC: Se(0:0 PPP: Phase is
VIRTUALIZED [0 sess, 1 load] Oct 24 12:56:16.361 UTC: Dil00 DDR: Authenticated host lanai-nas-01
with no matching dialer map Oct 24 12:56:16.361 UTC: Dil00 PPP: Phase is UP [0 sess, 1 load] Oct



24 12:56:16.361 UTC: Dil00 IPCP: O CONFREQ [Closed] id 6 len 10 Oct 24 12:56:16.361 UTC: Dil00
IPCP: Address 172.22.53.150 (0x0306AC163596) Oct 24 12:56:16.361 UTC: Dil00 CDPCP: O CONFREQ
[Closed] id 6 len 4 Oct 24 12:56:16.365 UTC: Dil00 MLP: Added first link Se0:0 to bundle lanai-
nas-01 Oct 24 12:56:16.365 UTC: Dil00 PPP: Treating connection as a callout Oct 24 12:56:16.377
UTC: Dil00 IPCP: I CONFREQ [REQsent] id 1 len 10 Oct 24 12:56:16.377 UTC: Dil00 IPCP: Address
172.16.1.1 (0x0306AC100101) Oct 24 12:56:16.377 UTC: Dil00 IPCP: O CONFACK [REQsent] id 1 len 10
Oct 24 12:56:16.377 UTC: Dil00 IPCP: Address 172.16.1.1 (0x0306AC100101) Oct 24 12:56:16.381
UTC: Dil00 IPCP: I CONFACK [ACKsent] id 6 len 10 Oct 24 12:56:16.381 UTC: Dil00 IPCP: Address
172.22.53.150 (0x0306AC163596) Oct 24 12:56:16.381 UTC: Dil00 IPCP: State is Open Oct 24
12:56:16.381 UTC: Dil00 DDR: dialer protocol up Oct 24 12:56:16.381 UTC: Dil00 IPCP: Install
route to 172.16.1.1

! -- A route to the peer is installed. Oct 24 12:56:17.361 UTC: %LINEPROTO-5-UPDOWN: Line
protocol on Interface Serial0:0,

changed state to up

Oct 24 12:56:19.113 UTC: Se0:23 DDR: rotor dialout [priority]

! -- Second call is being dialed. Oct 24 12:56:19.113 UTC: Se0:23 DDR: Attempting to dial 81690
Oct 24 12:56:19.113 UTC: ISDN Se0:23: TX -> SETUP pd = 8 callref = 0x0064 Oct 24 12:56:19.113
UTC: Bearer Capability i1 = 0x8890218F Oct 24 12:56:19.113 UTC: Channel ID i = 0xA98382 Oct 24
12:56:19.113 UTC: Called Party Number i = 0x80, '81690', Plan:Unknown, Type:Unknown Oct 24
12:56:19.141 UTC: ISDN Se0:23: RX <- CALL_PROC pd = 8 callref = 0x8064 Oct 24 12:56:19.141 UTC:
Channel ID i = 0xA98382 Oct 24 12:56:19.205 UTC: ISDN Se0:23: RX <- CONNECT pd = 8 callref =
0x8064 Oct 24 12:56:19.217 UTC: $SLINK-3-UPDOWN: Interface Serial0:1, changed state to up Oct 24
12:56:19.217 UTC: Se0:1: interface must be fifo queue, force fifo Oct 24 12:56:19.217 UTC:
$DIALER-6-BIND: Interface Se0:1 bound to profile Dil00 Oct 24 12:56:19.217 UTC: %ISDN-6-CONNECT:
Interface Serial0:0 is now connected to 81690 lanai-nas-01 Oct 24 12:56:19.221 UTC: Se0O:1 PPP:
Treating connection as a callout Oct 24 12:56:19.221 UTC: Se0:1 PPP: Phase is ESTABLISHING,
Active Open [0 sess, 1 load] Oct 24 12:56:19.221 UTC: Se0:1 LCP: O CONFREQ [Closed] id 14 len 33
Oct 24 12:56:19.221 UTC: Sel0:1 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:19.221 UTC: Se0:1
LCP: MagicNumber O0xE384B037 (0x0506E384B037) Oct 24 12:56:19.221 UTC: Sel0:1 LCP: MRRU 1524
(0x110405F4) Oct 24 12:56:19.221 UTC: Se0:1 LCP: EndpointDisc 1 maui-nas-03
(0x130E016D6175692D6E61732D3033) Oct 24 12:56:19.221 UTC: ISDN Se0:23: TX -> CONNECT_ACK pd = 8
callref = 0x0064 Oct 24 12:56:19.241 UTC: Sel0:1 LCP: I CONFREQ [REQsent] id 11 len 34 Oct 24
12:56:19.241 UTC: Se0:1 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:19.241 UTC: Se0:1 LCP:
MagicNumber 0x54F4A700 (0x050654F4A700) Oct 24 12:56:19.241 UTC: Se0:1 LCP: MRRU 1524
(0x110405F4) Oct 24 12:56:19.241 UTC: Se0:1 LCP: EndpointDisc 1 lanai-nas-01
(0x130F016C616E61692D6E61732D3031) Oct 24 12:56:19.241 UTC: Sel0:1 LCP: O CONFACK [REQsent] id 11
len 34 Oct 24 12:56:19.241 UTC: Se0:1 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:19.241
UTC: Se0:1 LCP: MagicNumber 0x54F4A700 (0x050654F4A700) Oct 24 12:56:19.241 UTC: Se0:1 LCP: MRRU
1524 (0x110405F4) Oct 24 12:56:19.241 UTC: Sel0:1 LCP: EndpointDisc 1 lanai-nas-01
(0x130F016C616E61692D6E61732D3031) Oct 24 12:56:19.245 UTC: Sel0:1 LCP: I CONFACK [ACKsent] id 14
len 33 Oct 24 12:56:19.245 UTC: Se0:1 LCP: AuthProto CHAP (0x0305C22305) Oct 24 12:56:19.245
UTC: Se0:1 LCP: MagicNumber 0xE384B037 (0x0506E384B037) Oct 24 12:56:19.245 UTC: Se0:1 LCP: MRRU
1524 (0x110405F4) Oct 24 12:56:19.245 UTC: Sel0:1 LCP: EndpointDisc 1 maui-nas-03
(0x130E016D6175692D6E61732D3033) Oct 24 12:56:19.245 UTC: Se0:1 LCP: State is Open Oct 24
12:56:19.245 UTC: Se0:1 PPP: Phase is AUTHENTICATING, by both [0 sess, 1 load] Oct 24
12:56:19.245 UTC: Se0:1 CHAP: O CHALLENGE id 8 len 32 from "maui-nas-03" Oct 24 12:56:19.257
UTC: Se0:1 CHAP: I CHALLENGE id 11 len 33 from "lanai-nas-01" Oct 24 12:56:19.261 UTC: Se0:1
CHAP: O RESPONSE id 11 len 32 from "maui-nas-03" Oct 24 12:56:19.273 UTC: Se0:1 CHAP: I SUCCESS
id 11 len 4 Oct 24 12:56:19.281 UTC: Se0:1 CHAP: I RESPONSE id 8 len 33 from "lanai-nas-01" Oct
24 12:56:19.281 UTC: Sel0:1 CHAP: O SUCCESS id 8 len 4

! -- Authentication is successful.

Oct 24 12:56:19.281 UTC: Sel0:1 PPP: Phase is VIRTUALIZED [0 sess, 1 loadl

Oct 24 12:56:19.281 UTC: Dil00 MLP: Added link Se0:1 to bundle lanai-nas-01

! —— The link is added to the Multilink bundle. Oct 24 12:56:20.281 UTC: $LINEPROTO-5-UPDOWN :
Line protocol on Interface Serial0:1, changed state to up Oct 24 12:56:25.221 UTC: %ISDN-6-
CONNECT: Interface SerialO:1 is now connected to 81690 lanai-nas-01 Oct 24 12:56:49.117 UTC:
Se0:23 DDR: rotor dialout [priority]

! —- Third call is being dialed. Oct 24 12:56:49.117 UTC: Se0:23 DDR: Attempting to dial 81690
Oct 24 12:56:49.117 UTC: ISDN Se0:23: TX -> SETUP pd = 8 callref = 0x0065 Oct 24 12:56:49.117
UTC: Bearer Capability i1 = 0x8890218F Oct 24 12:56:49.117 UTC: Channel ID i = 0xA98385 Oct 24
12:56:49.117 UTC: Called Party Number i = 0x80, '81690', Plan:Unknown, Type:Unknown ... ... ! —--
Output Omitted. ... Oct 24 12:56:49.261 UTC: Se0:4 PPP: Phase is VIRTUALIZED [0 sess, 1 load]
Oct 24 12:56:49.261 UTC: Dil00 MLP: Added link Se0:4 to bundle lanai-nas-01

! —— The 3rd link is added to the bundle. Oct 24 12:56:50.261 UTC: $LINEPROTO-5-UPDOWN: Line



protocol on Interface Serial0:4, changed state to up Oct 24 12:56:55.198 UTC: %ISDN-6-CONNECT:
Interface Serial0:4 is now connected to 81690 lanai-nas-01 ...
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