AAN%Z 7O7F74)%EHAL 7 ISDN A DDR
INYOFTYTOERE

A&

BE

Bl R SR

EZ#®
FERAIRZIAR—F b
RELE

hZ7LNa—h
hSTNA—FT42TDFIE
EEPRHEERAL TVWEVES
EEHFEHMEFERALTVREHE
hZTNA—F42TQEHOIIV R
BYE B

BE

CDREHITIE, ISDNBRIE#FEZFEAL T, ERAELE,. WAN, FEEUTIILERZNYOT
VIR REEBNLET,

2

CORFAXNTR, B4V TAT7AINBLUONYIOTYT A2 Z—T7 T4 AR FER
L ¥ 9, backup interface AN RAFEEENEYNEBA 2 EZ—T I A AT EEREBEAX—TI
1A, T7ZARVAVE—TILAADRE D VIBENRBETEDIETAZ/NA E—RICKEYET

I aa
B
CORFIAY NCHBOBHEEHY LA,

FATAIR—F>b

NRETEBRIEFEEFERALTVTZIL U2 NYOTFTY7LTVWET, JL—2F ramses |-
H94T7ZFU/7# SEESNTVDRLED, COL—RBEAAVILTIRETVET, CDR
ET., ROZENFTTHONhET,



. Cisco 2520 JL—2 ( sphinx ) (Z#E#tE 17z Cisco 2500 JL—2Z (ramses ) ZFEALET, @
FOIL=BICENYIOTYT IV OIERATEBRIAVEA—TIA AN ERFBEIATVET,
L EBES5MO)L—FTE CiscolOSYT7RIITT DIJ—R1207T FEIELTVET,
CORFIXNOBERE,. BEOTRREICHDTFNAAILETVTERENELE, COR
FAIXVRNTHEATZDINTOTNA AR, I (F7#4ILDN ) REOREL SEBLTVET
o MRDFY NT—UNRBBPTHRIEEICE., EOLKSBIOANRICODVTE, TOHEEN
BEEIIODVWTHRICERL THBKYXENfHYET,

REOE

KRFIXD NORTBEOFME. YR TINL T4 YTAOERE #BBLTLEL

AE

COEVIVTR, CORFIAXANTHAITIHREZRETDLOICLEZTBRERMULT
WET, CORERF. RD3ID2OFIFETITVET,

1.LAY—DDRAXAYZ 7O7 74D ESE S A %EAL T Dial-on-Demand
Routing ( DDR; # 4 ¥ LAY FI Y K L—F 4245 ) #RELET, CORFIAVRT
FERATHIRE[TR., FAVZ TA77AIUNFEREATVET,
2.7TARD U OICBENfBELEETIIRAAVILTONI-LERN)HTB/=®, backup
interface AN RZFEALE T,
. WERNSTA1VvIOEREEERELET,
3 : backup interface 1N > K &backup delay 1Y > RZFRET S HilC. DDR#E#: ( BRIO%Z
TERXAVT1) ZREL, ThHAELKEELTVWR L ZHMBID L ZHRBLET, T
NV OTYTERBRETBHEIIC. FA4AYZ 7O774), ISDN, R4 KNY—RA> N 70O
) (PPP) BRURIARTORNS TN 1—FT 1 VT 2MENICERTEET,

E:CONRTHEAZATWAIOYY ROFMZERANXSICEK, "Command Lookup V—JL, &
ALTLEEW (BRI1I—F0X ).

XY ND—UR

CORFIXVRNTR, RORY RND—0 Y NTYTZFERALET,

S0 Serial Line

_+~ BRI0

ramses sphinx
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CORFIXVNTR, ROBREFEALET,

. ramses ( Cisco 2500 JL—2& )
. sphinx ( Cisco 2520 JL—%& )

ramses ( Cisco 2500 JL—4 )

ranmses#show running-config
Bui | di ng configuration...

Current configuration
|
version 12.0
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
|
host nane ranses
|
user nanme sphi nx password <password>

I -— password 1is case sensitive and should be the same
on both sides ! isdn switch-type basic-net3 ! !
interface Loopbackl ip address 1.1.1.1 255.255. 255. 255
interface EthernetO i p address 10.48. 74. 45 255. 255. 254.0
! interface Serial 0 backup delay 10 30 backup interface
Dialerl ip address 3.3.3.1 255.255.255.0 no ip directed-
broadcast clockrate 125000 ! interface BRIO no ip
address no ip directed-broadcast encapsul ati on ppp
di al er pool -nenber 2 isdn switch-type basic-net3 no cdp
enabl e ppp authentication chap callin ! interface
Dialerl ip unnunbered Loopbackl no ip directed-broadcast
encapsul ati on ppp di al er renote-nane sphinx dialer poo
2 dialer string 5551000 dialer-group 1 ppp
aut hentication chap callin ! ip classless ip route
2.2.2.1 255.255.255.255 Dialerl ip route 2.2.2.1
255. 255. 255. 255 Serial0 no ip http server ! dialer-list
1 protocol ip permit ! line con O exec-tinmeout 0 O
transport input none line aux O line vty 0 4 exec-
timeout 0 0 password <password> login ! ntp server
10. 200. 20. 134 end

sphinx ( Cisco 2520 JL—#& )

sphi nx#show running-config

Bui | di ng configuration...
Current configuration
|
version 12.0
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
|
host nane sphi nx
|
1
usernane ranses password <password>

I -— password 1s case sensitive and should be the same
on both sides ! isdn switch-type basic-net3 interface
Loopbackl ip address 2.2.2.1 255.255.255.255 ! interface
Serial0 ip address 3.3.3.2 255.255.255.0 ! interface
BRIO no ip address no ip directed-broadcast
encapsul ati on ppp dial er pool -nenber 2 isdn switch-type




basi c-net3 no cdp enabl e ppp authentication chap callin
I interface Dialerl ip unnunbered Loopbackl no ip

di rect ed- broadcast encapsul ati on ppp dial er renote-nane
ramses di al er pool 2 dialer-group 1 ppp authentication
chap ! ip classless ip route 1.1.1.1 255.255.255. 255
SerialO ip route 1.1.1.1 255.255.255.255 Dialerl 2

dialer-list 1 protocol ip permt ! line con O exec-
timeout 0 O transport input none line aux O line vty 0 4
! end

j 2

CCTR, BENELKHELTVWA L ZHRABIDLHICEATIERERLET,

—#0 show IXY KEZIRTY h AV Z—FUR Y—LL&2THR=RENTOET (B
B1—YEA ). COY—LEEMTHEL LT, show IV KENOSERERRT
EES

. show isdn status ??? : IXTODISDNA VR —T I A AEXLRFRHFEDISDNA > X—T T4 A
DAT—RAZRRLET,

- show interface serial??? : U7 INAV R —T7 I A AICHETRHEHRZEZRRLET,

. show interface dialer ??? : A VS A2 —T7 I A AICBATBEHRERRLET,

. debug dialer??? : A VS A2 R —T IAATEEFEENLE/NTY MCET5DDRIEHZ KRR
LET,

. debug isdn q931 : L—R & ISDN A ¥ FM® ISDN XY RD—2&E# (L AV 3) 01—
IS LCYIMERTT 2,

- debug ppp negotiation ???:Link Control Protocol(LCP), FR&E. & KU'NCPZELPPPI R
—ZXVRMNOFRISI—>3FDOPPPRS 74 Y VB LUOKBRICETZHEHRERRLET,
PPP XIS TI—2arFEEICITOND E, RAUIC LCPRENFEKE ., RIZFREE. &%
ICNCP ZXJI—KMLET,

. debug ppp authentication ??7?:Challenge Authentication Protocol(CHAP)/\NT ¥ N 3 #a%°
Password Authentication Protocol(PAP)R#7% £ MPPPERREZ’O RN XY E—DZRRLE
T RBABHENIFZEE, CHAP I—HRBENAD—RAFELLKEEET N TVS P KREE
LET,

N el

CCTR. BEORNS TNV —F 1 FI_EATEZERERLET,

NSNS A—F41TDFIE

BREERNSTIN21—F14200F3IC1F. ROFIEZETLET,
show isdn status N> RZFERAL T, JLI—XAHISDN A/ Y FEBPICBEELTWVWR L&
mlLET, AN ROBITRORZHERLET,

. Layer 1 Status A" ACTIVE THBd &,
. Layer 2 Status @ State /" MULTIPLE_FRAME_ESTABLISHED T&% % _ &,

COONYREF, BEFOD-IIOBERTLET., RIZHZRLET,
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ranses#show isdn status

G obal |1 SDN Switchtype = basic-net3

I SDN BRI O interface

dsl 0, interface | SDN Switchtype = basic-net3
Layer 1 Status:

ACTI VE

Layer 2 Status:

TEI = 97, Ces =1, SAPI = 0, State = MJLTI PLE_FRAME_ESTABLI| SHED
Layer 3 Status:

0 Active Layer 3 Call(s)

Activated dsl 0 CCBs = 0

The Free Channel Mask: 0x80000003

Total Allocated I SDN CCBs = 0

ranses#show interface serial 0

Serial0 is up, line protocol is up

Har dware i s HD64570

Internet address is 3.3.3.1/24

Backup interface Dialerl, failure delay 10 sec, secondary disable
del ay 30 sec

ranses#show interface dialer 1
Dialerl is standby node, line protocol is down ! --- In standby mode. Hardware is Unknown

NYIOTITAVBR—=TIA AN AZNNA E—REBEDOT, showiproute Y ROBHICS
DIRBIRTRENEFLE A

Administrative Distance ( AD; EI2ER ) #FALELEEnH e, FRALBEVEZOEHINDEW
ZERTHEL &S,

EHEREFALTVEWVES

AD ZHERL TVWEWEE, ROHINFRTENET,

sphi nx#show interface dialer 1
Dialerl is up (spoofing), line protocol is up (spoofing)
Har dwar e i s Unknown

JL—2 sphinx DA A4V ZIZ AD ZFERAL & LV5E. showiproute AN KA SXDOHDHFRR
EhET,

sphi nx(confi g)#ip route 1.1.1.1 255.255.255.255 dialerl
! -—-- No AD used here. sphi nx#show ip route 1.1.1.1
Routing entry for 1.1.1.1/32

Known via "static", distance 1, netric O (connected)
Routi ng Descriptor Bl ocks:

* directly connected, via Dialerl

Route metric is 0, traffic share count is 1

directly connected, via SerialO

Route metric is 0, traffic share count is 1

ping ANV RIZK 2 TRRENBDHARRORSIZBYET, childpingd 1 2 KHDHhTL
£7,

sphi nx#ping 1.1.1.1



Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds:

EEFEHEFALTVDEE

AD ZFEAL TWSHEE., XOBAINRRENET,

sphi nx(confi g)#ip route 1.1.1.1 255.255.255.255 dialerl 2
! -——— The AD used here is two. sphi nx#show ip route 1.1.1.1

Routing entry for 1.1.1.1/32

Known via "static", distance 1, netric O (connected)

Routi ng Descri ptor Bl ocks:

* directly connected, via SerialO

Route netric is 0, traffic share count is 1

sphi nx#ping 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte I CWP Echos to 1.1.1.1, tineout is 2 seconds:

backup interface & &k T backup delay AN > RZERET B HIC ( Dialer 1 & BRIO ®E @ ) DDR
BERERELT, ChHPELKBEIZCLZ#ERELET, chilkY), F4 V5 70774)
. ISDN, PPP, BLURBIANELLKHEETD e Z, NVIOT VYT RREITDHICHERTEET

o

DDREHNELLSEETR L E2MABLES, RICHBIBZNYITYFIZBETZRNT T2
—TFAT ATV TS ICELENTEET,

1. 754V V2 0%EFBIELET, T NYITFYTAEZ—TIA AN RERELE
RET, L—F L TshutdownIN Y RZERATAD @ HYERA, N T Cisco 10S
ENYOTYT VOIZBAVYILLERA. NVIOTYTZTIOTATIZTBICE,
backup interface X > RABREENTVWEVWIL—ZDTSAI) A R—TIA AR &Y
YRATIUULET, F: 2D F AT, ramses(Cisco 2500)L— &) IZbackup
interface 1N > RABEENTVWET, LA 2T, sphinx ( Cisco2520 L—&% ) DTS
AR AR =T ITA4ATshutdown AN RZEETINE, NV IOTYT UIONTD
TATIBYET, F:NVITFITAUR—TIARZERHTRICEK., T—7 )2k D
BEOFEEFEALT. TN VEREYENICA DI EEDENTEET,

Q2NVIDTIVTAVE—=—TIAARA(AVE—TIAARZANYS1)HFTYTILBI2TVSRC
EERTAVY—I XY b—UERBTSC L ABETF. backup delay I RIC& 2
TEEETN-—ERENIrEBIZDETR. COXVE—JRRRENELA, CORETE
NV IOTYTOTFTIOTAR=2AVRF10WENRET, COOVY—II XY E—IJHFRE
ThiEVWESE, backupdelay A/ X—%2RELET,

*Mar 1 03:54:00.451: %1 NEPROTO 5- UPDOMN: Line protocol on Interface
Serial 0, changed state to down
*Mar 1 03:54:11.467: %1 NK-3-UPDOMWN: Interface Dialerl, changed state to up

3.showiproute AN RZFEALTTZAX) UIONFAILTWBRETIL—FT 127
T—7 L ERRLET, Dialer 1 LEEERENTVIBRENIRTENET,

4. VE—RNIL—ZRON—TNY D A2R—TITALAADIP T RLAI ping LET, U2IUH
AALAVILLBEVWEEEF, HRNTFTAYIERTICMP RS 7499 (ping) FEFEAEIT
WBAESHZEHRELET, X : COBITE., JL—Rsphinx®J)L— KN IZ2DDADHFERAE
TVET ( ChBF1UADEZEOHTT ),



iproute 1.1.1.1 255.255.255.255 Dialerl 2

X COBARGR, TTARVIVIONFTYTULTVWBIEES, pingD¥aFRXRbhdETT
. Dialer1 & Serial 0 DEADA 2V EZ—T IA AN T Y7L TVBOT, BERIEFEAHDA >
B—TIAARAVARN=INENET, EL, BRIAVER—TIAANFTY7LTLEV
S, FAVT AVR—TIAARNTY hEEETEEE A,

NSV aA—F4290EHOOIR

BREORNS TN 21—F42JICR@F, COBICEREZNATVWAIOAI REFEALET,

—#®D show ANV RETZIRTY RN AEZ=—TVEZYV—=)LIcL2THR—REIRTVET (X
B1—HEH), COVY—)LEFRTREILEL?2T. show AX U REI DD MEREERTRT
EET,

X :debug X RERITIBEIC, "debug ANV ROEBEXERY 2SBL T EEV,

WRRNZ T 1YV ZERKTB IS, 22210 ping ZHAET,

ranses#ping 2.2.2.1
*Mar 1 04:53:26.574: %.1 NK-3-UPDOWN: I nterface Serial O, changed state
to down
*Mar 1 04:53:27.574: %. NEPROTO 5- UPDOMN. Li ne protocol on Interface
Serial 0, changed state to down
*Mar 1 04:53:38.590: %. NK-3-UPDOWN: Interface Dialerl, changed state

to up

*Mar 1 04:53:38.606: Dil LCP: Not allowed on a Dialer Profile.

*Mar 1 04:53:40.058: BRIO DDR rotor dialout [priority]

*Mar 1 04:53:40.062: BRIO DDR. Dialing cause ip (s=1.1.1.1, d=2.2.2.1)
*Mar 1 04:53:40.066: BRIO DDR. Attenpting to dial 5551000

*Mar 1 04:53:40.078: ISDN BRO: TX -> SETUP pd = 8 callref = 0x0A

*Mar 1 04:53:40.078: Bearer Capability i = 0x8890

*Mar 1 04:53:40.082: Channel IDi = 0x83

*Mar 1 04:53:40.086: Called Party Nunmber i = 0x80, '5551000'

*Mar 1 04:53:40.342: |ISDN BRO: RX <- CALL_PROC pd = 8 callref = 0x8A
*Mar 1 04:53:40.346: Channel IDi = 0x89

*Mar 1 04:53:40.834: |ISDN BRO: RX <- CONNECT pd = 8 callref = Ox8A
*Mar 1 04:53:40.846: | SDN BRO: TX -> CONNECT_ACK pd = 8 callref =
Ox0A

*Mar 1 04:53:40.854: % . NK-3-UPDOMN: Interface BRIO:1, changed state to
up

*Mar 1 04:53:40.870: BRIO:1: interface nust be fifo queue, force fifo
*Mar 1 04:53:40.874: % ALER-6-BIND: Interface BRIO:1 bound to profile
Dialerl

*Mar 1 04:53:40.882: % SDN- 6- CONNECT: Interface BRIO:1 is now connected
to 5551000

*Mar 1 04:53:40.890: BRO:
*Mar 1 04:53:40.890: BRO:
*Mar 1 04:53:40.894: BRO:
*Mar 1 04:53:40.898: BRO:
*Mar 1 04:53:40.902: BRO:
(0x0506E1BD38B8)

*Mar 1 04:53:40.930: BRO:1 LCP: | CONFREQ [ REQsent] id 22 len 15
*Mar 1 04:53:40.934: BR0:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 1 04:53:40.938: BRO:1 LCP: Magi cNunmber OxEEBCFA2D

(0x0506 EEBCFA2D)

*Mar 1 04:53:40.942: BRO:1 LCP: O CONFACK [REQsent] id 22 len 15
*Mar 1 04:53:40.946: BRO:1 LCP. AuthProto CHAP (0x0305C22305)
*Mar 1 04:53:40.950: BRO:1 LCP: Magi cNunmber OxEEBCFA2D

PPP. Treating connection as a call out

PPP: Phase is ESTABLI SHI NG, Active Open
PPP: No renote authentication for call-out
LCP: O CONFREQ [Closed] id 18 len 10

LCP: Magi cNunber OxE1BD38B8

[ e N

[E
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( 0X0506EEBCFA2D)

*Mar 1 04:53:40.954: BRO:1
*Mar 1 04:53:40.954: BRO:1
(0x0506E1BD38B8)

*Mar 1 04:53:40.958: BRO:1
*Mar 1 04:53:40.962: BRO:1
*Mar 1 04:53:40.982: BRO:1
*Mar 1 04:53:40.986: BRO:1
*Mar 1 04:53:41.046: BRO:1
*Mar 1 04:53:41.050: BRO:1
*Mar 1 04:53:41.054: BRO:1
*Mar 1 04:53:41.058: BRO:1
*Mar 1 04:53:41.062: BRO:1
*Mar 1 04:53:41.066: BRO:1
*Mar 1 04:53:41.070: BRO:1
*Mar 1 04:53:41.074: BRO:1
*Mar 1 04:53:41.078: BRO:1
*Mar 1 04:53:41.082: BRO:1
*Mar 1 04:53:41.086: BRO:1
*Mar 1 04:53:41.110: BRO:1
*Mar 1 04:53:41.110: BRO:1
*Mar 1 04:53:41.114: BRO:1
*Mar 1 04:53:41.122: BRO:1
*Mar 1 04:53:41.126: BRO:1
*Mar 1 04:53:41.126:

*Mar 1 04:53:41.134:

*Mar 1 04:53:42.086:
BRI 0: 1, changed state to up
*Mar 1 04:53: 46. 886:

to 5551000 5551000

ranses#show dialer

BRI O

D al

BRI O:

LCP: | CONFACK [ACKsent] id 18 len 10
LCP: Magi cNunmber OxE1BD38B8

LCP: State is Open

PPP: Phase i s AUTHENTI CATI NG by the peer
CHAP: | CHALLENGE id 9 len 27 from "sphi nx"
CHAP: O RESPONSE id 9 len 27 from"ranses"
CHAP: | SUCCESS id 9 len 4

PPP: Phase is UP

| PCP: O CONFREQ [ Not negotiated] id 9 len 10
| PCP: Address 1.1.1.1 (0x030601010101)

CDPCP: O CONFREQ [ Not negotiated] id 9 len 4
| PCP: | CONFREQ [ REQsent] id 6 len 10

| PCP: Address 2.2.2.1 (0x030602020201)

| PCP: O CONFACK [REQsent] id 6 len 10

| PCP: Address 2.2.2.1 (0x030602020201)

CDPCP: | CONFREQ [ REQsent] id 9 len 4

CDPCP: O CONFACK [REQsent] id 9 len 4

I PCP: | CONFACK [ACKsent] id 9 len 10

| PCP: Address 1.1.1.1 (0x030601010101)

I PCP: State is Open

CDPCP: | CONFACK [ACKsent] id 9 len 4

CDPCP: State is Open

BRI O:1 DDR dial er protocol up
Di1 IPCP: Install route to 2.2.2.1
%_1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface

9% SDN- 6- CONNECT: Interface BRIO:1 is now connect ed

- dialer type = I SDN

String Successes Failures Last DNI' S Last status
0 inconming call(s) have been screened.
0 inconming call(s)

1 -

Fast

rejected for call back.

di al er type = | SDN
Idle tiner (120 secs),
Wait for carrier (30 secs),

idle timer (20 secs)
Re- enabl e (15 secs)

Dialer state is data link [ayer up
ip (s=1.1.1.1, d=2.2.2.1)

D al

reason:

we see dia

reason,

this is the calling router

Interface bound to profile Dialerl
di sconnect 105 secs
connect ed 00: 00: 16

Time until

Current call

Connected to 5551000 (5551000)

BRI O:

2 -

Dialerl -

di al er type
Idle tiner (120 secs),
Wait for carrier (30 secs),

Fast

di al er type = | SDN
Idle tiner (120 secs),
Wait for carrier (30 secs),
Dialer state is idle

idle timer (20 secs)
Re- enabl e (15 secs)

DI ALER PRCFI LE
Fast

idle timer (20 secs)
Re- enabl e (15 secs)

Dialer state is data link [ayer up
Nunmber of active calls =1
Nunber of active circuit switched calls = 0

D al

String Successes Failures Last DNI' S Last status
5551000 5 0 00: 00: 19 successfu



Def aul t

Dialer2 - dialer type = NONE

Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Nunber of active calls =0

Dial String Successes Failures Last DNI' S Last status

ranses#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-I1Slevel-1, L2 - I1S-1Slevel-2, ia- I1S1S
inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is not set

1.0.0.0/32 is subnetted, 1 subnets

C1.1.1.1 is directly connected, Loopbackl
2.0.0.0/32 is subnetted, 1 subnets

C2.2.2.1 is directly connected, Dialerl
10.0.0.0/23 is subnetted, 1 subnets

C 10.48.74.0 is directly connected, EthernetO

sphi nx(confi g) #interface serial 0

sphi nx(confi g-if)#shutdown

sphi nx(config-if)#

*Mar 3 20:07:40.603: % .1 NK-5-CHANGED: |Interface Serial 0, changed state
to administratively down

*Mar 3 20:07:41.603: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface
Serial 0, changed state to down

*Mar 3 20:07:54.331: |ISDN BRO: RX <- SETUP pd = 8 callref = 0x14

*Mar 3 20:07:54.335: Bearer Capability i = 0x8890
*Mar 3 20:07:54.339: Channel IDi = 0x89
*Mar 3 20:07:54.343: Called Party Nunber i = OxCl, '5551000

*Mar 3 20:07:54.355: | SDN BRO: Event: Received a DATA call from
<unknown> on Bl at 64 Kb/s

*Mar 3 20:07:54.355: BRIO:1: interface nmust be fifo queue, force fifo
*Mar 3 20:07:54.363: 9% ALER-6-BIND: Interface BRIO:1 bound to profile
Dialerl

*Mar 3 20:07:54.383: %1 NK-3-UPDOMN: Interface BRI 0:1, changed state to
up

*Mar 3 20:07:54.403: 9% SDN-6- CONNECT: Interface BRIO:1 is now connected
to <unknown phone numnber >

*Mar 3 20:07:54.411: BRO:1 PPP: Treating connection as a callin

*Mar 3 20:07:54.415: BR0O:1 PPP: Phase is ESTABLI SHI NG Passive Open
*Mar 3 20:07:54.415;: BRO:1 LCP: State is Listen

*Mar 3 20:07:54.471: % SDN- 6- LAYER2UP: Layer 2 for Interface BRO, TEI
99 changed to up

*Mar 3 20:07:54.479: |SDN BRO: TX -> CALL_PRCC pd = 8 callref = 0x94
*Mar 3 20:07:54.687: | SDN BRO: TX -> CONNECT pd = 8 callref = 0x94
*Mar 3 20:07:54.851: | SDN BRO: RX <- CONNECT_ACK pd = 8 callref =
0x14

*Mar 3 20:07:54.939: BRO:1 LCP: | CONFREQ [Listen] id 18 len 10

*Mar 3 20:07:54.939: BRO:1 LCP: Magi cNunber OxE1BD38B8
(0x0506E1BD38B3)

*Mar 3 20:07:54.943: BRO:1 LCP: O CONFREQ [Listen] id 22 len 15

*Mar 3 20:07:54.947: BRO:1 LCP: Aut hProto CHAP (0x0305C22305)

*Mar 3 20:07:54.951: BRO:1 LCP: Magi cNunber OxEEBCFA2D



(Ox0506 EEBCFA2D)

*Mar 3 20:07:54.955: BRO:1 LCP: O CONFACK [Listen] id 18 len 10
*Mar 3 20:07:54.959: BRO:1 LCP: Magi cNunber OxE1BD38B8
(0x0506E1BD38B3)

*Mar 3 20:07:54.987: BRO:1 LCP: | CONFACK [ACKsent] id 22 len 15
*Mar 3 20:07:54.987: BRO:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 3 20:07:54.991: BRO:1 LCP: Magi cNunber OxEEBCFA2D

(Ox0506 EEBCFA2D)

A

*Mar 3 20:07:54.995: BRO:1 LCP: State is Open

*Mar 3 20:07:54.995: BR0:1 PPP: Phase is AUTHENTI CATING by this end
*Mar 3 20:07:54.999: BR0:1 CHAP: O CHALLENGE id 9 len 27 from "sphi nx"
*Mar 3 20:07:55.027: BRO:1 CHAP: | RESPONSE id 9 len 27 from "ranses”
*Mar 3 20:07:55.035: BRO:1 CHAP: O SUCCESS id 9 len 4

*Mar 3 20:07:55.039: BRO:1 PPP: Phase is UP

*Mar 3 20:07:55.043: BRO:1 I PCP: O CONFREQ [ Not negotiated] id 6 len 10
*Mar 3 20:07:55.047: BRO:1 | PCP: Address 2.2.2.1 (0x030602020201)

*Mar 3 20:07:55.051: BRO:1 CDPCP: O CONFREQ [ Not negotiated] id 9 len 4
*Mar 3 20:07:55.115: BRO:1 IPCP: | CONFREQ [ REQsent] id 9 len 10

*Mar 3 20:07:55.119: BRO:1 I PCP: Address 1.1.1.1 (0x030601010101)

*Mar 3 20:07:55.123: BRO:1 | PCP: O CONFACK [REQsent] id 9 len 10

*Mar 3 20:07:55.127: BRO:1 | PCP: Address 1.1.1.1 (0x030601010101)

*Mar 3 20:07:55.131: BRO:1 CDPCP: | CONFREQ [ REQsent] id 9 len 4

*Mar 3 20:07:55.135: BRO:1 CDPCP: O CONFACK [REQsent] id 9 len 4

*Mar 3 20:07:55.139: BRO:1 I PCP: | CONFACK [ACKsent] id 6 len 10

*Mar 3 20:07:55.143: BRO:1 | PCP: Address 2.2.2.1 (0x030602020201)

*Mar 3 20:07:55.147: BRO:1 IPCP: State is Open

*Mar 3 20:07:55.151: BRO:1 CDPCP: | CONFACK [ACKsent] id 9 len 4

*Mar 3 20:07:55.155: BR0:1 CDPCP: State is Open

*Mar 3 20:07:55.159: BRI0:1 DDR dial er protocol up

*Mar 3 20:07:55.167: Dil IPCP: Install route to 1.1.1.1

*Mar 3 20:07:56.039: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface

BRI 0: 1, changed state to up
*Mar 3 20:08:00.411: % SDN-6- CONNECT: Interface BRIO:1 is now connected
to <unknown phone nunber> ranses

sphi nx#show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI' S Last status
0 inconming call(s) have been screened.
0 inconming call(s) rejected for call back.

BRIO:1 - dialer type = | SDN

Idle tiner (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link [ayer up

Interface bound to profile Dialerl

Tinme until di sconnect 95 secs

Connected to <unknown phone nunber> (ranses)

! -—- We see ramses. BRIO:2 - dialer type = ISDN Idle tiner (120 secs), Fast idle timer (20
secs) Wit for carrier (30 secs), Re-enable (15 secs) Dialer state is idle Dialerl - dialer type
= DI ALER PROFI LE Idle tiner (120 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs),
Re-enabl e (15 secs) Dialer state is data link |ayer up Nunber of active calls = 1 Number of
active circuit switched calls = 0 Dial String Successes Failures Last DNI S Last status
sphi nx#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-I1Slevel-1, L2 - I1S-1Slevel-2, ia- I1S1S



inter area

* - candidate default, U - per-user static route

P - periodic downl oaded static route
Gateway of last resort is not set

1.0.0.0/32 is subnetted, 1 subnets
C1.1.1.1 is directly connected, Dialerl
2.0.0.0/32 is subnetted, 1 subnets
C2.2.2.1 is directly connected, Loopbackl
sphi nx#

B

P
1
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