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Cisco 3640

clearlake-lan-0l#show runnning-config
Building configuration...

Current configuration:

!
version 12.1
service timestamps debug datetime msec localtime show-
timezone
service timestamps log datetime msec localtime show-
timezone

!
hostname clearlake-lan-01

!
aaa new-model
aaa authentication login default local
aaa authentication ppp default if-needed local

!
username bobslake-nas-01 password <deleted>

I--- Remote router and password for CHAP
authentication. !--- Dialer interface must also be
configured to use !--- this username and password.
username admin privilege 15 password <deleted> ! no ip
domain-lookup ! chat-script async-mppp ABORT ERROR ABORT
BUSY "" "ATZ" OK "ATDT \T" TIMEOUT 30 CONNECT \c ![---
Chat script used for dialing out. ! interface Loopback0
ip address 172.21.126.254 255.255.255.0 ! interface
Ethernet0/0 ip address 172.21.125.1 255.255.255.0 !
interface Group-Asyncl !--- Interface to configure
modems used for dialout. no ip address encapsulation ppp
! --- Use PPP encapsulation for members of this !---

group-async interface. dialer in-band !--- Permit DDR on
this interface. dialer pool-member 10 !--- All members
of this group-async interface belong !--- to dialer pool
10. ppp multilink !--- Enable PPP multilink on physical
interface. group-range 33 34 !/--- Assign async 33 and 34
to this group-async interface. !--- This can be adjusted
depending on the number of POTS lines available. !
interface Dialerl !--- Dialer interface to dialout to
bobslake-nas-01. ip address negotiated !/--- Obtain an IP

address from central site. encapsulation ppp dialer




remote-name bobslake-nas-01 !--- Identify central site
router for CHAP authentication. !--- Shared secret
password is defined above. dialer pool 10 !--- Defines
the pool of physical resources that the Dialer !---
interface may use. dialer idle-timeout 600 !/---
Specifies number of seconds without interesting traffic

that !--- the connection is kept up. dialer string
5551212 !--- Number to be dialed; this number belongs to
the PRI !--- of the central router. dialer load-
threshold 15 either !--- Load level for either inbound
or outbound traffic !--- at which additional lines will
be added to the MP bundle. !--- Load level values range

from 1 (unloaded) to 255 (fully loaded). dialer-group 8
!--- Uses dialer-list 8 to determine interesting
traffic. ppp authentication chap callin !--- Use CHAP
authentication for incoming calls only !--- This router
will not challenge remote routers for outgoing calls.
ppp multilink !--- Activates the interface for MP
operation. ppp timeout multilink link remove 300 !---
Keeps the multilink connections up for 300 seconds !---

after the load drops below the threshold. !--- This
command should be used to control flapping. ! ip
classless ip route 0.0.0.0 0.0.0.0 Dialerl !--- Use

Interface Dialerl for all networks. no ip http server !
access-list 188 remark define interesting traffic
access-1list 188 deny udp any any eq ntp access-list 188
permit ip any any dialer-list 8 protocol ip list 188 !--
- Assign access-1ist 188 to dialer-1ist 8. ! line con 0
transport input none line 33 34 !--- Async lines to be
used for dialout. !--- This number should match the
group-range 1in the !--- Group-Async interface. script
dialer async-mppp !--- Use chat script called async-mppp
for dialout. modem InOut modem autoconfigure discovery
transport preferred none transport input all line 35 40
transport preferred none transport input all line aux 0
line vty 0 4 ! ntp clock-period 17179871 ntp server
172.22.255.1 prefer end

Cisco AS5300

bobslake-nas-0l#show running-config
Building configuration...
Current configuration:

version 12.0

service timestamps debug datetime msec localtime show-
timezone

service timestamps log datetime msec localtime show-
timezone

service password-encryption

service tcp-small-servers

!

hostname bobslake-nas-01

!

logging buffered 10000 debugging

aaa new-model

aaa authentication login default local

aaa authentication ppp default if-needed local

!-—-- Authenticate for PPP if not authenticated during
login. !--- Allows users with Terminal Window after Dial
to initiate PPP. ! username clearlake-lan-01 password




<deleted> !--- Remote router and password for Challenge
Handshake !--- Authentication Protocol (CHAP)
authentication. !--- The password must be identical on
both sides. spe 1/0 1/7 firmware location

system: /ucode/mica_port_firmware ! resource-pool disable
! ip subnet-zero ! multilink virtual-template 1 !/--- Use
virtual-template 1 for multilink connections. isdn
switch-type primary-5ess isdn voice-call-failure 0 !
controller Tl 0 framing esf clock source line primary
linecode b8zs pri-group timeslots 1-24 ! interface
Loopback0 ip address 172.21.10.10 255.255.255.255 no ip
directed-broadcast ! interface Loopbackl ip address
172.21.104.254 255.255.255.0 !--- Summarizes addresses
in address pool. !--- Loopback 1 is in the same subnet
as the address pool. no ip directed-broadcast !
interface Virtual-Templatel description Template for
Multilink Users ip unnumbered Loopback0O no ip directed-
broadcast peer default ip address pool addr-pool !---
Use IP pool called addr-pool for incoming calls. ppp
authentication chap !--- Authenticate using CHAP. ppp
multilink !--- Allow multilink sessions. ! !---
Configure D channel on PRI. interface Serial0:23
description Headquarters 555-1212 active PRI line no ip
address no ip directed-broadcast isdn switch-type
primary-5ess isdn incoming-voice mode fair-queue 64 256
0 no cdp enable ! interface FastEthernet0 ip address
172.21.101.23 255.255.255.0 no ip directed-broadcast
duplex auto speed auto ! interface Group-Asyncl ip
unnumbered Loopback0 no ip directed-broadcast
encapsulation ppp dialer in-band dialer idle-timeout 600
either !--- Specifies number of seconds without
interesting !--- traffic that the connection is kept up.
!--- Configure the same idle-timeout on both routers.
dialer map ip 172.21.125.1 name clearlake-nas-01 dialer-
group 5 !--- Uses dialer-1list 5 to determine interesting
traffic. async mode interactive peer default ip address
pool addr-pool !--- Use IP pool called addr-pool for
incoming calls. ppp authentication chap callin /---
Issue CHAP challenges for dialin users only. ppp
multilink group-range 1 48 !--- Assign modems 1-48 to
the Group-Async 1 configuration template. ! router eigrp
1 passive-interface Group-Asyncl !--- To prevent routing
traffic on async lines. network 172.21.0.0 ! ip local
pool addr-pool 172.21.104.1 172.21.104.48 !--- Define IP
address pool range for dialin clients. ip classless no
ip http server ! access-list 105 permit ip any any !---
Define interesting traffic. dialer-list 5 protocol ip
list 105 !--- Assign access list 105 to dialer 1list 5. !
line con 0 transport input none line 1 48 autoselect
during-login !--- Permits user login prompts after
dialin. autoselect ppp !--- Automatically launches PPP
on the line. modem InOut !--- Modems can be used to
dialin and dialout. transport preferred none transport
output telnet line aux 0 line vty 0 4 ! ntp clock-period
17180374 ntp update-calendar ntp server 172.22.255.1
prefer end
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BED show ANV REE, PORTYN A2V E=TVRTHR—REATVWET, COVY—I)L%
FATSE, show AN RHAZDHTEXRT,

- show ppp multilink - P27 A 7BINFVIO NV RILCHRTDERERTTHIEHOED
T9, COOXVRE, NIFIVODOEGREEZRRETHEEZICFEALET,
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clearlake-lan-0l#show ppp multilink

Virtual-Accessl, bundle name is bobslake-nas-01

I-—— Virtualized MP bundle. Bundle name is derived from the !--- username used during

authentication. Dialer interface is Dialerl !--- This Virtual Access Interface used Interface

Dialerl. 0 lost fragments, 0 reordered, 0 unassigned 0 discarded, 0 lost received, 1/255 load

0x4 received sequence, 0x0 sent sequence Member links: 2 (max not set, min not set) Async34
Async33

!-—— Members of the MP bundle. clearlake-lan-0l#show dialer

As33 - dialer type = IN-BAND ASYNC NO-PARITY

Dialer pool 10, priority O

I -—— Member of dialer pool 10. Idle timer (120 secs), Fast idle timer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is multilink member Dial reason: Multilink bundle
overloaded

I -—- Interface was not the first link in the MP bundle. Interface bound to profile Dil Current
call connected 00:00:54 !--- Current call duration Connected to <deleted>5551212 (bobslake-nas-
01) !--- Phone number that was dialed. As34 - dialer type = IN-BAND ASYNC NO-PARITY

Dialer pool 10, priority O

I -—— Member of dialer pool 10. Idle timer (600 secs), Fast idle timer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is multilink member Dial reason: ip (s=172.21.125.1,
d=172.21.104.254) !--- Interface was the first link in the bundle, triggered by !--- interesting
traffic. Interface bound to profile Dil Current call connected 00:00:54 !--- Current Call
duration. Connected to 5551212 <deleted> (bobslake-nas-01) !--- Phone number that was dialed.
Grl - dialer type = IN-BAND ASYNC NO-PARITY Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle Dial String Successes
Failures Last DNIS Last status Dil - dialer type = DIALER PROFILE Load threshold for dialing

additional calls is 15 !--- Load threshold. Idle timer (600 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data link layer up Number of
active calls = 2 Dial String Successes Failures Last DNIS Last status 15 0 00:00:56 successful

Default clearlake-lan-0l#show caller

Active Idle
Line User Service Time Time
con 0 tarpon TTY 00:09:11 00:00:00
tty 33 - Async - 00:00:01
TTY 34 - Async - 00:00:06
As33 bobslake-nas-01 PPP 00:00:24 00:00:00
!-—- Second connection. As34 bobslake-nas-01 PPP 00:01:05 00:00:00
!-—- First connection. Vil bobslake-nas-01 PPP Bundle 00:01:05 00:01:04
I-—— MP bundle !--- bobslake-nas-01 has two async lines, two TTY, and one virtual !--- interface

bundle. clearlake-lan-0l#show caller user bobslake-nas-01

User: bobslake-nas-01, line As33, service PPP
! -—— PPP setting for bobslake-nas-01. Active time 00:00:34, Idle time 00:00:00 Timeouts:
Absolute Idle Limits: - - Disconnect in: - - PPP: LCP Open, multilink Open, CHAP (-> AAA)

I-—— Multilink is up. Dialer: Connected 00:01:09 to <deleted>, outbound !/--- Dialer interface
was used to dialout. Type is IN-BAND ASYNC, group Dialerl Cause: Multilink bundle overloaded
!-—- This interface was not the first member of the MP bundle. IP: Local 172.21.104.48/32
Bundle: Member of bobslake-nas-01, last input 00:00:00 Counts: 59 packets input, 3529 bytes, 0
no buffer 0 input errors, 22 CRC, 0 frame, 0 overrun 31 packets output, 1515 bytes, 0 underruns
0 output errors, 0 collisions, 4 interface resets !--- Packets are passing through the
connection. User: bobslake-nas-01, line As34, service PPP
!-—— PPP setting for user bobslake-nas-01. Active time 00:01:15, Idle time 00:00:00 Timeouts:
Absolute Idle Limits: - - Disconnect in: - - PPP: LCP Open, multilink Open, CHAP (-> AAA)

!--—- MP state 1is open. Dialer: Connected 00:01:10 to <deleted>, outbound Type is IN-BAND ASYNC,
group Dialerl Cause: ip (s=172.21.125.1, d=172.21.104.254)



!--- Dialing cause was interesting traffic; this was the !--- first link in the bundle. IP:
Local 172.21.104.48/32 Bundle: Member of bobslake-nas-01, last input 00:00:00 Counts: 172
packets input, 20699 bytes, 0 no buffer 0 input errors, 81 CRC, 0 frame, 0 overrun 80 packets
output, 14347 bytes, 0 underruns 0 output errors, 0 collisions, 6 interface resets !/--- Packets
are passing through the connection. User: bobslake-nas-01, line Vil, service PPP Bundle
!--- Bundle information for user bobslake-nas-01. Active time 00:01:16, Idle time 00:01:15
Timeouts: Absolute Idle Limits: - 00:10:00 Disconnect in: - 00:08:44 !--- Idle-timeout is 600
seconds (10 minutes). PPP: LCP Open, multilink Open, IPCP
Dialer: Connected 00:01:10 to <deleted>, outbound
Idle timer 600 secs, idle 75 secs
Type is IN-BAND SYNC, group Dialerl
IP: Local 172.21.104.48/32, remote 172.21.104.254
!-—- IP address assigned to the bundle and loopback address !--- of the remote router. Bundle:
First link of bobslake-nas-01, 2 links, last input 00:01:16 Counts: 23 packets input, 4758
bytes, 0 no buffer 0 input errors, 0 CRC, 0 frame, 0 overrun 7 packets output, 3734 bytes, 0
underruns 0 output errors, 0 collisions, 0 interface resets

AS5300A 5 Dshow AN ROHIZRICALET, HOOFMICOVTE, RFIXNT
Microsoft Windows 72 S A F7 > " A S DIEREBIILF V2 IPPPRAYINT Y 70 ZSBLTLKE
&L\, AS5300 ( FRY A N ) A S Dshowd & Udebug® i hik. PC-Router Async MP# & T
Router-Router Async MPO & EBHE T,

bobslake-nas-0l#show ppp multilink

Virtual-Accessl, bundle name is clearlake-lan-01
0 lost fragments, 0 reordered, 0 unassigned, sequence 0x1/0x10 rcvd/sent
0 discarded, 0 lost received, 1/255 load
Member links: 2 (max not set, min not set)
Async47
Async45

bobslake-nas-0l#show caller

Active Idle
Line User Service Time Time
TTY 45 clearlake-lan-01 Async 00:01:12 00:01:03
TTY 47 clearlake-lan-01 Async 00:01:51 00:00:06
vty 0 admin VTY 00:11:02 00:00:00
As4d5 clearlake-lan-01 PPP 00:01:02 00:00:00
As4d7 clearlake-lan-01 PPP 00:01:49 00:00:00
Vil clearlake-lan-01 PPP Bundle 00:01:43 00:01:10
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2.PPP X I—23a> B RURANIRI TR EERLET, MP/VT X —ZTMaximum
Receive Reconstructed Unit(MRRU) & Endpoint Discriminator(EndpointDisc) A" & > T — ~
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4. Internet Protocol Control Protocol ( IPCP; /1 >&Z—%vy N 7O KRJ)L > ~vO—JL 7O K
Ol ) XA I—23a Bl ECE2BRELET, ELWIP 7 RLANFEHTSh
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BED show ANV RIEFE, PFORTYRN AV ER—=TURTHR—RENTVWET, COVY—IL%E
EATHE, show DX REHDEDHTEET,

X :debug AV RZEFEAHTHENIC, Tdebug AV RICBHTIEELER, 28RLTLKEE
(A

. debug vtemplate -/S—F ¥ L T TL =MD S VO—2HFEShTHASHMY BT EhDET
D, FEFPRLAAMVE—TIA AOIVO—/ERERTITDEHOENTT,

- debug ppp multilink events - YXILFV >V KV RILCEREEZATVWARAIR NCOVWTO
BBRERTTDIEHOENDTT,

- debug ppp negotiation - Link Control Protocol ( LCP; U2 #&If87’'O0 1)L ) .
Authentication, # & T Network Control Protocol ( NCP; ¥ RD—2&#7’O0 1)L ) %3
SI—23HOPPP NZ 74V VBRURBICHIIRBEZERTIDEHOENTT,
PPP X2 I—2avAEEICITTODIhD &, BRI LCPIRRENBERE h, RICFRE., &#
I NCP 2% I —hMULFETF, Maximum Receive Reconstructed Unit ( MRRU ) & DT )L
FIONTX=RF, LCPEXII—>3a>0BICEIEhET,

. debug ppp authentication - Challenge Handshake Authentication Protocol ( CHAP ) /ATy ~
B & U Password Authentication Protocol ( PAP; /XA — RRBIAZ7ORMIL ) [z E
., PPPRREEZORIAN XY E—DBRTIDEHDENTT,

. debug ppp error - PPP QXIS T—>a o BECHETZ7ORN L IS5—8B8LUT
T—OHERTILET,

. debug modem - PO A H—NEOEFLRRDODTFT VT ET A ZRRIDEHOENTT
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FINY J @ H h 6

RXOH DK, Cisco3640r S5HBLEENTT, chsSiE, Cisco 3640H°AS5300DPRIICA A ¥
U, MPE#ZEZBILTWACEZRLTVET, ASS3000 /Ny THAIOFICOWTIK, T
Microsoft Windows ClientsA* 5 QIEEEXILF U IPPPEAYILT Y 71 #SBLTLKEE W

o

clearlake-lan-01#debug dialer

Dial on demand events debugging is on
clearlake-lan-01#debug ppp negotiation
PPP protocol negotiation debugging is on
clearlake-lan-01l#debug ppp authentication
PPP authentication debugging is on
clearlake-lan-01#debug vtemplate

Virtual Template debugging is on
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clearlake-lan-0l#debug ppp multilink events
clearlake-lan-0l#show debug
Dial on demand:
Dial on demand events debugging is on
PPP:
PPP authentication debugging is on
PPP protocol negotiation debugging is on
Multilink events debugging is on
VTEMPLATE:
Virtual Template debugging is on
clearlake-lan-0l#ping ip
Target IP address: 172.21.104.254
Repeat count [5]: 20
Datagram size [100]: 1200
Timeout in seconds [2]:
Extended commands [n]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sending 20, 1200-byte ICMP Echos to 172.21.104.254, timeout is 2 seconds:

Jul 25 13:20:29.047 UTC: As34 DDR: rotor dialout [priority]

Jul 25 13:20:29.047 UTC: As34 DDR: Dialing cause ip (s=172.21.125.1,
d=172.21.104.254)

!--- Dialing Reason Jul 25 13:20:29.047 UTC: As34 DDR: Attempting to dial

! -—- Number being dialed Jul 25 13:20:29.047 UTC: CHAT34: Attempting async line dialer script
Jul 25 13:20:29.047 UTC: CHAT34: Dialing using Modem script: async-mppp & System script: none !-
-- Using chat script async-mppp for dialout Jul 25 13:20:29.051 UTC: CHAT34: process started Jul
25 13:20:29.051 UTC: CHAT34: Asserting DTR Jul 25 13:20:29.051 UTC: CHAT34: Chat script async-
mppp started !/--- Call is being established; !--- note the time elapsed for call setup Jul 25
13:20:54.831 UTC: CHAT34: Chat script async-mppp finished, status = Success. Jul 25 13:20:56.831
UTC: %LINK-3-UPDOWN: Interface Async34, changed state to up

Jul 25 13:20:56.831 UTC:

Async34 DDR: Dialer statechange to up

Jul 25 13:20:56.831 UTC:

%DIALER-6-BIND: Interface As34 bound to profile Dil

Jul 25 13:20:56.831 UTC:

Async34 DDR: Dialer call has been placed

!-—-- PPP negotiation begins Jul 25 13:20:56.831 UTC: As34 PPP: Treating connection as a callout
Jul 25 13:20:56.831 UTC: As34 PPP: Phase is ESTABLISHING, Active Open Jul 25 13:20:56.831 UTC:
As34 PPP: No remote authentication for call-out !--- CHAP challenge is configured for callin
only !--- LCP negotiation begins; Multilink parameters are also negotiated Jul 25 13:20:56.835
UTC: As34 LCP: O CONFREQ [Closed] id 43 len 43 Jul 25 13:20:56.835 UTC: As34 LCP: ACCM
0x000A0000 (0x0206000A0000) Jul 25 13:20:56.835 UTC: As34 LCP: MagicNumber 0x4395638E
(0x05064395638E) Jul 25 13:20:56.835 UTC: As34 LCP: PFC (0x0702) Jul 25 13:20:56.835 UTC: As34
LCP: ACFC (0x0802) Jul 25 13:20:56.835 UTC: As34 LCP: MRRU 1524 (0x110405F4) !--- Negotiate
Maximum Receive Reconstructed Unit (MRRU) !--- MRRU is the maximum packet size this end will
reconstruct Jul 25 13:20:56.835 UTC: As34 LCP: EndpointDisc 1 Local Jul 25 13:20:56.835 UTC:
As34 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:20:56.835 UTC: As34 LCP: (0x2D3031).
Jul 25 13:20:58.831 UTC: As34 LCP: TIMEout: State REQsent Jul 25 13:20:58.831 UTC: As34 LCP: O
CONFREQ [REQsent] id 44 Len 43 Jul 25 13:20:58.831 UTC: As34 LCP: ACCM 0x000A0000
(0x0206000A0000) Jul 25 13:20:58.831 UTC: As34 LCP: MagicNumber 0x4395638E (0x05064395638E) Jul
25 13:20:58.831 UTC: As34 LCP: PFC (0x0702) Jul 25 13:20:58.831 UTC: As34 LCP: ACFC (0x0802) Jul
25 13:20:58.831 UTC: As34 LCP: MRRU 1524 (0x110405F4) Jul 25 13:20:58.831 UTC: As34 LCP:
EndpointDisc 1 Local Jul 25 13:20:58.831 UTC: As34 LCP: (0x131301636C6561726C616B652D6C616E) Jul
25 13:20:58.831 UTC: As34 LCP: (0x2D3031). Jul 25 13:21:00.831 UTC: As34 LCP: TIMEout: State
REQsent Jul 25 13:21:00.831 UTC: As34 LCP: O CONFREQ [REQsent] id 45 Len 43 Jul 25 13:21:00.831
UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:00.831 UTC: As34 LCP: MagicNumber
0x4395638E (0x05064395638E) Jul 25 13:21:00.831 UTC: As34 LCP: PFC (0x0702) Jul 25 13:21:00.831
UTC: As34 LCP: ACFC (0x0802) Jul 25 13:21:00.831 UTC: As34 LCP: MRRU 1524 (0x110405F4) Jul 25



13:21:00.831 UTC: As34 LCP: EndpointDisc 1 Local Jul 25 13:21:00.831 UTC: As34 LCP:
(0x131301636C6561726C616B652D6C616E) Jul 25 13:21:00.831 UTC: As34 LCP: (0x2D3031) Jul 25
13:21:01.135 UTC: As34 LCP: I CONFACK [REQsent] id 45 Len 43

Jul 25 13:21:01.135 UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.135 UTC: As34 LCP: MagicNumber 0x4395638E (0x05064395638E)
Jul 25 13:21:01.135 UTC: As34 LCP: PFC (0x0702)

Jul 25 13:21:01.135 UTC: As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.135 UTC: As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01.135 UTC: As34 LCP: EndpointDisc 1 Local

Jul 25 13:21:01.135 UTC: As34 LCP: (0x131301636C6561726C616B652D6C6H16E)
Jul 25 13:21:01.135 UTC: As34 LCP: (0x2D3031)

Jul 25 13:21:01.139 UTC: As34 LCP: I CONFREQ [ACKrcvd] id 6 Len 47

Jul 25 13:21:01.139 UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.143 UTC: As34 LCP: AuthProto CHAP (0x0305C22305)

Jul 25 13:21:01.143 UTC: As34 LCP: MagicNumber 0xE16DFC8D (0x0506E16DFC8D)
Jul 25 13:21:01.143 UTC: As34 LCP: PFC (0x0702)

Jul 25 13:21:01.143 UTC: As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.143 UTC: As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01.143 UTC: As34 LCP: EndpointDisc 1 Local

Jul 25 13:21:01.143 UTC: As34 LCP: (0x131201626F62736C616B652D6E61732D)
Jul 25 13:21:01.143 UTC: As34 LCP: (0x3031)

Jul 25 13:21:01.143 UTC: As34 LCP: O CONFACK [ACKrcvd] id 6 Len 47

Jul 25 13:21:01.143 UTC: As34 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:01.143 UTC: As34 LCP: AuthProto CHAP (0x0305C22305)

Jul 25 13:21:01.143 UTC: As34 LCP: MagicNumber 0xE16DFC8D (0x0506E16DFC8D)
Jul 25 13:21:01.143 UTC: As34 LCP: PFC (0x0702)

Jul 25 13:21:01.143 UTC: As34 LCP: ACFC (0x0802)

Jul 25 13:21:01.143 UTC: As34 LCP: MRRU 1524 (0x110405F4)

Jul 25 13:21:01.143 UTC: As34 LCP: EndpointDisc 1 Local

Jul 25 13:21:01.143 UTC: As34 LCP: (0x131201626F62736C616B652D6E61732D)
Jul 25 13:21:01.143 UTC: As34 LCP: (0x3031)

!-—-- Both sides have CONFACKed the parameters !--- MRRU of 1524 bytes and the Endpoint
Discriminator have been negotiated Jul 25 13:21:01.143 UTC: As34 LCP: State is Open !--- LCP

negotiation complete Jul 25 13:21:01.147 UTC: As34 PPP: Phase is AUTHENTICATING, by the peer !--
- Received a challenge from the remote router Jul 25 13:21:01.351 UTC: As34 CHAP: I CHALLENGE id
3 Len 36 from "bobslake-nas-01" Jul 25 13:21:01.351 UTC: As34 CHAP: O RESPONSE id 3 Len Jul 25
13:21:01.539 UTC: As34 CHAP: I SUCCESS id 3 Len 4 !--- CHAP authentication successful Jul 25
13:21:01.539 UTC: As34 PPP: Phase is VIRTUALIZED !/--- Virtualize Async 34 !--- Virtual Access
interface will represent the MP bundle Jul 25 13:21:01.543 UTC: Vil VTEMPLATE: Reuse Vil,
recycle queue size 0 Jul 25 13:21:01.543 UTC: Vil VTEMPLATE: Hardware address 0030.9401.£f101 Jul
25 13:21:01.543 UTC: Vil PPP: Phase is DOWN, Setup Jul 25 13:21:01.543 UTC: %$DIALER-6-BIND:
Interface Vil bound to profile Dil Jul 25 13:21:01.543 UTC: Vil VTEMPLATE: Has a new cloneblk
dialer, now it has dialer Jul 25 13:21:01.547 UTC: $LINK-3-UPDOWN: Interface Virtual-Accessl,
changed state to up Jul 25 13:21:01.547 UTC: Virtual-Accessl DDR: Dialer statechange to up !/---
Virtual Access Interface is up !--- Negotiate LCP and PPP parameters for Virtual-Access
Interface Jul 25 13:21:01.547 UTC: Virtual-Accessl DDR: Dialer call has been placed Jul 25
13:21:01.547 UTC: Vil PPP: Treating connection as a callout Jul 25 13:21:01.547 UTC: Vil PPP:
Phase is ESTABLISHING, Active Open Jul 25 13:21:01.547 UTC: Vil PPP: No remote authentication
for call-out Jul 25 13:21:01.547 UTC: Vil LCP: O CONFREQ [Closed] id 1 Len 33 Jul 25
13:21:01.547 UTC: Vil LCP: MagicNumber 0x439575FC (0x0506439575FC) Jul 25 13:21:01.547 UTC: Vil
LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:01.551 UTC: Vil LCP: EndpointDisc 1 Local Jul 25
13:21:01.551 UTC: Vil LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:01.551 UTC: Vil
LCP: (0x2D3031) Jul 25 13:21:01.551 UTC: Vil PPP: Phase is UP Jul 25 13:21:01.551 UTC: Vil IPCP:
O CONFREQ [Closed] id 1 Len 10 Jul 25 13:21:01.551 UTC: Vil IPCP: Address 0.0.0.0
(0x030600000000) Jul 25 13:21:01.551 UTC: As34 MLP: bobslake-nas-01, multilink up, first link
!--- First multilink connection 1is virtualized Jul 25 13:21:01.651 UTC: Vil IPCP: I CONFREQ
[REQsent] id 1 Len 10 Jul 25 13:21:01.651 UTC: Vil IPCP: Address 172.21.104.254 (0x0306AC1568FE)
Jul 25 13:21:01.651 UTC: Vil IPCP: O CONFACK [REQsent] id 1 Len 10 Jul 25 13:21:01.651 UTC: Vil
IPCP: Address 172.21.104.254 (0x0306AC1568FE) Jul 25 13:21:01.731 UTC: Vil IPCP: I CONFNAK
[ACKsent] id 1 Len 10 Jul 25 13:21:01.731 UTC: Vil IPCP: Address 172.21.104.48 (0x0306AC156830)
Jul 25 13:21:01.731 UTC: Vil IPCP: O CONFREQ [ACKsent] id 2 Len 10 Jul 25 13:21:01.731 UTC: Vil
IPCP: Address 172.21.104.48 (0x0306AC156830) Jul 25 13:21:01.915 UTC: Vil IPCP: I CONFACK
[ACKsent] id 2 Len 10 Jul 25 13:21:01.915 UTC: Vil IPCP: Address 172.21.104.48 (0x0306AC156830)
Jul 25 13:21:01.915 UTC: Vil IPCP: State is Open Jul 25 13:21:01.915 UTC: Dil IPCP: Install



negotiated IP interface address 172.21.104.48 !--- IP address 1s assigned to virtual-access
interface Jul 25 13:21:01.919 UTC: Vil DDR: dialer protocol up Jul 25 13:21:01.919 UTC: Dil
IPCP: Install route to 172.21.104.254 !--- Route to loopback address of remote router Jul 25
13:21:02.539 UTC: %LINEPROTO-5-UPDOWN: Line protocol on Interface Async34,

changed state to up

Jul 25 13:21:02.551 UTC:

%LINEPROTO-5-UPDOWN: Line protocol on Interface

Virtual-Accessl, changed state to up

!-—- Full connectivity with first async connection !--- Begin dialout using second async
interface Jul 25 13:21:08.191 UTC: As33 DDR: rotor dialout [priority] Jul 25 13:21:08.191 UTC:
As33 DDR: Attempting to dial

! -—— Number to be dialed; this number is the PRI on the remote router Jul 25 13:21:08.191 UTC:
CHAT33: Attempting async line dialer script Jul 25 13:21:08.191 UTC: CHAT33: Dialing using Modem
script: async-mppp & System script: none !--- Use chat script async-mppp for dialout Jul 25
13:21:08.191 UTC: CHAT33: process started Jul 25 13:21:08.191 UTC: CHAT33: Asserting DTR Jul 25
13:21:08.191 UTC: CHAT33: Chat script async-mppp started Jul 25 13:21:33.859 UTC: CHAT33: Chat
script async-mppp finished, status = Success !--- Chat script successful Jul 25 13:21:35.859
UTC: $LINK-3-UPDOWN: Interface Async33, changed state to up Jul 25 13:21:35.859 UTC: Async33
DDR: Dialer statechange to up Jul 25 13:21:35.859 UTC: $DIALER-6-BIND: Interface As33 bound to
profile Dil Jul 25 13:21:35.859 UTC: Async33 DDR: Dialer call has been placed !--- PPP
negotiation begins Jul 25 13:21:35.859 UTC: As33 PPP: Treating connection as a callout Jul 25
13:21:35.859 UTC: As33 PPP: Phase is ESTABLISHING, Active Open Jul 25 13:21:35.859 UTC: As33
PPP: No remote authentication for call-out !--- CHAP challenge is configured for callin only !--
- LCP negotiation begins; Multilink parameters are also negotiated Jul 25 13:21:35.863 UTC: As33
LCP: O CONFREQ [Closed] id 21 Len 43 Jul 25 13:21:35.863 UTC: As33 LCP: ACCM 0x000A0000
(0x0206000A0000) Jul 25 13:21:35.863 UTC: As33 LCP: MagicNumber 0x4395FC05(0x05064395FC05) Jul
25 13:21:35.863 UTC: As33 LCP: PFC (0x0702) Jul 25 13:21:35.863 UTC: As33 LCP: ACFC (0x0802) Jul
25 13:21:35.863 UTC: As33 LCP: MRRU 1524 (0x110405F4) !--- negotiate Maximum Receive
Reconstructed Unit (MRRU) Jul 25 13:21:35.863 UTC: As33 LCP: EndpointDisc 1 Local Jul 25
13:21:35.863 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:35.863 UTC: As33
LCP: (0x2D3031) Jul 25 13:21:37.859 UTC: As33 LCP: TIMEout: State REQsent Jul 25 13:21:37.859
UTC: As33 LCP: O CONFREQ [REQsent] id 22 Len 43 Jul 25 13:21:37.859 UTC: As33 LCP: ACCM
0x000A0000 (0x0206000A0000) Jul 25 13:21:37.859 UTC: As33 LCP: MagicNumber 0x4395FC05
(0x05064395FC05) Jul 25 13:21:37.859 UTC: As33 LCP: PFC (0x0702) Jul 25 13:21:37.859 UTC: As33
LCP: ACFC (0x0802) Jul 25 13:21:37.859 UTC: As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:37.859
UTC: As33 LCP: EndpointDisc 1 Local Jul 25 13:21:37.859 UTC: As33 LCP:
(0x131301636C6561726C616B652D6C616E) Jul 25 13:21:37.859 UTC: As33 LCP: (0x2D3031) Jul 25
13:21:39.859 UTC: As33 LCP: TIMEout: State REQsent Jul 25 13:21:39.859 UTC: As33 LCP: O CONFREQ
[REQsent] id 23 Len 43 Jul 25 13:21:39.859 UTC: As33 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul
25 13:21:39.859 UTC: As33 LCP: MagicNumber 0x4395FC05 (0x05064395FC05) Jul 25 13:21:39.859 UTC:
As33 LCP: PFC (0x0702) Jul 25 13:21:39.859 UTC: As33 LCP: ACFC (0x0802) Jul 25 13:21:39.859 UTC:
As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:39.859 UTC: As33 LCP: EndpointDisc 1 Local Jul 25
13:21:39.859 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:39.859 UTC: As33
LCP: (0x2D3031) Jul 25 13:21:40.199 UTC: As33 LCP: I CONFREQ [REQsent] id 6 Len 47 Jul 25
13:21:40.199 UTC: As33 LCP: ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:40.203 UTC: As33 LCP:
AuthProto CHAP (0x0305C22305) Jul 25 13:21:40.203 UTC: As33 LCP: MagicNumber O0xE16E950F
(0x0506E16E950F) Jul 25 13:21:40.203 UTC: As33 LCP: PFC (0x0702) Jul 25 13:21:40.203 UTC: As33
LCP: ACFC (0x0802) Jul 25 13:21:40.203 UTC: As33 LCP: MRRU 1524 (0x110405F4) Jul 25 13:21:40.203
UTC: As33 LCP: EndpointDisc 1 Local Jul 25 13:21:40.203 UTC: As33 LCP:
(0x131201626F62736C616B652D6E61732D) Jul 25 13:21:40.203 UTC: As33 LCP: (0x3031) Jul 25
13:21:40.203 UTC: As33 LCP: O CONFACK [REQsent] id 6 Len 47

! -—- PPP parameters are agreed on (CONFACKed) by both sides Jul 25 13:21:40.203 UTC: As33 LCP:
ACCM 0x000A0000 (0x0206000A0000) Jul 25 13:21:40.203 UTC: As33 LCP: AuthProto CHAP
(0x0305C22305) Jul 25 13:21:40.203 UTC: As33 LCP: MagicNumber 0xE16E950F (0x0506E16E950F) Jul 25
13:21:40.203 UTC: As33 LCP: PFC (0x0702) Jul 25 13:21:40.203 UTC: As33 LCP: ACFC (0x0802) Jul 25
13:21:40.203 UTC: As33 LCP: MRRU 1524 (0x110405F4)

!--- MRRU of 1524 bytes is accepted Jul 25 13:21:40.203 UTC: As33 LCP: EndpointDisc 1 Local Jul
25 13:21:40.203 UTC: As33 LCP: (0x131201626F62736C616B652D6E61732D) Jul 25 13:21:40.203 UTC:
As33 LCP: (0x3031) Jul 25 13:21:40.207 UTC: As33 LCP: I CONFACK [ACKsent] id 23 Len 43



!--- PPP parameters are agreed on (CONFACKed) by both sides

Jul 25 13:21:40.207 UTC: As33 LCP: ACCM 0x000A0000 (0x0206000A0000)

Jul 25 13:21:40.207 UTC: As33 LCP: MagicNumber 0x4395FC05 (0x05064395FC05)
Jul 25 13:21:40.207 UTC: As33 LCP: PFC (0x0702)

Jul 25 13:21:40.207 UTC: As33 LCP: ACFC (0x0802)

Jul 25 13:21:40.207 UTC: As33 LCP: MRRU 1524 (0x110405F4)

!--- MRRU of 1524 bytes is accepted Jul 25 13:21:40.207 UTC: As33 LCP: EndpointDisc 1 Local Jul
25 13:21:40.207 UTC: As33 LCP: (0x131301636C6561726C616B652D6C616E) Jul 25 13:21:40.207 UTC:

As33 LCP: (0x2D3031) !--- LCP negotiation is complete Jul 25 13:21:40.207 UTC: As33 LCP: State
is Open Jul 25 13:21:40.207 UTC: As33 PPP: Phase is AUTHENTICATING, by the peer !/--- CHAP
authentication begins Jul 25 13:21:40.419 UTC: As33 CHAP: I CHALLENGE id 3 Len 36 from
"bobslake-nas-01" !--- Received challenge from bobslake-nas-01 Jul 25 13:21:40.423 UTC: As33
CHAP: O RESPONSE id 3 Len 37 from "clearlake-lan-01" Jul 25 13:21:42.528 UTC: As33 CHAP: T
SUCCESS id 3 Len 4 !--- CHAP authentication is successful Jul 25 13:21:42.528 UTC: As33 PPP:
Phase is VIRTUALIZED !/--- Async 33 is added to Virtualized MP bundle Jul 25 13:21:42.528 UTC:

As33 MLP: bobslake-nas-01, multilink up

l-—- Multilink connection is up Jul 25 13:21:43.528 UTC: $%LINEPROTO-5-UPDOWN: Line protocol on
Interface Async33, changed state to up clearlake-lan-01# Jul 25 13:23:52.028 UTC: Vil MLP:
Disabling particle-fastswitching in 'bobslake-nas-01' Jul 25 13:23:52.028 UTC: Vil MLP: Enabling
particle-fastswitching on 'bobslake-nas-01' !--- Cisco IOS adjusting fast switching strategy to
keep in step !--- with delivery of packet fragments Jul 25 13:23:53.872 UTC: Vil MLP: Disabling
particle-fastswitching in 'bobslake-nas-01' Jul 25 13:23:53.884 UTC: Vil MLP: Enabling particle-
fastswitching on 'bobslake-nas-01'
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