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The most common SAML flow is shown below:

SAML 2.0 Flow

Resource Server Client Authorization Server / 1dP
ety Browrser)

User accesses URL in app
¢ 0
HTTP POST to AS w/ Aulh Reguest Auth request is
o » passed, verified

App penerates
auth request

User is sent to login page ai AS

L
L]
[ User lags in

Redirect to app w/ SAML token

F 9

o SAML teken
is genarated

User is logged in 1o refource Server

>

SSO Message Flow

Application Identity

k]
] &
éo- Rc?'e UCCE, 4 [ADFS,
ased ¢ VIELERENS P Pingldentity,
gg?\?rsosl e. etc) g 5 Oracle, etc | gorporat
NOR Directory
=
- =
-3 % New
2 - addition
< 2 required for
E|l @ SSO
% .
E w
o
©

1. Idp cookies

T-aken and Cache

e, All rights reserved.  Cisco

SSO ZEMICLERETI—2 T MY Finesse FTAOZKNY IO A4>F3E, RO ENR
CYET,

TATUTAT4 B—ER (IDS) L BETH L, Finesse U —NAT—12 K 757
HrUAANLINT S,

.IDSHATI—IUN 7S50 % SAMLBERGETTATFoT474 7ANA X — (IDP) (C
DEALYUKNTB,



- IDP (& SAML h—2U > &%, L, IDS H—/NICET,

N=OUHFERENDE, I-DIVRNATTIVT—23VESBIDETICZOEMEN
— oV EFEALTOTALET,

N—HNB:IDP 8LV IDS THEATHIAHASE

SSL Certificate SSO
< > Client
M
SSL Centificate (IDS)

SAML Request  Signed by IDS .
ADFS €

SAML Token Signed by IDP

-
IDS
Encrypting/Decrypling Cenificate
(Not Enabled By Default)

Draw by Donnie Yan
30 May 2017

IDP SIEEA %

. SSL SR (SSO)
- N—=U EBRHE
- hN—=DO2  EF

1 File Action View Window Help

vop| 21 =

1ADFS

t Sfr\.rlce i Subject Issuer Hfective Date Expiration Date  Status  Primary
|| Endpoints . A
- . Service communications
| Certificates
= . - [EICN=col115dc.col115.0rg.au, OU=TAC, O=Cisco...  CN=col115COLI15CA, . 12/30/2016 12/30/2017
|| Claim Descriptions
1 ] Trust Relationships Token-decrypting
[ ] Claims Provider Trusts [EICN=ADFS Encryption - col115dz.col115.0rg.au CN=ADFS Encryption -co...  12/30/2016 12/30/207 Primary
[ Relying Party Trusts Token-signing
[ Attribute Stores [EICN-ADFS Signing - col115dc.col 115 org au CN=ADFS Signing -col11...  12/30/2016  12/30/2017 Primary
I [ Authentication Policies
1 “| Per Relvina Partv Trust

IDS SERE

. SAML i[ERE
. EBRE—



5] o]
Setﬂﬂgs dS Trust Security Troubleshooting
Tokens o :
Set Token Expiry Generate Keys and SAML Certificate
Keys and Certificates - -
= s Ke"rsam P Encryption/Signature key
Regenerate key for token encryption and signing
D
SAML Certificate
Regenerate certificate for signing SAML request
Once certificate is re-generated, perform the metadata exchange and ensure the 550 Test is
successful.
[a] o)

/N—Nh C : IDP FEBI MO FFAE & BRI
SSL fEBA# (SSO)

- COAZRF IDP EVZA T NEATERAEhET, 771472 MIT SSOIAEZRERE
TRILENBYNET,

- SSLARAERIZATRNEDPH—NEOEY> IV ZBESLTRIEHICHEALET,
DOFEAEE ADFS TR AL, IISEBDQIHETT,

- SSLAEFAE DB/ A ADFS RETEAL LB E —BLTLWRIREN B ET,



i Edit Claim Rules for col115idspub.col115.0rg.au
ﬂ Edit Rule - col115idspub.col115.org.au

You can configure a custom claim rule, such as a rule that requires muttiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

col115idspub col115.0mg.3u

Fule template: Send Claims Using a Custom Rule

Custom rule:

name" n
=> issue(Iype =

"http://schemas.xml socap.orqg/ws/2005/05/identity/claims/nameidentifier™,
Izsuer = c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,
ValueIype = c.ValueIype, Properties
["http://schemas.xmlscap.ocrg/wa/2005/05/1dentity/claimproperties/format
"] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties,/namequ
alifier™] = "http://colll5dec.colll5.org.au/adfs/services/trust”™,
Properties
[“Thttp://schemas.xmlscap.org/ws/2005/05/identity/claimproperties,/spname
gqualifier”™] = "colllSidspub.colllS.org.au™);
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