Cisco Catalyst SD-WAN Manager® 2 0 AH% A
NAOUTT142 0 DOE5HEM

7 RINAH1J—ID : cisco-sa-sdwan-xss-  CVE-2024-
Mediu Q4KPvYd 20475

7236 B : 2024-09-25 16:00

/N\—>321.0: Final

CVSSA7 :6.4

[E138 %K : No workarounds available

Cisco /N ID : CSCwk43942

BAZEICLDEHIFE. RFICLDIEXDILXSHRTHY), REFEREXENETH
BOEHENH2HEICE. RERNAIBELET,

BE

Cisco Catalyst SD-WAN Manager ( IB#:Cisco SD-WAN vManage ) DWebX—AEEB A > X—7
IAARICETHRBEICKY, BIAETHEVE—PNOHEEZEN, 1 VF—TIAADI—HIZH
LTOQAYA RNAODTT 42T (XSS)HEZ LI TDAREMEN BV ET,

COMSEMEE. WebR—ANEBA 2V EZ—T I AN I —HFANZELLKRIALBZWVWZEICER
LTLWEYT, REBER, BEOHZT—RERIAVE—TIAADBENT—RT7 1 =)L RIC
BATRCET, COMBUEZAERNAIDAEMA B ET, TVATOMMNIRITDE,
WBEEIZIEAVE—TIAATEEOARAY YT N I—RERTTED TN B ET,

JATDRCOMRBECHLTEDYTIRNIITFTYTF—REVI)—ALTVET., CORBMEIC
Mg REBREHRE A

T RNAFVE, ROV OKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-
xss-zQ4KPvYd

ST
RSN &2 HMm

NEAKRTIE, COMRBEERT/NAAREICEFESEL, Cisco Catalyst SD-WAN Manager|(Z &
%EE%T kl‘gEL/TCo

NARKTHRBEABEENTWVS Cisco V7 RTITT7OI))—RAIZDO2VWTE, 20T RNA
OO "MBERKVYTIRNIIT 20232V ZZRLTKEETV, REZTETHEHROBRICO


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-xss-zQ4KPvYd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-xss-zQ4KPvYd
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk43942
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20475

WTE, COTRNAFUDOLEZICHZ/NT ID OFEHEI> I EZSBELTLSEETL,
s EZEA TRV ENEREAERS

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOKN ., COMEMD
HEEZ R EN DA 2TVET,

2] 3 5%
COMmBEIC LT BEBERS Y EE A

BEZRVTRNDIT

VINDITOTFTYTIL—RZEBRFIIEICEK. AOEF1UT4 PRNAMFI R=DT
AFTERAOHMOT RNA PV ZEHNICSRL T, REZZTHAEMETYTIL —
RYDV1-232—AEi#RBLTSEEV,

WIFhoBEE, 7YTIL—RIBFNAALLTDBXEIN BB L, BLRUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BREL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFAZ7ANAMZ—=ICHEBLEbELLEE L,

BIEFEHR)—A

RITHRATRE., ROKICRTVU—ABERIIEETLE, RETE2THRHOBWMICOVTR,
DT RNAFVUDOLEICHZD/NT IDOFMEISI2ZZRBLTSEZL,

ERAQOHICREIAOAY 7RI F7II)—=R, ARIOHICEV I —AANZOFT RNNAH ) (CEREHE
NTLVBBEEOREZZTRIHNESH., BLUOZOMRBRICHTZIBEEZST) ) —ANRE
NTVWERT,

Cisco Catalyst SD-WAN Manager') ') — A || First Fixed Release ( {§IEE N =& HAD') 1) —RX )
20.111 BA8y BIEEKI ) —ARIZHEIT,

20.12 20.12.5 ( 20254248 )

20.13 BIEFZEHR ) —AIZBIT,.

20.14 BIEFK) ) —AICBIT,

20.15 fEsstEs L

1.2024%5H14H. Cisco SD-WAN vManageV 7 R T TF7VIJ—R2011G& Y 7N DI T X T
FTUOANERTUEL =,

Product Security Incident Response Team ( PSIRT; Z7AX IV N %21 UF4 412 F2N LA
RUVAF—L) ), COTRNAFVICEBEENTVRIERHETDIV I —ABEREMBEE LU



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/products/collateral/routers/sd-wan/sdwan-release-20-11-x-eol.html
https://www.cisco.com/c/en/us/products/collateral/routers/sd-wan/sdwan-release-20-11-x-eol.html
https://www.cisco.com/c/en/us/products/collateral/routers/sd-wan/sdwan-release-20-11-x-eol.html
https://www.cisco.com/c/en/us/products/collateral/routers/sd-wan/sdwan-release-20-11-x-eol.html

—X'%ﬁa)&fé*ﬁﬁfbi?o

FTEMAEH E KRR

Cisco PSIRT Tld, X7 RNAHVICREE N TV IMRBEOFTERAELR T OAKRIGHETIL
THYFEEA,

H B8
ABBER. SATRBTOERFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-
xss-zQ4KPvYd

oG] B EE

N—>3a> B o3y AT—RA B+
1.0 AEARY)—X — Final 20245 9H25H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABFVOBHBEBICVIVDOERICETZIREN—IFTNhSOEREC
HB2ENELERT, Fh, DATRBAERFIXNORABRZFESRLICEELLY, EFRLLEY
TRENEBLET,

AT RNAF)DORRANBICEL TIHREE O URL ZEBEL, BIOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BEAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHAOIVR
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-xss-zQ4KPvYd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-xss-zQ4KPvYd

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



