Cisco Meraki Systems Manager Agent for

Windows M #E R & 1& D Rie 55 1%

7 RINA Y1 —ID : cisco-sa-meraki-agent- CVE-2024-
H |g h dll-hj-Ptn7PtKe 20430

#1.°F B : 2024-09-04 16:00

/N\—>321.0: Final

CVSSAO7 :7.3

[2]38 5% : No workarounds available

Cisco /N7 ID :

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Cisco Meraki Systems Manager(SM)Agent for Windows D g5t IC Kk V), REEEniO—AHL D
REENBHEERZFEAL TEEOI—REETIHDAHENI HYET,

COMEBEME, RTEOTFALINIBRRENAOTEYZLNBICERLET, ERORKVKES

&, BESATAICEEOHD A 714F21L—23277AILEEEOHBDLL77A4ILDOH

FEBRETSD LT, COMEHEZETIA7OA KNL, Cisco Meraki SMA EEEIBFIC 7 7 1 )L &R
A2 TETIBAEMNBDYET, TVATOAAMNCEINTDE, REEES AT LEREZE

AULTRERATALTEEN I—RERTTEDAREMEN DY ET,

Cisco Meraki Tl&, COHEMICHNTDZIVINIITTY S F—rhEJV)—ALTVWET, C
DEHHEICRLTZIEREKEHY) EEA,

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-
agent-dll-hj-Pin7PtKe

ST
RSN &2 HMm

Z DESEMIE. Cisco Meraki SM Agent for Windows T ¥,

fESEUEAFEETS Cisco V7 RDITVI—RICDOVTE, COT RNAFUD MEEFHY
Jh2TT7, €023 25RLTLKEEL,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-agent-dll-hj-Ptn7PtKe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-agent-dll-hj-Ptn7PtKe
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20430
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20430

feBtEEATVAVW EfEFEEh-REA

COTRNAFUDOELEOHZREEIIVICEHENATVRIREOAKN ., COMEMD
HEEZ R EN DA 2TVET,

AT, COEEEMA Cisco Meraki SM Agent for MacT ¥,
[ 368 3
CORBHEICHNTIEBEEHY) EE A

BEZRVTRNDIT

Cisco Meraki Tl&, COT7 RNAHUIZRBEEhREMICH0TI2EEDY I NDITFTTFYS
F—RrZ)J—=ALTVET,

BEEBEN M VARN=IULEVHR—RNZZTLEYTEDOE., F4E2RAZIBAVELEVEY
FRhDIT7V)—RETA—FF+EYRNIRLTOAERYNET, BEEEF., COXSIBYT K
DITFYTIL—REAAN=II, 20— R, TOtRA, ELEETOMOFETHERT
BlECEY), PAOAIVR I Y- FM 2V AZNBLVORETHRBEBORMGICKS C
EICEEBELECEICRYET,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

Fh, BEENVIRNIDIT7EZIO—RTEDNOIE, Cisco Meraki S E#E. 5 Wi
Cisco Meraki BEV 2Z—/N—KF—H5. Y7 RNIVITOFMBETA > AZRMELTVS
BEICERYVET, BFE., ChEUBIBALEVY I NIITOXTFATYTIL—RTY,
BEOEF1IVTA VINIDITTYVTTF—RNIEL2T, BEFEHRICHLWITINIIT 54t
VAL BMYTRNIDIT TJ4—F ¥ YN, FEEXDYy—0UEDa 7Y TIL—RICHET
DEBRNIMfTEEhD LB FEBA,

HEERIE, [Cisco Security Advisories] R—> TAF T& % Cisco Meraki #EDO T RNAH 1) &E
HNICSRBLT, REZZTHUREMEREBTYTIL—RVYUI-—23 0 2RRAIDL%E
HESHLERT,

WIFNDBEE., TYTITIL—RIBTFNAALCTDBXETINIHBD L, BLUTBED/\—R
DITFEVIRNIITOBENFRI)—ATEEREELLKHR—KrEchTVWE Lz +HIC
BERLTLKEEE W, CiscoMerakild, 77—ADITOEHICTI7—LIITORANTSOT
IAZFAITREEZHRLTVET, FHRIARTHAVEEE. Cisco Meraki TR — b ([CEL
EhEBLEZHBHOLET,

BIEFEHR)—A

Cisco Merakild, 202468 12B(CMeraki® v 1 R—REZBLU T, COMEBHICHTIIEESE
ELT7YTTF—RZEUI)—ALEL I, Cisco Merakild, Cisco Meraki SM Agent for Windows ')


https://www.cisco.com/c/en/us/about/legal/cloud-and-software/end_user_license_agreement.html
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support
https://documentation.meraki.com/General_Administration/Support/Contacting_Support

)—R420BICESICTYTIL—RTB L E2#HELET, Cisco Meraki Systems Manager
Agent) ) —R4200J)—A/—HKIE,

https://documentation.meraki.com/SM/Device Enrollment/Systems Manager Agent Release Notes THE
W CEET,

MerakiZ Y2 1R—ROI—J I MNN=2D 3 EBARHELIEU D —RA4.200RICERES 1
TVWBIATATR, I-2I2NOBARBEBNICBEZRXR V) —AICTYTIL—REIE
To XY RNDT—VLEOBBOFNAAREEFBEDTFNAARII—2I O MN—2 30 2RET
BHECODVTR, "ATAXZ—I¥T—IJIREMDMZO77A4IINDEE, 258BL T
<EEV,

FTEMAEH E KRR

AT RINA B OB T, Cisco Meraki Product Security Incident Response Team(PSIRT) T
. BT RNAHFVICRBEhTVIRBFEOFEFABFEZTOAREEILTHIEE A,

) B2

Cisco Merakild., Cisco Meraki BugcrowdZ7’ OJ S AZBU T DREFEMEEREL TV EEVWE
Bugcrowd 1—HJony_Juicel B# WL E T,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-
agent-dll-hj-Ptn7PtKe

oG] B EE

N—>3a> B o3y AT—RA A1
1.0 JEAREV)—R — Final 2024 9H4H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABTVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HB2ENDELERT, Fh, DATRBAERFIXNOABRZFESRLICEELLY, EFRLLEY
TRENEBLET,

AT RNAF)DORRNBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATRHROIVR
A—HZXHRELTLVET,


https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_Release_Notes
https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_and_MDM_Profile_Enrollment#Agent_Version_Control
https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_and_MDM_Profile_Enrollment#Agent_Version_Control
https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_and_MDM_Profile_Enrollment#Agent_Version_Control
https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_and_MDM_Profile_Enrollment#Agent_Version_Control
https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_and_MDM_Profile_Enrollment#Agent_Version_Control
https://documentation.meraki.com/SM/Device_Enrollment/Systems_Manager_Agent_and_MDM_Profile_Enrollment#Agent_Version_Control
https://bugcrowd.com/ciscomeraki
https://bugcrowd.com/ciscomeraki
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-agent-dll-hj-Ptn7PtKe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-agent-dll-hj-Ptn7PtKe

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



