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a,¢af%.af @a,na, flaFraFvalD : cisco-sa
gﬁ%ﬁhﬁ config-wVK52f3z
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ae0eEge se-"ae—¥ : 2023-07-27 16:38
if @afa, afsasf 1.1: Fina
&Z6€¢¢- : No workarounds available
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CSCweb404359 ®a1+éY:3,' 89— 9'3923€,aFaFaf%4a,'a9839®acaloe
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Specified group object (name) does not exist
*** Qutput from config line xxxx, " group-object name..."
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FTDA3,%af3f°3,! 4,83,Cafa%af143,'7.2.02»¥é™M Q3@ Pr-°3€9—3€,3°75.. Y@ 83 A€QAfaf5,02
ASA3,1,af-3f "3, 4,85,¢3€53,"a€°Cisco

FTDA3,%af3f°4,! 4,83, 3@ ®E»¥3%0@ 3@ ®IF 3143, 4€985@ € QIO "5QR2OYefL3Q affafa,
Secure Firewall ASAE -&ffY48,%.18(x) af & af vaa, 18f Zaf Vaaf T/ SASA
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running-config obj ect-gr oup-

sear cha, 3af 28738 %8, 8ol 5O —3 @%@ ™IE, 23O RE4AQP FEQOGS

ACLae0e€6 @ OAE-20OYefa€ Ere%idS'i@ 39 3QFI@ ' 5€,3,3OY3, Q19 P +E™3HF O3
running-config obj ect-gr oup-sear ch, 3af 74f %4 %oa@ ®31°35>3, c°3 @ —3 € | 5@, 3 Q%I ™AE,

<#root>

#

show runni ng- confi g obj ect-group-search

obj ect - group- search access-control

4©"3€®3,°3f733 a5 %03 @8O aQ®31°3S,3 @ Ee;"5€ 3,3, 3 €<FE€no object-group-search
access-contr ol A ®31°35>3 € Ee,;"3€+3,ES,<3 3" 3@ 3€90GS

ACLaee€é @ OAE-20VYef1Li@EC, i8S 3@ «3Q 3 QLIQ | 5653, S3CHAf1af@5,75,'3@ 19 "3P B34
&, TaVtaeL85@ EAa~30e 3@ ™3 ,<3,-3,73,%3,13f+3f3, '3,83,caffafafa,'a@«aQ9ri@, i@ | i@ €O
8, TaV/at €88, 49«4, 6985 9,30%50,50"30 GO ECC°2° 9594, EIHYL13"Q

3O 3Q®3,Caf%oaf@a,na, 93 3@ ®e, 1Y/ +aeE8EQ®AD,3,«e£123" @8 »8, 4, -8f 8afa@«e” "€%%0a €3, (

8,815,359 83¢ Qi iOPRI @& EIQECisco Firepower Management

Center(FMC)3, 135355, 5,83,C3@«3@ 31216Y:3,/4 750 50°3€,30"39 "3,((°° @30 —i0 ' 50,
o3¢ °
ACLS\Q_5€0§J‘¢§J‘Q§,§§,1§Q"éQ®é—“é€0§0§éﬁé@%fiéf@é,ﬁ§,1é,’gpGEg"ié@mé,éf@é.fféféf_éf
o TV BB VA o™, 5@ «aft3f 93,03, 59539 3OO @& TFQECMCVIP™MI P I QPOFQTIE,
group #13€ object-group
#23,3fiafPafQa@ 3@—a@ | aVi (" dQ—3@%hIQO™IQEIECYA,"3,cafhaf 3, caffaf—a afasf-a,£3,®al
group
#2359 AUEIOIORIQP a0 @363, EIQPNIGO™IE, 3", E36«3,"3,S5€Qafaf-afhaf ™ 3«

CSCweb40435€@ ®a%.+éY: 3, a9 —39'a€°3€,afaFa5%3,'49889®a1L+6Y:3,'a QP —:

59 "3QORI-@ETEIQ 3€@Cisco
ASAQ3,%af+af"a, | 3,83,¢3f232585143,"9.18.14»¥é™ 343 @Y€ Cisco
FTDa,%2af-af"a, | 5,83,Caf25f235143,'7.2.05»¥é™ @3, ARYe|E39—3€ ! 5€,3,<3,3,'3,3e£13" Q3@ «a1s1éY
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group network groupl-

dmza@ Ea@,¢...83%Ea@«3,"a,;afhaf"a,caffaf—a,af*af-a,£3, ®af¥af-afaa, afsafa @ «a @«a@a,Es

group network groupi-

dMza@ 3faf14af%03@+3, E3@33€ QL %4 %54, 4,83, Af & °af Afvaf—af @affaf af afad, GEEASE

<#root>

!
Object-group network group2-dmz
Object-group network group3-dmz
|

object-group network a€rAd€€
group- obj ect groupl-dne

group-object group2-dmz
group-object group3-dmz
!

oj ect-group network groupl-dne

59", 39«3, 3,55€ Q2 0e€s" QIQ®IFIFafhEfY%0e™ 1P «IQPRIQ A€ Q25O ®F, 5, 1Lafhaf«&,”

<#root>
Specified group object (
groupl-dne

) does not exist

*** Qutput from config line xxxx, "

groupl-dne

group-object

CSCwe640435@ ®a%.+éY:3,'a @ —a9'a,«<afafafi,'a9839®e, 1al+te€ia P EA"Aa

Cisco ASAS, VAf+af 4, 4 84, CAfoaf%f.4,10.18.3.305€€9.18.3.463€€9.19.1.123€53,"5€>Cisco
FTD3, %3354, 4,83, Caf*5f2af143,'7.2.459 CSCwe6404339®31:+6Y, 5,39 —5€'3€@object-

group-sear ch access-contr ol

ACLatb@O3E-20Yef1h3@ Ere%idS'd@«39° QL3 | 5€,5,4 39 19RIQ €939 59 ®], (A
group-sear ch access-controla@ Ee " 4®35€+3,Fa€ | 3€53,53€€ Object-group network groupi-
dmza@ E3,C...83%Ea«3,"8,;3FaF 8, Caffaf—a,afaf3,£3,®af¥af-afha, 3f835€ «3€,3,55 @ % ¢

acCCess-
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lista@®31°8S>3 @ «&] " (r°3 @3, E3 QI >3,"aE,

<#root>
|

obj ect - group- search access-contro

!

!

Object-group network group2-dmz
Object-group network group3-dmz
!

obj ect - group network a€cra€ @
group-object groupl-dmz
group-object group2-dmz
group-object group3-dmz

oj ect - group network groupl-dne

é@“é0®é,-éfééfaé,aéQ_é€0éfaéféf%éf%oé%o@é€0§0“"501é@ | dQBACLIQ EXLIO—QOEOO
access-list
CLI& 3af2éf3éf%oé0®éi°é§>§,’ae_”é1/4fé0""5,@0”50 "A@8¢C°’ QP8I QPPAPHIG™IE, 2P B®Aacc

<#root>

# show access-1list
access-1list Inside_in line 1 extended deny ip object-group A any (hitcnt=0) 0xd90bfelb

access-list Inside_in line 1 extended deny ip v4-object-group A(2147483650) any4(2147549186) (hitcnt=0)

access-list Inside_in line 1 extended deny ip v4-object-group A(2147483650) any6(2147549187) (hitcnt =(

access-list Inside_in line 2 extended permit ip object-group B any (hitcnt=0) 0x8beb7d31
access-1list Inside_in line 2 extended permit ip v4-object-group B(2147483652) any4(2147549186) (hitcn
access-1list Inside_in line 2 extended permit ip v4-object-group B(2147483652) any6(2147549187) (hitcn

| AP REYiAQ FEQAFAfafUEfI00aNEIYP®ELES>E, (°FP—3@ | 5€,50NIQO™IEACLIG EXLIQ—



<#root>

#

show access- i st

access-list Inside_in line 1 extended deny ip object-group A any (hitcnt=0) @xd9@bfelb

access-list Inside_in line 2 extended permit ip object-group B any (hitcnt=0) 0x8beb7d31
access-list Inside_in line 2 extended permit ip v4-object-group B(2147483652) any4(2147549186) (hitcnt
access-list Inside_in line 2 extended permit ip v4-object-group B(2147483652) any6(2147549187) (hitcnt

H76€p¢C-
50300 GEEIQ %it! FOMI DICQI-50 59,5,550%3 63 "5E,
3Q"3@®3,»3, 3,af83FP3@®xS...d t3@ I€QARYE(ES 5 af3,£3,®af¥af-afa, af85 5@ «a@«a @

1. &®afae a€p; 3 a2 a5 143, 3@ «a,Caffaf—a,°af-af1haf% 3 @ —3€9 | 3,3€Qx- 2 Q1LIP—3€ 5,3
2. &f%, «af @3F°3,°af—3, 3f83 3@ ®13€na, ARYeL.. 39 —3QYIUTIH 3€Qr—(Ca"3@®5,(C5, a»:
3. ACLAQ Ex%0<d<3€8573%4039+3, FaQYiUTIQ €939 "3 ®3,Caf%af@3,13 051 3Q®IEC
FMC3€3:3€Y3€ Cisco Cloud-Delivered
FMC(cdFMQC)a@«a,"3@£3@ | (®ic@ta@-a, &S «Cisco
FTDAft3f€3,03,'3983€ 3€@L AR3IQ®IH73%0I "3,12af-3f°3,! 4,83,Ca€@®3,Caffaf—a,°af-a

Cisco FTDa, Vf+4f 4, 14, §4, CAfeafaafy.a,17.2.0 %42
7.3.159 ®3 3% 03,55 —3, 3855 (CSCweb404359 ®aV2+6Y: 3,490 —39'39°50,,)

89"3,E3, %03 @®afafES1E,' 3983 @ 3€@3,"5,;af%af 3,Caffaf—a,>af%af-3,£3,®af¥af-afla, af8af a4

« Cisco FMCa9 %39 Y36 Cisco
cdFMC3€«3,"3@£3@ | (RicO TIP3, 3@ 5€,3,af13f@3,03,'53Q®3 3@ 3€Q312+EY:3,/4@—:
FTDaftaf€3,13,"a, 355 143 %03 @ ™3, 3@ YI Q3@ «3€94,C3, 3,»3,'3 23F3af afafnuaf«af@asra,
Deploys,’ &RY &|EA@p —a @43 @ ™aE,

+ Cisco FMC3€Cisco cdFMCa€ € 3343 Ya€ Cisco Defense
Orchestratorda@«3,"3@£3€@ | (®cP13@3,ES aftaf€3,03,'3@«iPri@, i€ 3@ €€ isco
FMC3€343€Y3€ Cisco cdFMC
Ula€<d,%03,¢3, a,»a,'a,2afaf afafuaf«af@afa, afa(ACP)a€@®Force
Deploys,’ &RY &jEa@p —a @43 @ ™aE,

Cisco Defense Orchestratord,’ se€p&1%%o03 € —a€ YCisco FDM(Firepower Device
Manager)d€@%3€@Y3@ Cisco FDM3@«3,"39£3€ | (Ric@Ta€+3,E4,Cisco
FTDaf13f€3,13,'5€ 3€Q3Q"3QORI @4 EIQPPRIV21EY;3,'8@9—39'39A3€>3,"3E,

Cisco
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FTDA, Af+a4f 4, '4, 84, CAfoaf VA, 17.2.45€ ®aFE, «3F @ 323,255 —3,- 3553 (CSCweB404:

GQ 3 Q®AIfES1E,'a @83 @ FEQACLIQ 3,'3,0afhaf 5,Caffaf—a,°afaf+a,£8,®af¥as-aflad, af8af>a«

« Cisco FMCa9 %39 Y36 Cisco
CAFMCE€«3, 59 £3€9 | (RicOT30+5,E30 50,5, Gffaf@5,13, 5003 39 50 FE@a1+EY;3, '8
FTDaftaf€a,na,"a@«é-Cé€£a» 339 | d+06-AQO™M3 -2} IQEr. Y 363, EIOAUIO™AEE
o Cisco FMCa@343€Y3€ Cisco
CdFMC3@«3,"3QL£3€@ | (®RicOTa@3,ES Aftaf@a,na,'a@«a %4IQ™35,«3"Ya@PB®IZ3%4©35,25f—3,
FTDaftaf€a,03,'53@«a+°é—3@™35, 3@ 3@ 3Q83Q@™I€, 3 @6 TIQPPRIQ,3,<af«af1h3f«E,'a 1 ¥
FTDaftaf€a,na,'a€8show accesslist
CLI&, SB[ 28f 8 %08, dvaC’ 3P —3@ | 3€ 92> 1 5Q@F 3,8 (n°aQ™3,3|Ed»¥ SaQ R EFQ

<#root>

#

show runni ng-confi g access-1Ii st

access-list CSM FWACL_ remark rule-id 268437505: ACCESS PCLI CY: TEST - Mandatory
access-list CSM FWACL_ remark rule-id 268437505: L4 RULE: TEST1
access-list CSM FWACL_ remark rule-id 268437506: ACCESS PCLI CY: TEST - Mandatory

access-list CSM FWACL_ remark rule-id 268437506: L7 RULE: TEST2

access-1ist CSM_FW_ACL_ remark rule-id 268437504: ACCESS POLICY: TEST - Default
access-1ist CSM_FW_ACL_ remark rule-id 268437504: L4 RULE: DEFAULT ACTION RULE
access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268437504 event-log flow-endsrc_rule_26

+ Cisco FMC3€Cisco cdFMCa€ € 3343 Ya€ Cisco Defense
Orchestratord@«3,"3@£3€@ | (®ic@1a@3,ES aftaf@3,03,'a@«3 %IQP—i@ 3@ a€@Cisco
FMCa@«a,"3@fd@ | @RI RcOTIGa,ES, Cisco
FTDaftaf€a,nd,"a@«é-Ca@—a3@ | 8- 7393, 5 ' 3€,3,<2>23%0x%0é T3 @ 3@ EIQ~ 2%
Cisco Defense Orchestratord,’ se€%%03 €@ —3a€ YCisco FDM(Firepower Device

Manager)3€%3€@Ya€ Cisco FDM3€«3,"39£3€ C®icoOTa3,ES,«Cisco
FTDaftaf€3,13,'3@ 3€Qi9"'3OR3 9 TIHPP®IV+EY,;3,'89—3€'303%36>3,"3€,
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ASA3 YLafeaf 3, |4, 84, ¢afaafaafy.a,19.18.15€<a,%09.18.3.39a @ %a @ 8a @ ®afa, «af@af

8@"3,E3, %0d @®afafES1E,' 3933 @ 3€@3,"5,;af%af 3, Caffaf—a,>af3af-3,£3,®af¥af-afla, afsafaq

CLI49%3€Y3€ Cisco Adaptive Security Device
Manager(ASDM)3,'d%;¢" " a@—a@  (®ic@Ta@ -3, E3€@  a@,3,<Cisco
ASAGORAE 3@ 3@ €QPiOQaTIQL3,EiHO®E|E,°af-3, 5,83, af 3,°af«afhaf—a@®a I @«I€Pa <€

« 3ftaf€a,na,'a@®CLIG€<3,%orunning-

config,'a,*af"af4a € —a€@afafiua, «af«afza, af’a Sa@®configlixtiVs 4@ %I @YI@ arrae, @3 C
o Af@Aaffa, 3,Caffaf—& AR33Q%IQOYIO »¥3% QIO «S; 93 IO—39YE A3 A, %oIEQr ¢
 CLI&€<3,%02¢*0®3Q®e " A®33,'3,25f 543 @ —a€ @afaflha, «af«afza, 4525 Sa@®config2.txtivi &€
. 818,814 8, af 14 £4 (AQ%UIQYIQ C« e«af™ifhi, 3@ 6@ af,afkaf«(diff4 , vimdiffa@253€
o 0 6@ af,afU3f«A@881% 8 (i a,EIQPY0 93/8 TR QIP—3QNUIQP™IE, EE38 FEQL Y

ASA&@ ECisco Security

Managerd€«3,"3@£3€ | (®ic@ 1393, E5Q 59,3, 39 €Y CRCOTRE. .3 drre, @IOB®I°ZA...)
Security

Managerd€ 4¢3, af 4, 24f-af @ af af%oar%ode> (OOB) A EacoPodS iy af 1Af 8 O&f «&f 1Y/ 6oAP®3A "3 €

Cisco

ASAS, Yaaf-af 4, |4, 84, tafaafeary.a, 19.18.3.395€€9.1 8.3.465€050%507§0_9.1 9.1.123¢
5€"3,(E3,%03Q@®AfEE43,'5@83€@ EQACLIQ 3,'5,;,af%af 3, ¢Caffaf—a,2af35fa,£3,®af¥asr-asfiaa,:
CLI13©%3a©Yaé® Cisco ASDM3&,'a%:¢" " a@—a@ | (®jcOtao-a,Ea aftaf@a,=a,’
CLI2@%3@Y3€ Cisco ASDM3,'d%:¢" 39—3€@ | (®Ric@13€+3,E3€ | 3€,3,Cisco

ASAG@O®A 3@ I€QI€6"(5, 39« 3@ AEQCRCOTE€.3@ I @EEIHOBRIQ,E,<3,°5f-3,3,83, af a,°af
access-list

CLI& 35f 2838 %08, ¢1°4, S&¢” a@p—a€ | 3,¢3, 3,»3,'af3,'af af«afhaf«a, 878%05@™a,<3;...8 | @i QT3 @,
359 (E4,%4f-4, 4,83, 4f 4 "af«afvaf—af @asfsfaf af afvua, RISK-

NETS2€83%:¢" 33, FIQYIUEIEQA®Ye (S 3545 3,£3,®afYaf-af1a, af835 €86 tc-23@«alx(”

<#root>

#

show access- i st
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access-list Inside_in line 1 extended deny ip object-group RI SK-NETS any (hitcnt=0) O0xd90bfelb

access-list Inside_in line 2 extended permit ip object-group ALLOW-NETS any (hitcnt=0) ©0x8beb7d31
access-list Inside_in line 2 extended permit ip v4-object-group ALLOW-NETS(2147483652) any4(214754918¢
access-list Inside_in line 2 extended permit ip v4-object-group ALLOW-NETS(2147483652) any6(214754918]

#

show runni ng-config | include object|subnet|access

object-group network Subnets-1
network-object object SubnetlA

network-object object SubnetlB
!

obj ect - group network RI SK-NETS

group-object Subnets-1

gr oup- obj ect Subnets-3

obj ect - group network Subnets-3

network-object object Subnet3A

network-object object Subnet3B
!

ot "3OREUEPEIO FEQRISK-
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359 a@VYe|E5 25 5f5,£5,RafYaf~af 145, 5f85F 5@ ®RI SK -

NETSE@ ®5%E59 5" @2 eVIE-36+3, E5Q%IO™IE 5 @6{E5Q®IH, 53,235, 5,83, 553, 4«5V

# config t

(config)# object-group network RISK-NETS

(config-network-object-group)# no group-object Subnets-3

(config)# access-list Inside_in line 1 extended deny ip object-group RISK-NETS any
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Cisco ASAAfafaf YA, First Fixed
ReleaseiVs 8;@aefi@*a, Ea@Yrwe€ad  @aO®afrafafvaa, %o
0.18 4,°3, S&%0. € Not affected
9.18 9.18.3.53
9.19 9.19.1.18
Cisco FTD &faafearyaa,t First Fixed
ReleaseiVs 8;@efi€+a, Ea@Yr€ad @O ®afrafafvaa, %o
7.2 8,78, S&%0 € Not affected
7.2.41
725
- Cisco FTD_Hotfix AW-7.2.4.1-1.sh.RE L .tar
' Cisco FTD_SSP FP1K_Hotfix AW-7.2.4.1-1.sh.RE L.tar
Cisco FTD_SSP FP2K_Hotfix AW-7.2.4.1-1.sh.RE L.tar
Cisco FTD_SSP FP3K_Hotfix AW-7.2.4.1-1.sh.RE L.tar
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