Cisco
Nexusaf€af fa, -af¥afofvaf%.a@®ar Oe™M@r ™ +

&, ¢af%oaf @a,na,faFrafulD : cisco-sa-ndb- CVE-2022-

M ediuninPrvesc-EMhDgXe5 20909
§QAa...~é-c@—Y¥ : 2022-07-20 16:00 CVE-2022-
af@afna, afsas 1.0 : Fina 20906
CVSS3,14,33,¢ : 6.0 CVE-2022-

20908
CVE-2022-
20907

&76€ ¢ ¢~ : No workarounds available
[A

Cisco af @a,° ID : CSCwa93561 CSCwar5446
CSCwa93570 CSCwa93569

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

Cisco
Nexusaf€affa, -éif¥éif0&§f1/4éif%oéé®éniae-°50®é,,Té%tae€§é®«é,“é,§é€0éaéé“%é@-é,ﬂfé@ﬂ?éféf%ép

5€"3,E3,%03@®¢,Ta%teE85¢ 3€QL0% 3" aftaf€@a,03,"a@8CLIA, 25528285 %08, aRYe|EGQP™4,€5>3
userd@ d@—a€@ | Qe hIQP—3€QPR, 2, Q@IO®IQ 3,338, pafaf1%a%0d,'aY2 " aQ—a@ | €, TaVat:

8,-815%@ a€"3,(E3,%3@®e,Talte€83@«a At a@™a,a,%afaf"3,)a,8a,Ca caffaf—aftafluasa,
Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|ié0®éfa§f3é,_é,“é,§gC°éaéé0§é®050%§0w§€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-ndb-mprvesc-

EMhDgXe5

€025 e£Y23" @

&, T/t e€85@®aQ,a,<e£%23" @

a..é~aE™  15Q83@ €QIV "3, T3, %i@®e,TaV+x€85€¢ Cisco
Nexusaf€affa, af¥afoeafhaf%oa € «8%+éY:3,'3 759 39 %@ —a@VYaE,

& 1Y82.0(1d)3, "5, S5, , %o @ 3 @ ®aFafaf 13,3 @83 € a€@Cisco
Nexusaf€affa, -af¥afoedfihaf%od€p Cisco Application Services
Engined@ "3'hi€°3,E3@ | 5€,39%I@9—a@VYaE,

a...—é~aE™, ¢, 1a@8e,Talte€83 @ ECC°° @€ +3,ESQ | 3€,3,« Cisco


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-mprvesc-EMhDgXe5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-mprvesc-EMhDgXe5
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa93561
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa75446
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa93570
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa93569
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20909
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20909
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20906
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20906
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20908
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20908
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20907
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20907

a,%.af-af"3,| 3,83, ca@®afafrafd,'a@«i@rie,i¢ 49 IEQPIV"aQP®3E,Caf%af¢ 3,13, 9339 ®.

&, tavcee€8s, 49 «a,"89839,39°39,30"59 49 ECC°*9aQ 4, EaHYeL)a"§

3Q"3Q®3,Caf%0af@3,13,93f 3 @®e, 1a/c-ESEQRI@,3,<e£ 153" @38,»3, 3,-af8aa@«&" "e%%0d € 3
DZE@¢C-

56"5,E3, %03 ®8, 131+ 2EE5 @8 %it 5O™I D769 -3 30,3,550%59>3,"5€,

aRxfx a@¢a,2af*af " a,  a,8a,¢

A YoAf+Af A 3 83 CAQ®A,CAFfAf—3,Caf~Af 1A %03, a0 7A@ ™A €559« 3 FEQA AIA3

8 »A, AfYAFAF 15 £ & CAf %o 8,05 Y55

BFEATYE, B SA.. ¥YeY%od ©55@ 93,4, 3,15, E 13" @59 ®E,Caf%oaf 3,13, 935, 30520V (E, 59«3 .C
8, :8F8F¥Af Y3, 883 £41403,(C° QIO —39 5O VIO 30°59.3E,

59,5033, QR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,«aft5f@a,03,' 3@« @ @3 Ta@2af;af¢a
Technical Assistance

Centeri%a"TACi%%od,, i @—3 @ @3€ A¥'(C, 39— | éQ,,é,éfiéf:*‘éﬁéfgéf:“éﬂéf—éféf@é,néﬁéiéf%éée
4 ®axfee a@affafrasaa,’

CT™MO(EaE™, , 14€83€@ A€ Q2-iFQP®R| I «CrCaQMAf A a1, ®f...4 +3Q REcCCIP8IQO—IQYIE,
ID 3@®e©3¢°4,»3, a,:4f83%3,3€,¢..809—39 | iQQPIO 39°3€,3€,

&A@ ®I"—3@«3Q 3,3,'3,%3,%,af-af"3,)4,83,Cafafaf%3,' 4@ Ei€QIQ QPRI —3Q«3@ I€QIQPY:

Cisco Nexus Dashboard First Fixed
aféafeafyva,t ReleaseiVs 4, @aLaép+a, Ed QP Yre€d  @a@®aFfafafa, i%%o
1.11 a®afr 4@ afPafeafaa, €@ «c8»ejEaE,
2.0 dc®afr 4@ afPafaf1aa, a €@ «c8»ejEaE,
2.1 dc®afr 4@ afPafaf1a, @ «c8»eEaE,
22 2.2(1e)

1.3@"a@®afafaf%a,'a@ a€@e,Tal%h+e€8CVE-2022-
20909(CSCwa93561)a@®a%+éY; 3@RI€: 3, 4@ —3@'a Q%Y ™AE,

Product Security Incident Response TeamiVa PSIRT; &f—afaf€a, af” 8 »a, af¥afeafta £
3 0af3, -af tafeaf” af -4 af @ara,’
af@afvaf 1%4%o3€@ €@ Q"3 @P®3,Caf%af@a,n3,9af3@«e "e1%0a@+3, i@ | 3€,3,€0°3"3@™3


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco
PSIRTEG@83€ d€@ax0e-3,Caf%0af€a,ra, Nafa@«e "e1h%i€¢a,E3Q | 5€,3,<39"a,(ES, %0 a@®e,TaV

8108,

a€"a,(E3,%03@®e,Ta%+x€83€ a€@Cisco Advanced Security Initiatives
Group(ASIG)3€@®X.B.3€«3,73,31...6f " 3,»3,3f¥afaf 13, £3f13, 3 3@8C™2 ! «53@+3, EIQHIQP—3QYiE

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-mprvesc-
EMhDgXe5

o' 1g", At ¥ee

5f©af%a, 3F5aF i 5,3, 3, AfSaf°| 4 1af tafva, A  e—Yar
1.0 X Q74 6~ AfEf A1, Final 20228 7 3
' Zd...me—< -
) 20 ¥

HCHOF

ae0end, Caf %odf € 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQOPIQ IQ—iQ iQ 2QQIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,03, 35 ®eS...8 +t3€53, 393338, aQ®aiC" Q@ «é-CAP™E @2 IQPBE €
FONIPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQ®AT...305,8°°8'S5 QT O —3 @ «an%oe> TP —a¢€
a0e-d, Caf%oaf @ 4,08, 3P 5@ ®e "8;°8T. AR 3P «é-CAP—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-mprvesc-EMhDgXe5
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-mprvesc-EMhDgXe5

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



