AR GICEZE T B ClamAV Truncated File
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Med|u LI9x58p4 20796
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/N—>32 1.1 : Final
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[E138 %K : No workarounds available
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-
dos-vL9x58p4
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[ Cisco Bug Search Tool THRERWRETH ), EEK (FATRELZIBES ) EBEENEYTRY
IF7 V)=RARE, 7Y N7 A—LBEEOEMBEHRN BEHENET,
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https://blog.clamav.net/2022/05/clamav-01050-01043-01036-released.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-dos-vL9x58p4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-dos-vL9x58p4
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb13945
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb13949
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa85589
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20796
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20796
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ARG Cisco Bug ID Fixed Release
Availability
Secure Endpoint(IB#Advanced Malware 1.17.2
, _ , 0.CSCwb13945

Protection(AMP) for Endpoints, Linux) 1.18.0
TFITIVRERAY AMP for Endpoints. 1.16.3

F17 R4~ (1B or Endpoints 0.CSCwh13949
MacOSH ) 1.18.0
TXFITIV RKRA: AMP for Endpoints,

.=\= FIVRKRA K (B or Endpoints 0.CSCwass589ll7 5.5
WindowsH )

EVAOAR—RN7 AV AOBEEAD—REL T, EF1VF A HRBOBHELTEL.,
Cisco Secure E WS TS RBICHE—LTVWET, FMICOWVWTIE., MCisco Secure N &35
ESHBLTLSEZTL,

el ZEEATVEVWC ENEREENERR

COTFRNAHF)ORBEOHZIEZTEITIVICERENTVIEZOKN ., COMEED
EEBESHBREN DA 2TVET,

A, ClamAVS A 7S VON—23a 2 80RO AARBNI COMREMEOEER®Z (T
W EEERELELL,

c EX=)tEF21VFT4 FTS5AT>A(ESA)

+ Firepower Threat Defense (FTD ) Y7 NI 7T

+ Cisco Secure Email # &UF Web Manager (I BEF1UT A EBT7TISA4TR)
- WebtF1UF4 FTSAFTUA(WSA)

2] 38 5%
COBBECHLYT B EBEGSY EL A,

BEZFARVYTITNDIDIT
BIEFAIZRIDITFTIY—AOFMIIOVTIEE, KZ7RNAMHFUD TEHEOHDRHE, 22



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb13945
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb13949
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa85589
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://www.cisco.com/c/en/us/products/security/secure-names.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
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WFhoBEE, TYTIL—RIBDTFNARAILTBBEXFEIUNFN B, BLRVTBED/\—R
DITEVITIRNIITOBENFHRI)—ATEERMEELLSHR—REhTVWBREZTTIC
BERL TSV, BHRNITHEZFZEIE. [ Cisco Technical Assistance Center(TAC) | Cisco TAC
|[EERFREHOLEXTFTFHFRA7ONME—,

FTEMAEH E KRR

Cisco Product Security Incident Response Team(PSIRT)Tlk, &7 RN/ HUIZRBEEhTVD
MHEEOFEFNAEFHEZTOLAREIERELTBYELEA,

) B
DA, COMEMEERE L TVEE VW EAlexander PatrakovK ICBH WL E T,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-
dos-vL9x58p4
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https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-dos-vL9x58p4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-clamav-dos-vL9x58p4
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