Cisco é@©az0eaz«d,»a, af¥afasrta
Ca.f—a.f@é,né,¢§.f35,‘
a,%2af+af"a,l4a,8a,¢aesSa, a®’ Firepower

Threat Defense a,'2af*af a, ;a,83,Ca@® RSA

¢§"a ta,afrnasfafna, a@®e,tatate€s

&, ¢af%odf €a,na, faFraFnlD : cisco-sa CVE-2022-
H Igh asaftd-rsa-key-leak-Ms7UEfZz 20866

& @a...~é-c«e—Y¥ : 2022-08-10 16:00

df @afaa, afsas 1.0 : Fina

CVS&4,%4,%4,¢: 7.4

&76€ ¢ ¢~ : No workarounds available

Cisco af€a,° ID : CSCwb88651 CSCwc28334

an

Yoo 78«8, d,«ef...4 139 A€ e 7aP«a,"a,«aZYe-1a9REPZA...aYh a4
Al

£1 el@

Cisco

6@ ©3;00878,»3,4f¥aF5f15,£3,CAf—3fO&,08,C 55, 1% ASAT1%0d, 1,334, 4,85,C 555, 5€°

Cisco Firepower Threat

Defenseils FTDi%%o0d, 124545, 14,85,¢3,/4®@Ye | Fa@—3€ | 3€,3,f1af@3,13,'5983€® RSA

5,3fh3@®31 cOTIP®,T81+eE83 9«5, 5,55€ QL@ 143 +3, 3@ 59,5959 ,3afCAFUIF 3 C

RSA 873 15,343, 8 @-3%—3@ ™3, 3@ &f/r2€83Q E3€,3,559%3IO™3E,

5O IQP®e,Ta%+2€83@ FEQAfQaf14af%0a, ! 5,85,CafM™af143,' 3@ R®23—3€@-8F-3,4@YeEIQ™E,Af€
af—afoaffas afa,0aflhaf a@®afiafcar’a@« RSA

3,3fhi@ES; 93" 303,303,339 1QQIOBR«—CcOTE, AfOIfhIP«EU-d dQP—IQPANIGP™E,x
Lenstra

3,138,085 %0af @AFEAf @af«a"»2'fA, dr e/ 3 Q'3 | £ QIO IO ®E, TEaN+2EES 'R, (" 5O ™3 3@ &fa
(8787 13,5f13,8@-3%—39839 95,5, 39139 «39%3,539%IH™AE,

Bi/reY (A 8@ —39'5,af1af 95,053,598 F€Q92-3QRSYx. . SQEFe |38 Vi@ 4, FSL, G950 30T

. 5Q"3Q®L,T3%+0€83€ I€@Cisco ASAS,1afaf3,!5,83,C3@%a€@Y5€ Cisco
FTD3,12af3f"3,!4,83,C 3@ ®,T4%+0€83@®3Q,3,af3faf 43,3, a®Ye|E3@—3€ | 39,5, 3ftaf


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb88651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc28334
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20866
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-20866

%I COOC" 563, E5Q%aO™AE,RSAS,AF%AP «EQOC” 3 +a,(ES,*°3 ! (5, 8" "(®—aP«a,
« RSA 4,4fv4€ Err%0aS'a€83€,49£36€ 4, 4€QRSA

¢§73 13,af1%a&PrV200d00 " ¢S5, A QAFAF A, AQ«d %AO™A, <@, TaVite€83, ¢°a Q™A€ Yoo

RSA

(878 14,3F143,/8@-3%—3@ ™3, 3@ ICQIPQIO®F A1, 41" 3Q—3€  3€@Cisco

ASA 3,13f-35°3,' 5,83, 59%3€@Y3€ Cisco FTD

3,%af3f3,15,83,C3,30@Ye | FA@—3@  3€,5,<5f15f€4,103,' 59 «39%5,55Q™IQONIP™IQAEHA

RSA

5,3f1h3€@®xredi° I QRO I« IPniIP, i@ | 5@ IECQIETA/ERMEO®A.. . TAE™MAEPS »3, a,
« RSA

3,8fVA@®1:C3%QPIQOTXrfIP—IQ QIO OV IHC,35'59836,3, 3@ efLrtsi@EFQ, 5,58

RSA 5,3f143€ eOYefLi€a@3i€Q3 @rLfi@87:C81@Pa9® RSA 53,313,815 C" 3@ ™3 <

Cisco ASA &,143f-3f°4,!4,85,C59%3€Ya€ Cisco FTD

5,%,3f-3°4,!5,83,¢5,40Ye|E5Q—3€ | 5€,5,<3f1af€@5,03,"a€« TLS

5, af03,nd,caffaf e/¥cY3s, o9 T3 "3EHTLS

(VPAQ O3, af0af143, 81 3P Qe IO IO —3QUIO™IE16"3, EIQ F€@&,Ta1+a3,11afaF

RSA

(LA @ Qa8 /a1 " QIQP—3€QErrire hIQPantr —IQPMNI QP IO 8, 'R, @I FQP—39NIY™:

RSA

(878 154,3f143, 8@-3%—3@ ™3, 3@ ICQIPQIO®F A1, 41" 3Q—3€  3€@Cisco

ASA 3,%3f-3f°3,!5,83,(593%439Y3@ Cisco FTD

5,1,3f-3°3,' 5,834,053, '40Ye|E3Q—3@ | 5€,3,<af15f€5,05,3€«59%3,5S3O™IQNIO™IYIEQA

f

an

8,-8,5%€@ J@"'dO®e,1a%+txrt8a@«a %at|a@™a,a,%afaf"4,)4,83,Ca, caffaf—aftafnas a, afrasrasry

510"50@5,Céf%oéf@é,ﬁé,ﬂéf350_5€08eﬂi§Q®E§.fa§.f3§,_5f§,§(;¢°éaééQ§5QQ§0%50“"5@,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaf td-rsa-key-leak-
Ms7UEfZz

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

59"3O®,T3%+2E55Q®8:1EY 5, 89 —39'3,GORIQ E€QIfQaF4EI%03, ! 5,83,CAF™Ef%S,'4Q®
Cisco ASA 3,%3F4f4, ! 5,55,C59%3€Y5€ Cisco FTD
5,%:3f-35°3,13,85,Cafafaf43,5, 30V F1@—3€ | 56,3, 39 5Q5IO™AE,

« ASA 5506-X with FirePOWER 3, fif V4f" 4,1
« ASA 5506H-X with FirePOWER 3, fif V4f" 4,1
« ASA 5506W-X with FirePOWER 3, fif 4f" 4,1
« ASA 5508-X with FirePOWER 3, fif V44f" 4,1


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-rsa-key-leak-Ms7UEfZz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-rsa-key-leak-Ms7UEfZz

« ASA 5516-X with FirePOWER & fifvAf“ 41

* Firepower 1000 &, -af2af Y48, %ae~j8, —a»£af *4, |8, v, ¢4, |8 O&f Vaaf «

« FirePOWER 2100 & -af3afY48,° 8 »8, af ¥afaf 14 £ & ¢af—af©4, od, ¢af34,
« FirePOWER 4100 & -af%afY.8,° 8 »8, af ¥afaf 14 £ & ¢af—af©4, od, ¢af34,
* FirePOWER 9300 &, -af%if48,° 8 »8, af ¥afeaf t& £ & ¢af—af ©3a, od, ¢&f34,
 Cisco Secure Firewall 3100

Additiona Information:

¢ 30"3Q®2, Ta%+rE€83QP®IV218Y;5,'8€0—39'3,3QPPRIQ 3EGCisco
ASAG,v.af-af"3, ! a,83,¢affafaf%a,"9.16.1 a»¥é™@3€S3, " a€3Cisco
FTD3,%:af+af 3, 3,83,¢af°afaf14a,"'7.0.04»¥éM @ i@ 3@'a Q83O ™3€,3Q@ 93, Ed»¥a%0 Q@AY ®E
Cisco ASA 3,%,af-3f"3,! 4,83,¢afaf23f%3," 9.15 5»¥3%0@3€@%43@Ya€ Cisco FTD
a,Y.af-af"a, | a,8a,cafafrasaa,’ 6.7
5»¥3%0Q3, a0V |FIQ@—3€@ 59,3, 3@ 3€QAftafea,na, 3@« 40 39™4,« RSA
5,3f%50 e, a1t39°3, Haf-af 4, | 5,55, CAFAPafS,50«A, 3050 (Ve 936:5,F50 56
. 53Q"3@®e,TaN+tr€853€ FEQRSA
3,353 QPRIQP; 3P «dV2+6Y; 5@ —3QAUIQ™IE, 2¥dt T2 3518, 5,0 3f«CV? 4@ 93,Caf«a, af3,
. 3@ "3Q®e,Ta%+x€83@ €QE, 131+ @3,afaf" 3, 4,83,Cafafaf1a,'a@B®afiafcafa €334
RSA
é,é.f%éé«éyﬁéyi_éé—éé%éQ"ﬁﬁé@ﬁ§Q3A§,§§€Qa§-150®5,Cé,_é,'§f§§f3é,§Q«RSA
3,33 @ E3,@rLIQA2CA1QPaQ I3, QP IEQRSA
(;§~<’:°1_Té,é.f%§fa§.f%§,_éQ®é°l1/2iév('_§,'é0—5Q'é,,,é@“"é@@éQaé,<50_éf1/2&€§50CE50,5,§5€

&, t8/ct8@23, 13538, 5,53, CAF AR, '@ 52-"3€—3€, RSA
5,8F43, Ve ©IO—3OV3 59"
Y@ IOBL, TA1LIO5IQ 3O, 3, 1,558, 5,53, CAFPAFEYS, 3O ORES 5O
RSA
5,3f %3 EI€QL, 13%+3€75, 1,335 5, 3,85, CaF 5285143, 3@ «3, CAFFaf—3,°8F 3145 5%03
&, t8/ctAa@23, 13538, 5,58, C AP A5 143,"5€8 RSA
5,3f143,3,03P3f @A UAF 3O —3QVE 3€"

3O—3QYVIQTIQLIQ | G€QL,Ta%+€85925,,3f 33, 5,83,¢afaf25%a,'5€9® RSA

3,3fh3€@ FEQrrEd QIP« YR @i 3, QY 2%0€3,'3 @3, QPIP3IEQI, QXLEIG (3% E
RSA

¢874 13,afhaf a5 1ha, 3@ «d %hAQP—a@ |8, 1a%1i%h%IEQPIQPHIPYIQP 3V21EY:5,09—3€'3,,3Q™:
RSA

C878 13,afAfEf 1A, 3@« %IQP—3Q |, Ta1+i1%03@ &fr2€83€ F3€,3,53€%3™€,RSA
3,afhi@ESQ,aQna@83,8%:¢" 39’ Q OIS, Q@ TaO«x e 9@ 4, ESQ|3,5,<3 39 F€HOR
¢§87a 13,3f1hi@Exx, @IiQPPRIQ 5, »x'fe€..i@«xh@Pr 0IQ9P—i@ | i@,5, 0@ efrx€83QES



e, TaVateE8a@®a~ace " a@™a, @ "a®s

4,-8,14,°3@®4,2afafeaffa, a,'eercedt®d,'a, afaf—af € @i9%iQYie

RSA §,3f13€«af+3f03,°3€EFe a®35€+3,Ea@VYa 3€ IEQRSA
d,af%3,¢c2Rx @3 @—i€@3I "3 ® RSA

&0e-3,Caf%oaf@a,na,

3,3f143f33,C8,8%3¢C" A@™3,@ Yhe Zae» 3, 80+85' 4@ 3> IEQE N2 IO ™I A G 3, 2. AY " 5€
ASAZ@S3, 3@°FTD4E,1kaf-4f"5,!5,85,C 3@ ROVl i€ €9 a®3R, " 34 3QB®RSALANIQP 3"

ASA 8, YAf+4f 4,13, §4,¢

2j3Q®e| FQPRI | IQP IQPB®I"—3@«cr°a@™ Cisco ASA

3,%,3f+4f°3,!3,83,C3@R®xrOYef1r3@ P4, QREIP A1¢a1PIQO%IGPYIO aV226Y;:3,'49—3 '3

RSA

3,8f1430 CIQ@IQOR2OYefLI@BE  ARZIQ«E-CEE£5»"59'3,%03, 3@ | 59,38 49 39 «IEQL,

running-config CLI

8,38 74f%4f %0388 nae-3@ &fL39A€QAO"aHOPROYefLIHPB®AY ' REE"

4033, '¢r°5O—3O%

Cisco ASA &,%:4f+8f "5, 13, 84,659 ®=0Yef V2

e, TaY+aeE85@®

Adaptive Security Device Manageri¥s ASDMiY.90

http server enable <po:
http <remote_ip_addres:

AnyConnect SSL VPN

webvpn
enable <interface_name

Cisco Security Manageriys CSMiY%ot

http server enable <po:
http <remote_ip_addres:

5 8f©3 ud, Cafo5f &f 8,1 SSL VPNiYs WebV PNiY%02

webvpn
enable <interface_name

&7 Af MAfYA 1BQRE QR hE, 81" AP —a@YE, nafE, Afhaf@ASFAS
5,3f% 3, 3,73,'af 3,853, af@arua, 3f5as
11% IKEV1i%%0VPNi4 " 3f25fCaF A 5,C8, 5,3, 553,563 LAN-to-LANi4%o

crypto ikevl enable <ir
crypto ikevl policy <pi
authentication rsa-sic
tunnel-group <tunnel_g:




Cisco ASA &, Y88 "4,13, 83, ¢a@ ®aeOYes &, TaYs+ocE 849 ®

trust-point <trustpoir

&V Zao 8f ™MAfYA, 1AQ B2 @L 1A, 8V (" a@—a@ Y3, nafa,; Af1hAf@aFfaf ||crypto ikev2 enable <il
xxf1 % % Tx 1% ~ ex@x = XF1/% SFEXF3 tunnel-group <tunnel_g:
d,afk a,"a, a,'afea,8ara, areara, afsas ikev2 remote-authenti

211 TKEV2i%%0VPNi14 afafCaf 1435 °8,C4,” 8,738,353, 3% LAN-to-LANi%%o| ikev2 local-authentic:

Proxy Bypass ngggg-bypass

TLSa&f—afa 4 - tls-proxy <name>

REST APIL rest—ap? image disk®:/-
rest-api agent

SSH <’§,¢E§,_5,»§,13 ssh <remote_ip_address:

1. ASDMEEQCSMA€ @39 53,"3€° REST API 3,uaf1hafa,'a€ a€€ http

8,%8f 28 8f %oa@ 8 AR5 @3, QY ,3EQ® IP
3,C8f%03f-3,'5€3,%03Q®IQ;3,C5, 4,»3,'5Q83Q PIQUIO™AE,

2. 8 8f©8, 08, CAf3af af 4,1 SSL VPN 4@ a€@Cisco ASA 3,1,3f-3f 5, 5,83, ¢afafaf1a," 9.17(1)
AYEMPIPLIQ 4,uafQafkIf 5€+3,EiQ O 9I93,S39%UIO—3QVAE,

3. SSH & fif v.4f“ 4, '4€p 3€€ ssh 8,38f 78f38f %oa@ 8 " d®33 @3, EZQYC ,239® IP
3,C8f%03f-3,'5€3,%03Q®IP3,C3, 3,»3,'3Q83IQ QIQAUIQ™AE,

FTD & %2af+af"&,18,83, ¢

2j3Q®e| FQPRI | AQP AQPB®I"—a@«cr°ad@™ Cisco FTD
3,%3f°3f°4,5,83,C5@®20Yefhi@ €QL PREIQACAQIQNIQOYIQ 4121EY;:3,89—a'3
RSA

3,f%3Q FiQ@IQRROYefNiQP®E AR3IQ«E-CEELE»"5€'F, %03, EGQ | 5€,5,<8 4@ 3O «IE€HL,



running-config CLI
8,38 2834 %o @88 " ne-a@ &f1L3Q3€PIQ"aORROYefLIGPB®AY Rre-E " A®S5E, ¢ AHP—IQ %

Cisco FTD a&©Y efYs e, TaVtaf83@PPa @ ef.x€83¢@ EaIQ,a,

AnyConnect SSL VPN1#€62 webvpn

enable <interface_name

& O3 o8 CAf3af &4 SSL VPNiY4 WebVPNiv%e2  |["ePVPn

enable <interface_name>

éll/ﬁzaé,éfméfl/zﬁ1510®éa0é"%é,'éyz(‘,g""éé—éév crypto %kevl enat.)le <in’Ferface_name>
crypto ikevl policy <priority>

IKEv1 VPNi4"afeaf¢aflaa Aé,Cé,_é,»é,%Qgé,Aé@?’ authentication rsa-sig
L 10 1562 tunnel-group <tunnel_group_name> ipsec-attribt
LAN-to-LANT%%o trust-point <trustpoint_name>

&ViE Zoo Af ™MEfYA, 5@ @@ e 13,8%2:¢" a9—3@Y|crypto ikev2 enable <interface_names

AR AN A EY S A Ty X lx AN Ex Ax a3 tunnel-group <tunnel_group_name> ipsec-attribt
IKEV2 VPNIY4"af*afcafiaas’a, ca, a»3, d953,/3@ ikev2 remote-authentication certificate

LAN-to-LAN| V4% 1%€€2 ikev2 local-authentication certificate <trust

1. 8f%Af CAf VA5 ¢4 5 »8,1 VPN a0Y efva€ a€€Cisco Firepower Management
Centeri’a"FMCi%%o03,%:af+af"3, | 4,83,C @8 [aftaf€a,na," 1% Devicesi¥%%o] > [VPN] >
[affafcafhasf a,ca, a,»3," 1% " Remote Accessi%o]

AO®eé ’ré@«é@,ae§250TM5,<50<5€050%50\?50_ Cisco Firepower Device
Manageril%4"FDMi%%03 €8 [aftaf€a,2a, 1% Devicesi%%o] >
[affafcafhasf a, ca, a,»a,"VPNi%s"Remote Access VPNi4%o]

FO®é 13« @ 2S73Q™3, 3@ 20e%0d5'3Q 393, S5QUIQ™AEE,

2.5, 8O3 o3, ¢af°af af -4, 1SSL VPNaeOY &f 5@ 3€€Cisco

FTD3, 145353, ! 5,83, CaFaf5f%3,'7.1.05850 4,uaf@3f%if 53, E3@ | 5€,30%56:3,"3€,50Y
FTD3, 145353, 4,83, CaFaf55%3,' 4953 3€@FlexConfigs, dlhi ¢ 3@ —3@ | 20e%08S 5«3 9534
RSA

8,8f V5@ EA @ Rrfa 312031 Q39830,3,<39a€HA16Y:E,'49—30'4,,50™a

RSA



3, af Va9 El @2fi93%C3%OPi983,3,3931216Y:3,/89—3€'3,,50™i9, 5039039 1363,'8
874 13,5f1af a5 13, 3QBIQ ef1he€39Fi€,5,3€QP3 QPRfIQ 8 CaQPIQUIPYIQ 31218Y,8
RSA
5,313, en0edPa@ —3QUIGP™AIE Ei8ARCIQP FEQROVYS 15,aflaef...8 £3,6;83®CIQBCACfa@A,
ASA 5©%39Y3€ FTD
5f1af€3,03,'3983€ 39 3O QI 1%4%IP8IQ"IO®E, '3, A Ef—3F5,/4RYeEI@83Q QIO IO ™AS
af taf €3,03,"3€ € Cisco ASA 3€©%3€Y3€ FTD
3,%3f°3f°4,5,83,C3@®e,13%+2€85Q®I€,3,<aF 3 af143,"3, 4BV Fa@—3€ | 3€53,53€94;®ef
8,18, Afeaf—af 4, ascC" Q™3 39«39 IEQR-iFP®=%0é 15,/8RYe;FIQ—3QAUIQ™AE,
1. &téY (A 3O —3 '3, 39 efLeE83PPIQ,3,Aftaf@ 5,05, 38, %03EPAfTE, A 3O TS, ...8 | €
RSA 3,5f%3,'3, 8, 3,'af@afhaf 3@ —3@%iQ@™aE,
2. 8,18 afaf—af s Y EAQ—i@ | 5€93€,5935,Fi93€® RSA

3,343 E3, @ >xLi€31:(3%Q3685€,3, 39 FEQRSA

874 13,af14afa5 13, 3@ ®a%r+éY:3,/ 8@ —3€'3,,30™i€,30 39039 T3 3, (% '3®339—3
8,18, Afeaf—af 4@ S3, 3@>6-CEE£5Q ™ <Af%03, AFYASiAFAf 59«3 Pni@, 3@ | 3@ AE€@https//github.
2022-20866 &, 4€,C...809—3€@ | Q@@ 3©°39,3€,
o RSAS af 8@ EcO%ace & 4R35 +3,Ei@ | 5€,59°59,30Fi€QL,Ta%+2€339®F,4,4,124f
RSA &,3f%3,'8%056™u3 € —3€ Q39 "3 ® RSA
3,3f1458f55,¢5,8%¢C" 3Q™E, @ Ve /3> 3,39 ™IQ '3 | C,i85'59«EQ™I 3939 AQOEr. 4Y 3@
8, T&Y/teE88, 49 «a,"3983€,30%3€,30"39 39 ECCe*Qi93,EaQPVe£LA"@

3O '3P®3,Caf%oaf@a,na a3 Q®e, 18/ at8aQ R ).8,<ef 13" Q8,»8, 4, 8f83F 3@« "e¥%od @ 4

55,15,%0 €039 3008, 18%+xE55E Cisco FMC
3,%:353F°3,5,55,C 59«39 31h16Y:3,5 750 30°50,30 30 "3,/(C° QIO —3O%IO—3OVIE,

0% °
Lenstra 8, g, caf%.af @afEaf@af«ae"»ae'f

1996 & Z€@Arjen Lenstra

2 Q39«3 5,55€05,5139®3%0°V AR T @OE-i14"RSA-

CRTi%%03€«3 %3@™3 x"»x'fi@Eerx 233, E3 Q%I —3Y5€ RSA-CRT
2REEQOITE-39®EVC" @™ IP«IEPRI—I9 (LIQQIPBL "(®—3 IP«E3RA® FQEC™VC'YIQ
CRT &,af1hafaf1ha, 3@ a3, a'%hi@°a, Ea@34ae™a€, Lenstra

&2 f5Q 5693, 3@ @YY %03, E5QYE, 3,03 %05f @ SFESF @ af«r"»a faQEIQ™FE,RSA


https://github.com/CiscoPSIRT/CVE-2022-20866
https://github.com/CiscoPSIRT/CVE-2022-20866

5,Caf«a, aF3,°8f 3,0 @7¥ae"»>' fAQO™Mi 39 3@ 3@ 31€,3,559%393, 5@ FICHIOVEL. . 39Bx- &

& »d fAQPReO’ ¢ a@«iPrie, i | i€ 3€@aEEMemo on RSA signature generation in the presence
of faults3€€@3,'3€,¢...880 9—3@ | QP QIO 3©°3,3E,

ae0ed, Caf %odf € 3,035,955 @88% - /3¢5, F3€ | 5€,3,@,13%+2€85€«3,"3,S3EQRSA
3,af1a€8 Lenstra é,pé,néf%oéf@é.fEéfééf«ae”»ae'féQCEaeAQéWé0—é€éae"»ae’fé€...§0CE
RSA 878 15,3f13,8@-3%—39839 @3,3€ &f1x€83€F36,3,530%IO™3E,

8,»8, af Yafaf 13, £4YpRE€ ®Bc—se';

5€"3,E3, %03 @®3%PIR’ TP BA...TIE™MIQP €@, Refe, d¢:3Q® Cisco ASA GQ%IQPYiQ
FTD
a,%.afaf"a,)4,88,¢afafaf%a, i @t @RaQ (P QAQP8I QP QI OHIQP™IE,a»¥A%0 @I @ ®3,113faf "3,

B/ &Y A, O —39'3,AF13f@A, 08,39 T Pxfe 5939 ®3,1:3f-3f 5, 3,83, Caf 5413, 56«3, Caff:
88718, 3 UAFEF S, 3O ®IQ 1255 9®IH,3,< RSA
5,3f143@ Eaf1af3,05, '3« 4 " 3O™3 IO 5O 3,/ CRICOTEE...30«@ ! 3SIO—39UIO™IE,

acP@axfx a@¢d,V2afaf"a, ! a,8a,cafrafrrasfa,'a@ a@®a, caffaf—a, caf-afaaf%oe’
RSA 3,853, senceat’a@™a,se-1ae3e

6t an8af-aF™af«3©® Syslog af;aFFa,»aF%E,,

aotéY (A 4@ —a@'a aftaf@a,nd,'a@Ea;®efe, a€:3,2afaf "3, 3,83, cafafafa, a@«a,caffaf—a,
RSA 3,3f143€@ Eeredi°d@ 3, EFi@Ya 39 €92 39ri®®@=x-"59—3€, syslog
3fiaffa,»af 13, 39«3, QL@  (RCOTEE. 5@« ! &SIQEC™5€>3,%03, EZ Q%I QO ™IE,2€"3,ES, %034
RSA a,af4a€8 RSA

873 13,3fhiQ@Fr1h@xr OIQP—iQYi@ &frx€li@Fi€,3,30"3€ 3,/2,03° 19 —30%hIQ™IE, -
syslog afijaffa,»af1a, 3@ éi@an8af-af™Mif«a@se "éE’39 -3, EI€QCRicOTe€...3€ & show

logging CLI & 38fZaf3af %08, d¢" a@™a,«d @ 3@  a@8¢(°° @I P8l QP @I PaO™aEASA
59%3QYa€ FTD 2@ ®af—af-af-3,£aff3, 3,'a€@ a€@syslog

3@ Ee| (r°a@-a,E3@ | 3@,5,<aftaf@a,n8,'3@®E,,3,raf—a@«A°re%idPSIQP™MIE, -G —3,
syslog afiaffa,»af%a, i@ *x-ijd@®a," a@Ta@«e| ¢r°i@3,EIQPAIQP™IE,

%ASA-1-717065:K eypair <name>3€ Cisco RSA¢§™a 1a,afhethéxe ©a@®e,talatae€s(CVE-
2022-
20866)a€«3,”a,5¢,ia5'3983€,3,53€9af;afCafat...a98a, 455,303, EIQO%UIGO™AE, 39 "aH®;

% FTD-1-717065:K eypair <name>3€ a€€Cisco
RSAcS™a ta,afuel@e ©a6®e, 1aVitae€§(CVE-2022-
20866)a €@ EAZYa> 3€5¢,.ia5'a983€,3,53€9afiafcafrat...a98a, afa,ca9a,EaQ%IG™AE 0"


https://infoscience.epfl.ch/record/164524
https://infoscience.epfl.ch/record/164524

Syslog &faf fa, »afv:4,, ASA-1-717065 4€53,"5€> FTD-1-717065

3@ aEQ@xe-3,»3,aF¥AfAf14,£3,Caf%0af 8,08 3568872 /39 —3€ | 53€,5,« RSA

(874 13,3f14af a3, 3@«8 %IP—3@ 8, T8%+2€83QRIQ,5,IEQI @RLIQ3:(3%OPIO®

RSA

5,3f%3@ Eeredi’di@ 3, FiQYie i€ 3,/(°iQ@—3@ 34,50 %UIO™IE,3 @2fi931:(3%YPIiQO®
RSA

53,3143 ¢,i85'3@«39°3QLIO 59,3, 3OV, QI€QI (" AP8IQPIONIE,"3E39" 3B

RSA

5,3fh3€ 393, FaQ%IO820Yef1LiQ—3€  5955,%03Q3F€Q PP IOP™5 ;.0 | QIQOTIR .4,
RSA

5,3f143F33,C5,8%¢C" Q™3 @ Vaze L3> 3, 5@ ™I 3@ | 40+85'5Q 3> 3EQEre @A Q™S 4;...E | @

% ASA-1-717066: K eypair <name>3€ 220e%0dS'a 839 ™a@EAE€QCisco
RSA¢§"a 13,af%e%he i@ 3€,30®e,1alte€s(CVE-2022-
20866)3 € «a,”3,53€Pa»¥a%oQaHPaFQaFa, afafaPsaQ®A...~6-«AQ«d %haHP—ae e, Talat

% FTD-1-717066: K eypair <name>3€ 220e%0dS'a 839 ™a@EA€Cisco
RSA¢S™a 1a,afUhele e ©a@®e,1a%tae€s(CVE-2022-
20866)a 9 «3,”3,53€Qa»¥3%0 QAP PAfFHaFA, AFSAFaH B, T4Vt e€8a Q@16 ;3,89 —a a4

Syslog &f jaf fa, »af Va8, , ASA-1-717066 4653, 3€> FTD-1-717066 46 a€@RSA

3,8fhi€@ 3, @>rLi@Q31(VQPIQPZIQ 39°5€,3QEi€Qxre-a »a,af¥afafta L3, cafnoafea, na, fasf
RSA

8738 13,3fuafasfd, 3@ ®a1+éY:3,/4€9—3€'3,,30™i€,39"3€ "3,/(°iQ—3€ 5@, 3QNUIQ™IE, I
RSA 3,af%a,'¢Y:®@ e @>d @—3€ @@ "aO® RSA

5,3f14333,C5,8%% " 3Q—3€ | 59,5, 3O™MIQ '3  3QOB®E Vi /x> 3,/80u+35'5€ 3 IE QN2 IO
4, afCafv.a, «a,lafa, ¢,

A/otéY (A 4@ —a@'a aftaf@a,nd,'a@Ea;@eLe, a€:a,%2afaf" 3, 4,83, cafafafa, a@«a,caffaf—a,
RSA

3,af143€@ Exnedicd@ 3, FiQYVie 3909139 3@ Fe (n°3@ 3, FIQP%IQO™IE,59"3,ES, %03 Q®3
counters| grep PKI1 CLI

8, 38f Z8f38f %08, &> Q@ —a@NIQP™EE, -3 Q—3 9,3, afOAfE,«3, | 8f5,,3€@ 2-jaQ®3," 3@ TI@«E

<#root>

asaftd#

show counters | grep PK



PKI RSAKEY_INVAL_VULN 1 Summary
PKI RSAKEY_INVAL_SCRUB 1 Summary
PKI RSAKEY_INVAL_NOT_VULN 1 Summary
PKI RSAKEY_VALID_SHORT 1 Summary
PKI RSAKEY_ANALYSIS_ERROR 1 Summary
PKI RSAKEY_SCRUB_ERROR 1 Summary

e 3@ —3€,3, 3f0af14AE,«3, 35, 30RIQ 93, Fi973,EiQPx2,95° i€ 2-39RIQ 3955,5508:

« RSAKEY_INVAL_VULNIYZ, 35528, 1aV+o£ss 4 /5@ Eenedi®i€ 3, i@ %ie—ieY

« RSAKEY_INVAL_SCRUBIVAG, 85/5€2@,, tavata£ss, af V4 Eaf;af¢aa€83, 5f%3,C5€ 3, E5 0%
« RSAKEY_INVAL _NOT_VULNiY&, 3553, 3fvE€02,13%+3983€ 3€,5,530%3653,"

« RSAKEY_VALID_SHORTIV&/6Y 5, 4@ —3€'3,«a»¥a%0 @39 ®af@af1a, 318356836 ¢, 14V
« RSAKEY_ANALYSIS ERRORIVAY tar €4, 59«3, afOaflha@ECVCViO—3i0%i9—3i0Y

« RSAKEY_SCRUB_ERRORIY4&3, 5f/4€®3,'3, 3fO5f—4 5«3, 3fOaf%3€@ ECMCVIQ—3© %3 €-

5€"3,E3, %039 ®3,«3, 5f°5,:3€9 €@ %3 0239™3,« syslog

3fiaffa,»af1d, 3@ Eafa, 4@« "éF5€ 5, FiePYViQ 0919« —3"156 5, FIQUIQO™IE,I9%IE
RSA 8,313, 'C/r®@x 3@ —3€ ' GEQRSA

5,3f148f55,C8,8%¢C" 3@ ™A, @ Vhe Zae> 5,30+35'59 39> 3€QEInr @ AQ™E, GO IO IO TL;..& @4
dftaf€a,na,'af-afnaf e™ ao®e'd's

B 6Y (A d@—a39'a,Aftaf@a,na, 3@ Ea; Pefe, 3€:3,1,3faF 4, 5,83,CaFaF 514, 3€ «8,Caffaf—3,
RSA

5,3f%h3@ Erencediod@ -3, EIQYE 3@ A€QAF-afKaf 5, a5 13,+3F°5,"3 3@ «e-j3Q®3,>5F3, 1,3 1haf«af:
1 3@ui»¥3 Sa@Ee| (1°59+3,E5, 59 5@ Q9 T3€,5,559%IO™IE,

CRITICAL: [RSA &,&F% <name> 56"
[Cisco RSA ¢§737t3,af4af2aF4s, 5908, T3%+2€81% CVE-2022-208661%%
3@ CAY3> 3€8C,|35'a€«3€23,55€QaF[3fCaF5€ 3,%29"3/»3€ 53,36

CRI TI CAL: |RSA &,af% <name> 3€ “3»¥4,6 3@ CAZY4> 538

irYa% Q5 Q0T @aT%E, AfSaf3a€@8a, a, 3, Af @af4a, AfLA@«a %EO—3@
[cisco RSA c§87a 1a,af%afaf4a, 202, ta%tx€8i% CVE-2022-208661%%3€,
53 "3903,af%a, 3%SE"IQ9-39 5O QIO 3939 ,3€,

50"5,E5, %03 @ OIf-afhif =™ 3Q® ! 3559 59 3O «IEPS %3;0e3H™E < syslog

55i3f55,»35%3, 3@ Eafa, 5@« "EE25+3, EaQ %P ™IE, 59 %I QYIEQRSA
5,313, C/:@x @ 3@ —3€ | 5EQRSA

5,3f145f58,C3,/81 " AQ™E,AQO™MIQ 13O | 5O®L Ve T 5,/3u185'59 5539 | 502 IO ™I IS



aftaf@affa,cafiafaf¥asna©®a, afiasriasYo

8/ 6Y A 4@ —3€'3,« Cisco ASA 39%3@Y3€ FTD

aftaf€rana,'a’a;@efe, €335 a3, 3,83,Caa5a5143,a€«a,Caffaf—a,°af~af%haf %03 @ —a3@Ya
debug menu pki 60 &' 82c" 4@ —3€) | S€EQAFTAFE, 05,4 STOPIO™IO'3€ | 3€® RSA

5,343, e8f 27 @I Q—3QUIQ™IE, 3,341 783 8 %081°85>3 9«3 @ IEH3 9, RSA

5,3f%3@®cSY .. AQTe| (°3 3, EI€PIP 93, T3, %039RIQ, 36933, Fi6 3@ Ei%pd®3€+3,ES
§—3@«3€@ 3€@ae, RSA

EENZEL QI S7 1o MEL? JOEREN ENIZE BERFL JGL-TMa-LE L TERGER =752 ETIEL SE T IQE IR I QET 2
INVALID 4€ 3€€@RSA

(873 13,4 UIQPFrth@r 039 —39Yi@ &frxfli@Fie,3, 39" "3 3,/ (a9 —3Q 5,5Q%hIOP™:

asa# debug menu pki 60
Key Name : Validity : Cisco RSA Malformed Key Vulnerability
: : (CVE-2022-20866) exposure status

<Default-RSA-Key> : Valid : No exposure characteristics

testl : Valid : ** Possible exposure in earlier software versions

test3 : INVALID : No exposure characteristics

test8 : INVALID : ** Key generated by affected version, cleared in memory
tets2 : ERROR : ** Error during analysis

test4 : INVALID : ** Has exposure characteristics

test5 : unknown : Key pair not analyzed

sp0di}os, @133 @ R£392812C4%9A€® RSA 4,45%

bQZ37»3@«aV5C" 3€p+3,FIQ 3O PITOBIUEE%SE™F Q3 FIQPYIEHE @RLIQ312C31QPIO A
RSA 3,3f143, enedi°d@™i, 39 i@ 19 59850 9I0%i6>3,"53€,5 €6 5® RSA

3,5f1h3Q F€Q4 @rLIQE1CAUQPIGEILYS 59820YefLiQ—i@ 56,5050 FOLIQOYIOVE, &4
RSA

3,5f1h3 Q@ ECQLE7»3@«aftaf@a,na, 3@84%¢" 35, E5@ | 59,50Vt ;i@ EIQ,5,E 36 5 &
RSA

3,8f143f55,C8,8%5¢" AQ—3€  3€,3,@ haela 3QEIOMIO'5@Q 4013559 —39 1 3€,3,509"3
76 éC-

5O "3QO®,131+2€83Q«d %t AO™3, D76 @i c-3Q 5€,3,559%3>3,"3€,

ac®xfx a@éa,2afeaf aq, a,84a,¢

5,-4,14,%5@ 3@ 3@®3,Caf%0af€a,03,935@«@ "e%%03Q 3, EFQPYe,TaV+2€83€«d 4T 3Q™E,C.j

an


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#ssu

©S3®Cx8 3QES,0af3,af afhaf«3@—a3@VY5,55,paf@afhaf 3,8 Q—39'5OV5, 55985995, 3H®A
Sf@afa, 3f8aPa€ “af-3,£3fhaf@afE

3 »3ffaf @ «d %IP—3@ | 5QORIP;IQ I93,SIQUIO™MIEIQQIQBIE, 39T, LAf5 4, 5,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement. html

59%3IQVIEQIOSa®CRE 5 ES V:af-35 5, 5,85,C3,5F€3, | 3P a5 %% P55 P V5, GORIQ €S,
5,CAffaf—a,°af~afhaf%o3 @5a@™IE, .18, V@ ®F »3, a¥aFEf14,£ 8,:3F 555, 15,85,¢
5,CAffaf—aftaf Uil 30«3, 3L3@ | Q395D RE 3P «r-"a9—39,3, 1355, 15,85,¢
5f08,03,>5%3, 36 @8: 1485 5,1,35+3F°3,1 5,83,¢ 453, £aFhaF@AFE

8,»affaf €3 Q%IQYEQ 3Fia, AFEAF AFaFS, AF5af
5,CAffaf—3,°afafhaf%oi @ «d %haQP™E e OEMPIQEi»"a 5043, E5, 39" 50 30,3,550%3

Cisco.com a€® Cisco Support and Downloads

AfSAfY A@«3€ EQAFOS,na,»3f%8,'a@ "af€a, | afPafaf1haf%oa @ «Eé-Ca@™a «ef...a +ta@EE "% %0d 4
Devicesi¥a%o]

3f,af1af«3,8%C" aQ™E, 3 PSA®C 28 FQ®E,«d, "4, af7afhaftaf @4, 0], 3, paf@aruaf ¢ ,8%4,,8) ¢r°

8 Yo8f8f 5, |5, 88 ¢a@®3,Caffaf—3a,°af~af1%haf %08, senoes 259 ™3 <653 9«3 @ €A 5153

a»8 8f¥af%afta £ & Caf%oaf @4, na, Jaf

af3a5%3, 3@ 8a.. Y% d @83 945,<3,:3,'3,3e£1,54" @A @®F,Caf%oaf @ 4,13, 9553, a®320eY(S, i 9«a9,¢
3,%:3f°af¥afha, af8af*a €31 €3, '¢(°*°QIO9—39 | A QO QIO 39°39,3E,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%od, i @—3 Q@ @3© ¥, 59— | 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«

8 AfvAf 5818¥ ¢ ,4 49" "8 0¢" a9839%8€,365a0Cxes"
3, -8,18,%5€)3,%00 27¥2% 3. Y9 —3@ Y39 E5,-3,'3 5@ ®3,pafkafa, ' a¥c ,4,/49"8°0¢" 5€,39Yie

cisco-worldwide-
contacts.htmliV 208 «€€£CUid@—a € | 8,C5ffaf—3a,°af~3f 1435 %03,'3...¥e%i@—i@ | Q@i 503,

G.i8, Y4, Caf faf—a, *Af -af VA %oa@ ®3 Hhe+ef L @3 83€,3, A9 "3 3,8 e /39—3€ ' 5,59V
URL 3,/3@"¢" " ®,9i0@30 3030 ,3E,

4 ®afexe a@safrafrasaa,’
2 GQ®e| IQ8IQY €G- | IQPRE—3€«3,-3,3,33,1Lafaf3, | 3,83,C3@®3fa5af13,"3,'8 " "&Y%%03 €@ —

ASA &,74f+af"a,,8,84,¢


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco ASA First Fixed
8, YA f+af 4,4, 84, ¢ ReleaseiVs 4, @axfi€a, Ea@ Y€l 9a@®afaf afa, 1%%o
afeafeafya,t

9.15 &»¥&%o €1 8, t&/aceE859 3 @ —

9.16 9.16.3.19

9.17 9.17.1.13

0.18 9.18.2
1. Cisco ASA

Aftaf 3,03, 39 e, 3%+ 2E55Q®F, 5 A3 aF 143, 56«3, CAffaf—3,°af~3F%af%o5€+5,E3Q ' 54,
9.16.1 5«3, CAffaf—3,°af 35 1%haf%05 @3, E5€ | 363, %03 f*5f551%3, 9.14.3.18

5 «af€3, 38,83 1af%0a @8, E5OVE 8 1Vi%03€ PR, 1311 2€55QRIQ 5,35 5143, 59 ®
RSA

5,3f1459 3€08,Ta%t 55 Q@393 AR E, 59«5, 0336+, E50 ' 50,5,30V3, Q35 rfs
ASA

5Ft5f 5,03, 5@ E3"3@®x-"2> 5983, Caffaf—3,°af~3f%af%0 555, 5@35F€S, | 455, °af~aF 43 f %05
5,3F145@ ERe%0dS 59550,5,39"59 "3,/ QIO—i0 50 OO §6-59,3€,

FTD &,Y:4f*4f4,13,85,¢

CiscoFTD First Fixed
8 Y-af-af"4,)a,84,¢ ReleaseiVs 8, @aeLi€*a, Ea @ Yre€ad @O ®afrafafvaa, %o
éfaéfaéfl/a 1
6.7.0 2»¥3%0€ 1 8, TaY/toeE 8523 @ —
7.0.0 7.0.4

Cisco FTD_Hotfix P-7.1.0.2-2.sh.RE L .tar

Cisco FTD_SSP FP1K_Hotfix_P-7.1.0.2-2.sh.RE L .tar
7.10 Cisco FTD_SSP FP2K_Hotfix_P-7.1.0.2-2.sh.RE L .tar
Cisco FTD_SSP Hotfix P-7.1.0.2-2.sh.RE L .tar

Cisco FTD_SSP FP3K_Hotfix_Q-7.1.0.3-2.sh.RE L .tar

7.2.0 7.20.1

1. Cisco FTD
aftaf€a,nd,'a@Ee,131+x€83@®IQ,3,<af°afafa, @ «a,Caffaf—a,°af-afaf%oa@+a, E3@ | 3€<3,
7.0.0 3€«3,Caffaf—a,°af-afhaf%oa @3, E3Q | 3«3, %0afaf*afa," 6.4.0.15

GQ«Af€], 3F°3,°af~af1haf %033, EAQPYa 8@ 11%03€QL, T3+ €83QRIQP 3,353 143,59 ®
RSA

3,af143€@ 3€@e,1a%+x€83QP®IQ,5,3af 53,3 «3; 93”393, FiQ | 30,5, 3@V, @IEP3 @rf2
FTD

3f1af€3,03, 3@ i@ "5@®xr-"25383,Caffaf—3,°3F-afhaf%0a €S53, a@>aF€3, | 33, °af~af 143 %03 «
5,3f1%3€ Eee%0adS'4€983€,3,30"3€ '3, QI9—30 30 QIO 56:30,3€,




Cisco FTD
aftaf€a,ra,'a@®a,caffaf—a,caf-afluafY%oe%oé 1a@«i@Pri@, i@ | i€ F€QAEECisco
Firepower Management Center Upgrade Guide3€€3,'3€,C...889—3€@ | @ @3© 3€°3€,3€,

Y88 Rafar a€p 3,433, 3,83,¢afafaf1ka,'a@ a@®a,caffaf—a,caf-afhaf%oe™,d €@ «a%pa®33a
Product Security Incident Response TeamiVa PSIRT; 8f—&faf€a, af" & »& af¥afeafta £

5 08f3a, -af tafsaf” af -4 1af @afra,’

af@afvaf 1%%03€@ A€EQPI Q"3 @P®3,Caf%0af@a,na,9af3@«e" "e1%%0a@-3,EIQ | 3€,3,€0%3"3@™3
" O~ oo oo [X] ~ ee O [+ AN oo

a,@>eE£a"O¢" " a%a%<a® a...,athe@c™oe;

Cisco PSIRT
G853 €@ d€Q@r0e-3,Caf%af¢a,ra faffa@«e "elh%iea,EIQ | i€, d,,TaV+trE8aQ®A...~&] 3§, '¢(S

5O 3O ®3,Ca3f%03f@a, 13,93 3€80%-x"73€+3,E3€ ' 3€,3,<8,Ta1+2€83@B®x, " dQ«E-CAQP™E
Cisco PSIRT 4«3 ,3€»3,%0d, E3€@ | 3€,3@3%43€>3,"3€,
8108

59 3O ®8,T31+2€83,3 3550 —30 ' 30,30V30 30,30VI€Q5, «af5f5,0af«afE 4083 ' 3,u3FE
Nadia Heninger xe°@3a€@ ~ George Sullivan

X QIA€Y3,°3fafOaf%0an8a | afcedf«af€aflaze (a@® Jackson Sippe x°€@3€ ~ Eric Wustrow
2°QI9«2,Y2-939,50YI0—30%IQ™AE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-asaf td-rsa-key-leak -
Ms7UEfZz

o' 1g", At ¥ee

5f@aFa, 3F5aF . 508,73 ArSar A artarva Al v
10 @878, ~E—EFAFATAS, Finl 20228 8 o
: >28... 7€~ e
) 10 s—¥

ao¢" elec,,

aae-8, Caf%oaf ©4,13,93°5€ ¢, 8 98 %iP®], iQPI4 190—i¢ i9 ' 29QiHIi9o—i@ 3155,55¢
e0e-d,Caf%0af @4, 3, 135 @®xS...4 13953, 33338, 3@ V" FQ«E-CaP™E, @2 -EmIP®E £
AQUIOYIEDS, 3,359 2e-af%03,af¥afaff 3@ ®AT.. 403,42 8S5 3@ —3 @ «dn%oe> TP —F€
ae0e8, CAf %eodif


https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-rsa-key-leak-Ms7UEfZz
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-rsa-key-leak-Ms7UEfZz

@3,03,93f3@®e " 7¢;°at...aR'aQ«6-C3Q—3@ | 2f...4 +é..€5;i3€® URL
3,/CeQCYIQP—I€QPIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1LIQP—3QYE 49 F€QI ' (UIQP TR
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