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Event Response: April 2021 Cisco ASA, FMC, and FTD Software Security Advisory Bundled 
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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-ftd-
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ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.8

å›žé�¿ç– : No workarounds available
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Firepower 4100 ã‚·ãƒªãƒ¼ã‚º ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Firepower 9300 ã‚·ãƒªãƒ¼ã‚º ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹è¨å®šã�®ç¢ºèª�

ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œãƒžãƒ«ãƒ�ã‚¤ãƒ³ã‚¹ã‚¿ãƒ³ã‚¹ã‚µãƒ¼ãƒ“ã‚¹ã‚’æ��ä¾›ã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�Cisco FXOS
CLI ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ã€�ssa ã‚¹ã‚³ãƒ¼ãƒ—å†…ã�§ show app-
instance ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚[å°Žå…¥ã‚¿ã‚¤ãƒ—ï¼ˆDeploy Typeï¼‰] 

ãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�« [ã‚³ãƒ³ãƒ†ãƒŠï¼ˆContainerï¼‰] 
ã�®å€¤ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚¤ãƒ³ã‚¹ã‚¿ãƒ³ã‚¹ã�¯å˜åœ¨ã�—ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚³ãƒžãƒ³ãƒ‰å‡ºåŠ›ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

firepower# scope ssa 
firepower /ssa # show app-instance 
 

ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³å�� è˜åˆ¥å� ã‚¹ãƒãƒƒãƒˆID
[ç®¡ç�†çŠ¶æ…‹ï¼ˆAdmin 
Stateï¼‰]

Oper State å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
ã‚¹ã‚¿ãƒ¼ãƒˆã‚¢ãƒƒãƒ— 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

å±•é–‹ã‚¿ã‚¤ãƒ—
Turbo 
Mode

ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ«å�� ã‚¯ãƒ©ã‚¹ã‚¿ã�®çŠ¶æ…‹ ã‚¯ãƒ©ã‚¹ã‚¿ãƒãƒ¼ãƒ«

----- ------- ------ ------ ----- ------- ------- ------ ----- ----- ------- -------

ftd ftd1 1 æœ‰åŠ¹ [ã‚ªãƒ³ãƒ©ã‚¤ãƒ³] 6.2.3.14 6.2.3.14 ãƒ�ã‚¤ãƒ†ã‚£ãƒ–ï¼ˆNativeï¼‰ No   è©²å½“ã�ªã�— ã�ªã�—

ftd ftd2-1 2 æœ‰åŠ¹ [ã‚ªãƒ³ãƒ©ã‚¤ãƒ³] 6.4.0.4 6.4.0.4 ã‚³ãƒ³ãƒ†ãƒŠ No mid è©²å½“ã�ªã�— ã�ªã�—
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ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œ Cisco 
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CiscoFirepower Management 
Centerï¼ˆFMCï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«å½±éŸ¿ã�—ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�™ã€‚
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ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TACï¼ˆhttps://www.cisco.com/c/ja_jp/support/web/tsd-
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