Cisco é@©az0eaz«d,»a, af¥afasrta
Ca.f—a.f@é,né,¢§.f35,‘
a,%2af35°4,!4,83,¢2€53,”3€° Firepower

Threat Defense a,'2af*af a, ;a,8a,Ca@®

Web

a,naf14afa,'39 «a9539'a,«a,pafuasf’a,'al "a®

3, CAf%oaf @a,=a,9aFfaFvID : cisco-sa- CVE-2021-

H Igh asaf dt-webvpn-dos-K SqQJAK PA 1573
& @a...~é-ca—Y¥ : 2021-10-27 16:00 CVE-2021-
af @afvaa, afsasf 1.0 : Fina 34704
CVSS4,14,33,¢ : 8.6 CVE-2021-

&76€ ¢ ¢~ : No workarounds available 40118

Cisco &f @4,° ID : CSCvy36910 CSCvy89144
CSCvy58278

Yoo &75@«8, d,cef...8 13Q A€Qe 12739 «d, 3, AZYR-13QPEQZA...maYa A
Al

£1 el@

Cisco

6@ 03;0087:8,»3,af¥af5f13,£3,CAfF—3fO3,n3,CaFE, 114" ASAIYA%0d, 1o3f-55 "5, 5,85,C 553,36

Cisco Firepower Threat Defensei4"FTDi%%o3,%2af*af"3, | 4,83,ca@® Web

3,uaf1%af"a,"a,0585°8,;4f1%45+3,83,13, 5@ «5@,5,«@rie 5@ B, TaVit €83 9«3, 3,S5€ QL@ " 1%4i@+5,a

3€"3,E3, %03 @®e,T3%+e€83€ 3EQHTTPS

5f°8,”8,73,af 5,68 27 Q3O™3, IO IO QIO®A.. Y3 xned %IQELQPO0I 1598365 €,30 3O 3
HTTPS

528, a,73,af 8, €0%81,"af1af 3,08, @ «E€Q3;[TO™I O IO 398I€PIO"A, TS, %0a OB, T Vit
DoS ¢S9z...c3@EC™MC"YAO™E, 3@ &fre€85Q E€,3,559%IQ™AE,

8,-8,14,%€ "3, (E3,%a@®e,Ta%tre83@«d %At d@™a,4,%afaf 4, 4,84,Ca,caffaf—aftasinasa, s

é@“é@@é,(ﬁéf%oéféé,né,ﬂéa‘aé0_§€Qae—|ié0®éfaéf3é,_é,“é,§t;¢°éaéé0§é@050%é0""5€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-asaf dt-webvpn-dos-



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asafdt-webvpn-dos-KSqJAKPA
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy36910
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy89144
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy58278
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1573
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1573
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34704
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34704
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-40118
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-40118

KSgJAKPA

3O "3©®3,Caf%0af@a,nd 53¢ 3€@Cisco ASAIEQFTDI€ 9IS, 36> FMC

3,»3,af¥af2afta,£ &,Caf%0af@a,13, 95 3f@afr’af%oaf«a..~é-3€@® 2021 3" 10
®e"IQP®IFAfaf3,"d@®A€Ef dQPEIQO™AEE A, Caf%oaf@a,3, afFGQB®ARES... 3€°af3,"af 5@ "¢
Event Response: October 2021 Cisco ASA, FMC, and FTD Software Security Advisory Bundled
Publicationd€€3,'3€,C...80 9—3€@ | Q@I 330 ,3€,

€031 e£8" €@

&, TaY/sae€85@®aQ,a,<e£%23" @

59"3,E3,%03@®, 131%+e€83@®31:+6Y:3,/8Q—39'3,3Q®IQ 3€Cisco ASA

3,44 4,15,83,C39%3€Y3 Cisco FTD
3,%af3f°5,15,83,C3@®¢,Ta1+2x€85 @B, 5,5 a8 13,5, 8@V 3@ —3€ | 3€55,55€98, T8l
AnyConnect 393%43€Y3€ WebVPN

3O EL AR3393,F3 | 5€,5,<3,8,"3,3£113" QA HBIO™IE,

8, Tavtrac85@ Ea"ace " 3@ ™3 < Cisco
a,%af+af a, 3,83,Ca3f355%a,3@«3@r3€,3¢ | 3@ I€EQIQO"IOP®I, Caf%0af@3,03, 953 3Q@RIEES

ASA §,758f+af 4,4, 84, ¢€ 4R35 9 B¢C°e* @

show-running-config CL|

8, 3Af ZAf38f %od, &icC AP —a € | 3EQE,10AF354,! 5,85,C 5@ «2,13%+2E85Q9RIQ,a,«eOYef 3@ EFe "
Cisco ASA

2OYef3, (i @P—3QNhIQP™I€, 395 IQPBRE —39«(°IP™I@,20YefL3Q®AYr0-& " R334
running-config CLI

3,38528F335%03,' a®Ye|E3@™5,<3@ & (n°3 @3, FIQPAUIQ™AEE, L, 1a%+2€83QR®IQ,3,aFaf a3,

Cisco ASA aOY éf %2 8, TaVaE85@®a ™ ac

AnyConnect 3 0af33, Afvaf @affaf” &,af1 a,73, a,'af@a,8af3,,
af@afna, assas 2 crypto ikev2 enable -
3fPafCafafa,ca, a,»a,"11% 4,  af0a, 03, CaFfPaf a,uaf1af s, 'ae%edS ™, %%

AnyConnect SSL VPN webvpn

enable <interface_ne

8, Hf©3, 0, Caf3af &f -4 SSL VPN



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asafdt-webvpn-dos-KSqJAKPA
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74773
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74773
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74773

Cisco ASA aOY éfYs 8, TaY-aeE85@ ®a ™ ac

webvpn
enable <interface_na

FTD & Y2Af+df 4,4 84, 6 aPSa@®¢t e’ @

show-running-config CLI

8, 3Af 28f38f %od, i BP—a€@ | GEQF, A3, 5,83,(3@«@, T+ E8IQPRIQ,5,«2OYef1LIQPER
Cisco FTD

2OYefsd, (i QP —3@%IQP™I€,39°39 IQ9RY —3Q«°IP™I@, 20V LIQPB®AY R ERIH€
running-config CLI

3,33578af %03, a®Ye|FQ@ ™3, 3@ &) (r°a@+3, FIQHIG™AEE, L, T1aV+20E839®IQ,3,af5fEf1a,":

Cisco FTD as©Y éf %2 8, TaVst a8 (

AnyConnect & o838, ;AfVAf @aFfaf 8,35 3,73, 3,'af 5,535, af@afna, afsas 2

. a e ) R X X T AR R a3 EA Xy ] o X1 . 15662 crypto ikev2 en
af°afCafhasfa,ca,” a,»a,"i% 8, afoa,na, Caftar a,uasuara, e %edS e™,ith%o 1€ e

AnyConnect SSL VPN1&€62 webvpn

enable <interf

1. 3f5f CAF VA4 08, 3 »8, 1 VPN a0V ef v a€@Cisco FTD 3,1.3f-35°3, ' 4,85, Cafafaf1a,"
6.2.2 3983°73. Y53, 3O %IO—3QVAE,

2. af%af ¢afvaf"4,¢8, 8»8,1 VPN aOY ef1-a€ a€€Cisco Firepower Management
Centeri%"FMCi%4%o03 €8 [aftaf€ 3,23, 1% Devicesi¥%%o] > [VPN] >

[af2afcafhaf a, ca, a,»a,"i4 " Remote Accessi%%o]

AO®Eé ’ré@«ééjaeﬁéOTMé,<éO<é€QéO%éQVéQ_ Cisco Firepower Device
Manageril4"FDMi%%03 €8 [aftaf€a,ra, 1% Devicesi¥%o] > [afafcafasf a,ca, a,»a,"
VPNi%a"Remote Access VPNi%%o]

3O T3P«é@ 2S739™35,3€ 2e%03S'3€«59%3,S3ONIG™AE,

&, TaYrac€ss, 49 «a,"89839,39%36,30"30 3O ECC°R* QIO 3, EIHYELLI"O

3O '3P®3,Caf%oaf@a,na a3 Q®e, 18/ +at8aQ R Q,8,<ef13"@48,»3, 4, 8f83F 3@« "e¥i%od@ 4

8,818,339 83¢ €9 "3, (E3,%3@®e,Ta%tr€83€@CE Cisco Firepower Management
Centeri’ " FMCi%%o3,:af3f "3, 4,83,C € «312+6Y;3,8@55@ 136 59°5€,50"5 "3,/(C°° Q@ —3



H7EQ G-

3€"3,E3,%03Q®8, 13%+eE83@«d %t 3Q™E, D76 -0 3€,3,55Q%33,"3E,

a;,®acfee a€p:a,2afaf " a,'a,83,¢

8,-8,18,35€ 39 3O ®3,Cif%0af@ 3,3 Yaf i@« "e%%aea,Ea@QYe,TaVtr€8a€«a %4t | 3O™3a,<C,,i
af@afna, afsafa€  af-a £afuaf@are

a»affaf a@«ad %HhiQ@P—a@ é@@é@gé@"éQaé,ééé%é0“5€,é@050®é,“ééféQaé,Vzé.f-éf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

O NIPVICQIOSA®C S 3OS, 1af4f 4,1 5,85,¢5,5f€], | 4 afaf 143 %0583 Q 93, AQORIQ €93,
3,Caffaf—3&,°8f~af%ha %05 @83 Q™EE,C,,i8, YaQ®A,»3,aF¥aFEfTE,£ &,1,8f5f°5,15,84,¢
3,Caffaf—aftafuaf 3@ «3, " 3QLiQ  A€HIQPSI®C 2T 3P «2-°59—39,3,1,3f45,15,84,¢
3f03,n3,»38, 36 @ 158S &,1,3f+3f°5,5,83,¢ af+3,£aFhafQAfE

3,»>3ffaf 3€ @3 QNIQYI@ afia, AfLafY aF5fa, AF8aF
5,Caffaf—a,°af-af1haf%oa @ «d %IQP™a " OE™PIQPEi»"3 73€+3,F5,59"3€ 30 39,5,559%3€

A V8f+8f 4 !5, 85, ¢ae®3,CAffaf—3a,°5f~afhaf %08, aroaS Za@ ™3 <653 @ «3Q I€QE 4143

a»a, af¥afeafta £ a ¢af%o.af @4a,=a,9af°

3f355143, 3€83.. ¥ %03 @83 93,<3,-3,'3,%e£1,8" QIO ®3, Caf%oaf @ 3,135,953, a®52eY (s, 39 «3€,C
a,%.af2afYafna, af8afa €3% €3, Qi9—39 | iQOIY 39°3,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q@ Q3@ a¥'(, 39— | 3€,3,afaFaf1arSaF5, af—afaf €3, nafEAf 143«

8 ffVAf 518¥ ¢, 4, 49 "8"0¢" " 5955930, 50530CxeS"
5, 8,13, %€ <8, %00 R7¥E 3. YA —3 VIO T4, 3,5, 5@ @3, uafkafa, ¥, 3, 50 8°0¢ 59,30Vie

cisco-worldwide-
contacts.htmliV 208 «€€£CUid@—a € | §,C5ffaf—3a,°af~3f 1435 %08,'3...¥e%ii@—i@ | i Q@Pi€® 303,

C,id, Y&, Caf faf—4, °af ~af VA %ea@®a 34e+ie£)3"@i@83€,5,<309"3@ 4, 'e Yar”™ 73— aé{é@,,é@\?@
URLG,/4@"¢" 2, 930 @@ 5939,

4 ®afxe a@safrafrasaa,’

2 GQ®e| IQ8IQ QA l3@B®A"—a@«a, 3, ERERENCEN D 13,83,Ca@®ariasrasria, 13,87 "8%%03 € —
8, 13%+x€83QRI€©,3033, E3 3@ «O3L"3QO™3 3 I OO0IQTIOIEPIOS3, 39339 ©3,E3, %08

ASA & Yafeafa,18,88,¢


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco ASA CVE-2021-1573 CVE-2021-34704
afia, ,af£afv4a@®xre€a" @aPP®a;Pxefe, d@ afrafafa,"||i@P®xwtd” @a@PP®a; Pefxr, d@ia
Afeafaafya, L
9.7
Y5 &L a®afR G afeafeasad,' a@«c8»ejEaE, e, Ta/t o853 @ —

9.8 9.8.4.40 8, T&/o£88@ 3 @ —
9.91 a®afr G afeafeasag,' a@«c8»ejEaE, e, Ta/t o853 @ —
9.101 a®aefr a@afafafa, @ «c8»ej(EaE, 8, T&/tceE85@ 3 @ —
9.12 9.12.4.26 &, Ta/+a£85@ 3 @ —
9.131 a®aoefr 8@ afafafa, a @ «c8»ej(EaE, 8, Ta/coE83@ 25 @ —
9.14 9.14.3 &, &/ o859 3@ —
9.15 9.15.1.17 9.15.1.17

9.16 9.16.1.28 9.16.2

1. Cisco ASA & Vsaf+af 4, '8 83, CAfaafaafysa, 1 9.7 &»¥8% @€ @353, 36> 9.93€69.103€€9.13
afPafara, i@ «aenie,ie 39 €Y
8 1Af+3f 4 '3 84 CA@ ®ASfAaf1afSaS%8,'a@ Ec, 8149 —3@ | 59,30 %IQ9™EE,5€"5,EA, %od @B, TaV

FTD & %28f-af"4,18,84,¢

Cisco FTD CVE-2021-1573 CVE-2021-34704
afia,,affafv4 5@ ®xece€d”" @aQ@®i;Prfe, " d@:affafafna,!| i@ P®xecwtd”" @a9PR®I;Prfe, " d¢:a
Afeafeary.a,t

022 acPafoe a6 3f°af a3, 3@ «8»&{EAE &, T8/ eE§a 5 @ —

Y8060 @1 > ave ’ S !

6.2.3 aPafer 5@ 351313, d@ «c8»&(ESE, &, T&Y/+oeE85Q 3 @ —

6.3.01 s®afx @ afaf2ar1a, a@«c8»&(EaE, &, T8/t eE85@ 5 @ —

6.4.0 6.4.0.13 (Nov 2021) &, T8/ of 859 5 @ —

6.5.01 a:Pafon a€p; 3f2a a5, 4@ «C8»&|EE, &, T8/t 859 3 @ —

6.6.0 6.6.5 &, T&Ys+ oL 853 @ —

6.7.0 6.7.0.31%4°2022 & 1 aas V%o 6.7.0.31%4°2022 & 1 a1V Dko

7.0.0 7.0.1 7.0.1

1. Cisco FMC 4€053,"3€° FTD &,1,3f-3f°4,! 4,85,Caf25f5f1%3," 6.2.2 4»¥8%0 @353, 59>
6.3.05€€6.5.0 39«33, 30 ' 3O €O
A, YoAf-af 4,13 84 CA@®AS A afTAfSAFE,' 4@ Ec,8°150—3@ | 50,30 %IQO™EE,56"3,ES, %03 @B, T3V

FTD &ftaf€a,na,'a@®a,caffaf—a, caf-af1haf%oe%oé 13 @«i@Pri€, i@ | 3€ 3€Cisco


https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/products/eos-eol-listing.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html

Firepower Management Center
8 Caf faf—a °af ~afYVuaf%od, 8 0af %08, 3€p,C..88 9—3 @ | QP QIO O3 ,AE,

Product Security Incident Response Teami%a PSIRT; &f—&faf€a, af" & »& af¥afeafta £

g 0af3, -aftafeaf” af-4,af @asra,’

af@afnaf 1%4%03€@ A€EQPIQ"aQ®3,Caf%0af@a,038,9af 3@« "e1%0a-3,EIQ | 3€,3,€0%3,"3@™3
Py [« 3PN e oo oo ~ ee O [+ - oo

a@xefa O¢" a%«a%«ae "a..~a%hec™oe;

Cisco PSIRT
G833 €@ F€Q@r0e-3,Caf%af¢a,ra, Naffa@«e "e1h%i¢a,EIQ | i€, d,,TaV+trE8aQRA, @RrLA"OC

108,
CVE-2021-1573

5@ 3€@at. 6 3,»3,51¥aFEf15,£5F15,5F 8 5« | G@+3, EIQ IO —IQVEE,
CVE-2021-34704 3@ «3@n3€,3€ | & +t3S59—3€ | 5€,50Y5€ 36,30V Positive Technologies
ce¥%a€® Nikita Abramov X°QIO«2,Yo-93€,3OYIO—39%IO™AIE,

CVE-2021-40118 4@ «3@13€,3€ | & +3'559—3€ | 5€,30Y3@ 36,30V lerae Security
ca%4a€@® Ruslan Sayfiev e°@a€@Denis Faiustov X’ @I€QIS3, 36> Masahiro Kawada
X°QIQP«2, V-39, 5OYIQ—39%IH™AE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-asaf dt-webvpn-dos-

KSqJAKPA

o' 1g", At ¥ee

af @af1a, aF5aF a7 5,73, 7, Af84f%| 8 af Tafva, Ay  ae—var
1.0 X @373, ~é—EfEfafna, Final 2021 8" 10 s
' Zd...me—< -
) 27 ;e—¥

a4O¢"ElO¢ .,

aee-3, CAf%odf 3,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ9 ' QP PIWIOP—31Q  553,535¢
e0e-3,Caf%0af @3, 13, 539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «6-CAQ™3,@2-EmIQPBE €
3ONIQVIEHE, 3,350 0e-af%05,af¥afAFAf G@®AT..AR'5,8°° 4S5 3@ —a€ «an%o> 3P —a€
a8, CAf %oaf @4,18, 9359 ®e 8081, 4R '3 «é-CA9—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—ICQIQ -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPECRcO


https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asafdt-webvpn-dos-KSqJAKPA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asafdt-webvpn-dos-KSqJAKPA

dQ"3@®af%0a,af¥afiafaf d@®xf..d td@ 3€€43,3,'3,°6L£1L3"@IQ®E, afFaf%oaf | af1ha, 93,3 et



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



