Cisco SD-WAN
vM anaged, YAf+af "4, |3, 83, ca€@®a, afa,'a,pa,naf a

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2020-
M edi unymanxss2-uglygxWF 3587

& @a...~é-<ae—Y¥ : 2020-11-04 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 6.4

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvv42616

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco SD-WAN
vManaged, 58f+3f "3, |3, 83, ¢Ca@®Webaf™af1sa, c®ic€ 13,133 ; af14af+3,83,03,"3@®¢e, TaVh+e€83€«3, 3,

G "a@®e,1a1+x€83€@ FEQ@Webaf™aflha,'a@®c® c@1a,nafa,;af1hafa,83,03,"a€ Eaf | 4f14a,9 e E
§,-8153%6¢ J@"'a@®e,Tal+xe€83@«a 3at|a@™a,3,kafaf"3,)4,83,¢

§,caffaf—aftaflaf s, afeafasig, a9 —a@%ie—3i@Yi€, 39" '39®e,Ta%trE85«d %4at L IR RED
Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|ié0®éfa§f3é,_é,“é,§gC°éaéé0§é®050%§0w§€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-vmanxss2-ugJygxWF

6024y e£Y8" @
8, TaVat k8@ ®a@,a,«e£%a" &

&..~6~a™ ¢ 15QEIEP IO 3O B, 131+2€559 Cisco SD-WAN
vManaged, v;af-35°3, | 4,83, Caf a2 af145,120.1.128»¥8%0 @ 3953, 3935 551%3,'20.3.13 «312£6Y;

aneEs,, BOER. .. 5@ See€r-"dQRESf..3 tiQ«1Q15Q,30 59 OO 3OD, Caf%03f @5 13 Y3F
ID 39 ®803C °4,»3, 3,-3/53F°5,39.C.. 5590 —30 | 5095 3630 ,3€,

&, Tal/c-oc88, 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y4, EGQVRELI"§

Q" 3@ ®3,Caf%af@a,na N33 Q®E, 18/aaES5Q R, 3,«e£123"@8,»3, 8,-af83a@«af%4,'af 3@ 4,



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanxss2-ugJyqxWF
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv42616
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3587
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3587

H7EQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

A YsAf+3f 4. 15 84, CAQ @&, CAFfAf—3,°8f~3f 1435 %03, a0 259 ™3 <653 @« @ 5€€35,5,'3,3
a,»3,3f¥afaft4,£ &,Caf%oaf@a,na, af

af3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf 3,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afa, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

59,3053, Ea@®A 39 3,3€@Q4a,caffaf—a,°af-af1haf%od@™a, afftafead,nd,'a@«a@ @3 ta@2afiarca
Technical Assistance

Centerita"TACi%%o03, 3@ —3Q Q3@ a¥'(,30—3€ | 36,3,afar 5125553,
f—afaf@3,nafeafha@ 3955 936,59 °5,035030 Q3O 30:3,3€,

i @xfx a@afrafrasna,’

a..~é~aE™, ¢, 5@ 83€€@ Cisco SD-WAN
vManagea,Y2af-af’a, | 3,83,C5f2335%3,120.1.258 @ «3€@ €@ "3@®e,Taltr€85@«a 4IQ™3,a;®C

arees,, SRER... 59 S e€r-"3@@xf.. .4 t3Q«3Q1IQ, i@ 19 OO TO®F, Caf%0af @5 13,1556
ID 3@ ®e03C °4,»3,”3,-5/53°5,39.C.. 559 —30 | 50 93O 3639 ,3€,

5, @REAOC" " 8%i8%<3Q "a...~a%ec™og; "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf@a,nd aff @« "e%%id@ 3, i@ | 39,3,¢,Taltet

8108,

8, 8,15%€ 3€QIQO"3O®e, T8%+2€85,3 +3'559—3€ | 36,530V 36,539 VISECI@®Daniel
Kalinowskie°@a@«x,Ye-93€,3@Yi®—aAhi&™aE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-vmanxss2-ugJyagxWFE

o' 1¢", At ¥ee

Af@afna, 3F5aF YA 8,»3, 3, -Af 843 | 4 1af taf v, ¢A L Date

1.0 K@ 3>73..~6-af5Faf 3, | &€ S0EECIL%0” 20208 11a008 4ce—¥



https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanxss2-ugJyqxWF

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



