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<#root>



UCS-FI-A(local-mgmt)#

show processes | include ucssh

18795 root 20 @ 160232 39056 7412 R 3.7 ©.1 0:17.98 /isan/bin/ucssh --ucs-local-mgmt -t 30
19390 root 20 @ 160228 39600 7960 R 3.7 ©.1 0:14.82 /isan/bin/ucssh --ucs-local-mgmt -t 30
20838 root 20 @ 160232 39600 7412 R 3.7 ©.1 0:12.21 /isan/bin/ucssh --ucs-local-mgmt -t 30
21923 root 20 @ 160228 39600 7960 R 3.7 ©.1 0:10.33 /isan/bin/ucssh --ucs-local-mgmt -t 30
13744 root 20 @ 160232 39056 7412 R 3.5 ©.1 0:25.62 /isan/bin/ucssh --ucs-local-mgmt -t 30
14990 root 20 @ 160228 39600 7960 R 3.5 ©.1 0:23.49 /isan/bin/ucssh --ucs-local-mgmt -t 30
16234 root 20 @ 160232 39600 7412 R 3.5 ©.1 0:21.73 /isan/bin/ucssh --ucs-local-mgmt -t 30
17436 root 20 @ 160232 39056 7960 R 3.5 ©.1 0:19.03 /isan/bin/ucssh --ucs-local-mgmt -t 30

H76€p¢C-
5030 @, 1ali+E5TQ« U3t O™ BI6Q (-50 50.5,530%33,"5E,

d,®afxa@¢a,2afaf " q,,4,8a,¢

8 Y4Af -8 4 3 §5 CAQ ®3, CAFFAf—3,°Af 35145 %08,’ on0a 7A@ ™E, <653 @« 5@ FEQA A A3

8 »3 AfYAfAf 15.£ A CAf%olif 4,75, 94F

Af3a5143, 983, ¥R %0 A QSAQ 94,5, 5,5, 13" @A @ ®F, Caf%oaf 98,15, 0558, '4@3R0eV(E, 39 «49,C
5, Y:aFafYaf 145, 55555 €493, (¢ QIO—iQ | SO VIO 50+59,5€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 @ @3€ ¥, 30— | é@,,é,éfiéﬁéﬁéﬁéﬁéﬂé.f—éféf@é,néﬁéf%éoe
Cisco UCS &, V4Af+4f"5,14, 84, ¢

CTMOR (™, G, 1A 5@ EQEiTOB| GO« "EU%oa 5, EIQ | 39,3, G EFAMNAE, R, 8 +5€ ®ECC
ID 3@ @03 °4,»3, 5, 5f55°5,89.C..550—30 50 9IQ §9:30,3€,

a1a@®I"—3€ 4,3,'3,%4,%%afaf"3,)4,83,Cafafa5143,'3,(r°i@—3€ QI QA QRI"—3@ afafafa, a¢

UCS 6400 &, -&f°afY/4,° &f+8, i8f-8f°af f8,” & 08f%4, cafva,°af @a, af”

Cisco UCS 5O "aO®e, Talte€8aP«a %KIOG™a el QPIOB®I;®rEIFAFASF
8, Y5Af+af 4, '8, 84, CA oA afvA,
4.0 4.0 (4i)
4.1 8, T&Y/ 8595 @ —



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

QP QAYPBI»-aQ9®aFa,2afna,’

Cisco Nexus 4,18, naf faf @ d @ «e0e€é @ O©a @2 Cisco NX-OS
a,%:af-3f3,' 3,83,Caf 5513, 4@ ®r1°aR35 Q5P —3@ | 3, uaf@afuaf A@ES;..8 | 9398 375
5,Caf%0af 3,13, 93 3€83,°8,Se-°39 —3€,35F5f43, 3@ Tel 3¥ 3+3,E3 56,54 39736

Cisco MDS &, -&f%fv.8.° 8, '8 vaf faf @

Vmware 4 14 0af faf @a€'a€' Cisco Nexus 1000V

Cisco Nexus 3000 Series Switches

Cisco Nexus 5500 8f—af©af faf af-a ©afv.af &'4 vaffafe

Cisco Nexus 5600 af—af©af faf afa ©afv.af 88 caf faf e

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

ACI &fCafY:8f%.5€® Cisco Nexus 9000 &,-3f23f143,° 3,'3,03ffaf €&

Cisco UCS
a,Y8f«8f 4,18, 83, ¢a0«aeoe€é®©éQaéfaéfaéf%éﬂé,’gc R QIP™IGQ«IQP IEQafLaf@a,na, 3QBRAFAS

4, @eE£A"OC" " a%a%<EAQ "A...~a% ™o "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%0af€a,nad i@« "e%%od@ 3, i€ | 39,3,€,TaVtr€s5¢

8108,

5O'3O®L, 131+ 2E53Q 3€QE, 3,5 35Q®T...6F 5,»3, 3F¥AFEF1E,£aF1, 55 5@ 8AIt
Kalmykova® @ 3«3, 39 L£3@ | (™08 ! 3@+, Ei9%IO—aOV3E,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-ucs-cli-dos-

GQUxCnTe

o 18, &Y

5f ©85%3, AF5AS° e 7 5,8, 3, Af8Af°|a a1 1Al VA A1 ee—¥ar
1.0 X Q878 ~&-EFEPAUA | - Fina 2020 Boxd
| - 26 ¥

d'C¢" Q¢ .,


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-cli-dos-GQUxCnTe
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ucs-cli-dos-GQUxCnTe

aee-3, CAf%odf 93,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «é-CAQ™3,@%-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-3f%05,af¥afaFEF G@®AT..AR'5,8°° 4S5 39 —a€ «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5@ ®e "8 °8T.. AR5 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPTECRcO
3O "3Q®Ef%03,3f¥af3FAf 5@®xSf...4 +t3@ 3€4,3,'3° £ 13"@FQ®E, 3P af%0af | 5F143, 93,8 %4 ;E



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



