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<#root>

Router(config)

#si p-ua

Router(config-sip-ua)

#no transport udp

Router(config-sip-ua)

#no transport tcp

Router(config-sip-ua)

#no transport tcp tls
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I--- Feature: SIP

I--- Permit trusted SIP sources.
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l--- Permit additional Layer 3 and Layer 4 traffic destined for infrastructure

l--- address space as dictated by existing security policies and configurations.
I--- Permit/deny to infrastructure IP addresses in accordance with security policy.
| J—

l--- Deny SIP traffic from all other sources destined

I--- to infrastructure addresses

access-1list 150 deny udp any INFRASTRUCTURE_ADDRESSES WILDCARD eq 5060
access-list 150 deny tcp any INFRASTRUCTURE_ADDRESSES WILDCARD eq 5060
access-1list 150 deny tcp any INFRASTRUCTURE_ADDRESSES WILDCARD eq 5061

l---
I--- Permit/deny all other Layer 3 and Layer 4 traffic in
I--- accordance with existing security policies and

I--- configurations. Permit all other traffic to transit the
I--- device.

access-list 150 permit ip any any

1---
I--- Apply access-list to all interfaces (only one example
I--- shown)

interface GigabitEthernet 2/0
ip access-group 150 in
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