Cisco

RV3403€€RV340WA€@RV3453€©a§Sa,” a3
RV345P aftaf¥a,caf« WAN 3,®4a,~af'affaf”
VPN af«af'ia,;a@® SSL

afrafcaFuasf a,lafuif%oa®Ye;ES€ ~a,pafuaf

&, Caf%.af€a,na, aFsasnlD : cisco-sasb- CVE-2020-
H Igh rce-dos-9ZAjkx4 3357

&@a...~é-c«e—Y¥ : 2020-07-15 16:00

af @afva, afsasf 1.0 : Find

CVSS3,14,%3,¢: 9.8

&726€ ¢¢- : No workarounds available

Cisco af @a,° ID : CSCvu36543

Yo e3@«a, " a <ef...a 139 A€Qete23Q«a, a,«aZYe-1a9REGZA...m a1 A«
Al
£16I0

Cisco Small Business RV 3403€€RV340W3€@RV3453€ 9353, 3° RV345P af+af¥3,¢af« WAN
a,®a,~af'affaf” VPN af«aflsa, ;3 @®3,»a,af¥a,ca,%%a,+affaf af-a,nafails”SSLi%%0VPN
2OYefHa@®e,81txe€83€«3,"3,53€Qe 9L 14393, i@ | 50,39°50,3R3fCafhif 1@ R@="»x'feE

G "3@®e,Tal+x€83€¢ FEQHTTP

3fa,3,73,'af 3@ Fé QO3 ta@«rred %hiQ 3, Fi@’3€,iQY3, @939« e IQ9—3QAUIQP™IE, 2"
SSL =7¥c935, 8> 3@ —3€ | 8-88 | ™MIQ«C 8- ¥a9 5, EZOY HTTP

328,738,785 3, 6€3;3O™I I O"IQ 3«3, 5,53€QIO"FO®E, Ta%+e€85,d, 8,4, af—afa, naf 5 €
g§1]ae...<é,’é%-é@0ép-é@””@“"a@ ef1hr€83€ E3€,3,53©%3O9™3E,

8,-8153%6¢ J@"'a@®e, Tal+txe€8i@«ad 3at|a@™a,3,%afaf"3,|4,83,¢C3, caffaf—aftasfnasa, afearasy

é@“é@@é,Céf%oéJ‘@é,ﬂé,ﬂéfaé0_é€®aeﬂié0®éfaéf3é,_é,“é,§c;¢°éaéé0§50050%50""5€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-sh-rce-dos-9ZA kx4

€023Y%" e£V2a" @

&, TaY/se€85@®aQ,a,<e£%23" @


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-rce-dos-9ZAjkx4
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu36543
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3357
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3357

3©"39®,T3%+2€83€ 3€QAFAf a3, 1.0.03.18

3,°8,58%0 @3 ®af5,jafaf &, ! &,83,Cafaraf143,"3, 4@V E3€ —3€ | 3€53,53€€SSL VPN
d@Ee a®R33Q3,E3@ | 3€©,3,<2-a€@® Cisco Small Business

af«af14d,; 3@ «a+éY:8,4 739 3QUIO™EE,

RV 340 af15f¥4, ¢5f« WAN & ®3,-af* 8f faf" VPN af«3f Y4, ¢

RV 340W &f15f¥4, ¢5f« WAN & ®3,-3f* 8f faf~ Wireless-AC VPN f«&f Y4, ¢,
RV 345 Af15f¥4, ¢5f« WAN & ®3,-3f* 8f faf" VPN af«3fYa, ¢

RV 345P 5f 47 ¥4, ¢af« WAN 8 ®3, ~af“&f faf~ POE & ¥&;0eVPN &f «&f YA, ¢,

SSL VPN €'4®@%5¢®¢c° e’ @

icOTEE.. 5@ 3EQWeb af™Maf14S,"af aFhaFTE £AFEF1E,£5, 815" 3@—a€ | [VPN] > [SSL
VPN] 3@ ®¢ 139« 25739 ™3, 30" 5€  3€«3,73,53€€SSL VPN
FOFe AR5 3,30 56,539 3QO0IPTaOE, 02 QIP8IO HIPUIO™AE,Ef0], 5,°3f0ed, ¢ d

8, tal/coc8a, 49 «8,"8 9839, 80°80,30"5Q "aQE(C°° Qi Y4, EGOVRELI"§

Q" "3aQ®3,Caf%af@a,na N33 @®e, 18/aaLS5Q A, 8,«e£ 123" @8,»3, 8,-af83° 3@ «& ~e%%0d @ 3

8,-5,15,%50983¢ €QiQ'3O®e,Taltr€85¢ Ex-j3€@® Cisco Small Business
é.f«éf%é,g_é@«éQ_éVziéVj_é,'é,ié0“50350,,50“50" 3,/¢cC°°Qa9—3@ | 3©,30%IO™AE,

RV 160 VPN &f «&f Y4, ¢

RV 160W Wireless-AC VPN &f «&f Y44, ¢,
RV 260 VPN &f «&f Y4, ¢

POE & ¥:8¢0eRV 260P VPN &f «&f Y4, ¢
RV 260W Wireless-AC VPN &f «&fY.4, ¢,

H76€p¢C-

5Q"53O®,T31%+2E859«3 %at AQ™E D7 Qi (-30 50,3,550%503,"5€,39Vi0 3 —3€HSSL

VPN

3,¢,id5'a9«3QO™3, 3P I€PIQ IO DL, TaViteE8FQBR"»2'fAfME, af af«a@ ErZ'é™Mni@+3,ES, €
Af™Maf1Aa, af | afhaFta £afaFTa,£5,815iC" 49 —a€ | [VPN] > [SSL VPN]

FOBE T3P«b@ 2eS739—3€QAfO3, 5,28f s, (33,4, %4f 3@« " ARZAQP™A,«<AQ 3O " 39«Aa,"3,53€
VPN &,'¢,idS'a9«39339 939 %hIQ™aE,

d,®acfxa@¢a,2afaf " q,,4,8a,¢

5,-414%8@ 3€"3Q®3,C3f%0af€a,13, 935« "2%%oa@3, EIQPYe, 1aVte€85@«a hat! TQ™E (i
af@asfna, afsaffa@ " af-a,Lafnas@ast



d»affaf a@«d %hiQ9P—ai@ é@@é@gé@“éQaé,§€10%50“5€,50050®5,“50T5Qaé,%éfoéf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
RN VANEL ICERERE AL 2 SQERZENE NI : 3,83,¢3f03,13,»3F33,"5 @R @ié ..3Q« 3N QT "3 S

59%3IQVIEQIOSa®CRE 5 ES V:af-3f 5, 5,85,C5,5€3, | 3P a5 %af %I P55 QD5 GORIQ €S,
5,CAffaf—a,°af~afhaf%o3 @5a@™IE, .18, V@ ®F »3, a¥aFEf14,£ 8,:3F 555, 15,85,¢
5,CAffaf—aftafvaf 30«3, 3QL3@ | P39SV RE 39 «r-"a9—39,3, 1355, 15,85,¢
5f08,03,>5%3, 36 @8: 1485 5,1,35+3F°3,1 5,83,¢ 453, £aFhaF@AFE

8,»affaf €3 Q%IQYEQ 3Fia, AFEAF AFaFS, AF5af
5,CAffaf—3,afafhaf%oi@«d %haQP™5 e OEMPIQEi»"a 5043, E5, 39 39 50 30,3,550%3

A V8f+8f 4. !5, 85, ¢Cae ®3, CAffaf—3a,°3f~3f%4af%08, anoaS Z3@ ™3 <653 @«3Q a€93,-3,'3,°
a,»a, af¥afaaﬁa fa Ca.f%oaféa od ﬂ]afa

,1/zafaai¥af%a,-af§afab€a%0 ,gC° aQaO—aQ,aQQaQ a@-a@,,aﬁ

59,5933, QR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aftaf@a,03,' 3@« @ @3 Ta@af;af¢a
Technical Assistance

Centeri’%a"TACi¥%%o03, 3@ —3Q@ Q3@ a¥'(,30—3€ | 36,3,afa5afTarSaF5, af—afaf €3, nafEaf 143 €«

o
8, ffvAf 5,18¥ ¢, 4, 49"a"0¢" " 39839%3€,39Sa®CeE”
8, -4,18,35€p<8, %00 7Y 4. Y39 —39YieE35,3,'5,° 5@ ®3,uaf14af'5,'8¥'¢,4,/49"8°0¢" " 39,39V

cisco-worldwide-
contacts.htmliV2608€p «é€£cu;d@—3€@ | 3,Caffaf—35,°af-af1%43f%0d,'3.. Y% i@ —3i€ 50 Qi@ 5050,

C,id, Y& Caf faf—4, °af ~af VA %ea@®a 34e+ief£)3"@i@83€¢,5,<39"3@ 3, 'e Yar”™ 73— a@:é@,,é@\?@
URL3,/3€@"¢" 2, 9i0@i€ 3€°39,3€,

a'®axfer " d@ afrafrastaa,’

59 "3@®e,T81+2€55@ 3€@Cisco RV3405€QRV340WIEQRV3453€Q5€53,"5€° RV345P
af«afud,;a@®asa,jafnaf a, | a,83,¢afasasa," 1.0.03.18
»¥EMQPIP83; PrLIQ3,E3Q 30,3 QNIQ™EE,

Cisco.com a@® Software Center
3€<3,%03Q"3@®3,123f3f"3,!3,83,¢3,'af€3, | afafaf1haf%od @™3,«< 3 Q«3Q FEQPR-jaP®x%oé 13,3®

1. [3@™3@'a€ | 3,/'a@,c...81% Browse Alli%4%o] a,'3, af*affa, 3@ —a@%ha@™aE,

2. [&f «@f Va8, ¢J¥a RoutersiVadko] > [Small Business af «af Y4, ¢iva Small Business Routersi¥/2%o] > [Small
Business RV §, -af2afY.a, °af «&f %8, (14 Small Business RV Series Routersiy/4%o]
3, 6@ 25759 —39%IQ™AE,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

3. 603 13@af«af143,:3,6 @ 2S75Q—3Q%IQ™IE,

4. [4'af cafvaf«af 4, af €43, a@'a@'af«afa, 3@ ®af-a,jafuaf &,!a,83,¢i%"Small Business
Router Firmwarei%%o] 3,3, af*affad, a@—3i@%3@™aE,

5. eEVAA" @af3af148, 3@ ®E- | 3F33, 0253, %035 5f143,"5, 6 € 2S739 —39HIG™EE,

4, @Rr£A"O¢" " a%a¥<a@ "a...mah@g™Mog;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%05€p d€@ee-a,caf%oaf@a,nd affa@«e "e1h%od@-3,E3Q | 3@,a,¢,TaVtr€85€¢

108,

539"3@®e,13%+2€85,'8 +4'S59—3€ | 53€,360Y3€ 3€,3€Y 0x00string of exploitee.rs
3«2, Ye-9i¢,30YiO—39%IQO™IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-sh-rce-dos-9ZA kx4

o' 1g", at¥ee

~

5f@afua, AFSaF . 508, ArSa A artarva Al v
10 @878, ~E—EFAFATAS, Final 2020 & 7 a0
. >24...m€~< e
) 15 0¥

éA@Q” "é:égln

ae-4, Caf %oaf €3,0a8,94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP ' xQPOPI3IHIO—iY) 5€53,55¢
ee-d,Caf%0af 3,05, 95 3@®af...8 +t353, 3@%aFa3, 3@ a1 FQ«E-CIQP™F @2 IPBA £
FOUIPYIEDS,3,'3,35€ 0e-df%od,af¥afiaffaf 3@®AT...4@"3,3°°4'SA 9T @ —3 @ «dn%hoa> 3@ —3a €
ae0e-8, CAf%eaf 93,53, 3 5@®e 03T, 459 «é-CAO—3@ | =f.. .8 +6..94;i59® URL

3,/ CeQCYIQP—ICQIQ -IPB®E»(2Y%0d,, 2,0 33 - 1LIQP—3QYE 49 F€QI ' (UIYP TR
33O ®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@4,3,"3°eL13"QAQ®E, afaf%0af| 3f143,93,3 3484


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-rce-dos-9ZAjkx4

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



