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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

proximity-ssl-cert-gBBu3RB

åˆ�å…¬é–‹æ—¥ : 2020-03-04 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2021-07-15 14:50

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.4

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvr90871
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-proximity-ssl-cert-gBBu3RB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-proximity-ssl-cert-gBBu3RB
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr90871
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<EnableProximity>false</EnableProximity>

 

2. ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è¨å®šã�§ã€�[ãƒ“ãƒ‡ã‚ªãƒ‡ãƒ�ã‚¤ã‚¹ï¼ˆVideo Deviceï¼‰] 
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to nearest device automaticallyï¼‰] 
ã�Œé�¸æŠžã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�«æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚

Cisco Webex Meetings1

ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è¨å®šã�§ã€�[ãƒ“ãƒ‡ã‚ªã‚·ã‚¹ãƒ†ãƒ ï¼ˆVideo Systemsï¼‰] 
ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚ã�“ã�®æ©Ÿèƒ½ã�¯ã€�[è¿‘ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’è‡ªå‹•çš„ã�«æ¤œå‡ºï¼ˆAutomatically
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Cisco Webex Teams1

Cisco Webex Control Hub ã�‹ã‚‰ã€�[è¨å®šï¼ˆSettingsï¼‰] 
ã�«ç§»å‹•ã�—ã€�[ãƒ‡ãƒ�ã‚¤ã‚¹æ¤œå‡ºï¼ˆDevice Discoveryï¼‰] 
ã�¾ã�§ã‚¹ã‚¯ãƒãƒ¼ãƒ«ã�—ã�¾ã�™ã€‚ã�“ã�®æ©Ÿèƒ½ã�¯ã€�[Webex 
Teamsã‚¢ãƒ—ãƒªã�®ã‚ªãƒ³ãƒ—ãƒ¬ãƒŸã‚¹ç™»éŒ²ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®æŽ¥ç¶šã‚’è¨±å�¯ï¼ˆWebex
Teams app to connect to on-premises registered deviceï¼‰] 
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ãƒ—ãƒã‚ã‚·ãƒŸãƒ†ã‚£ãƒšã‚¢ãƒªãƒ³ã‚°æ©Ÿèƒ½ã�®ç„¡åŠ¹åŒ–

ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ 

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�®ä¸»ã�ªç›®çš„ã�¯ã€�ãƒ“ãƒ‡ã‚ªã�¨ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã�®å…±æœ‰ã�§ã�™ã€‚è‡ªå‹•ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆæ¤œå‡ºã�Šã‚ˆã�³æŽ¥ç¶šã‚’å¿…è¦�ã�¨ã�—ã�ªã�„å ´å�ˆã�¯ã€�ãƒ—ãƒã‚ã‚·ãƒŸãƒ†ã‚£ãƒšã‚¢ãƒªãƒ³ã‚°æ©Ÿèƒ½ã‚’ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚
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ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�§ã�®ãƒ—ãƒã‚ã‚·ãƒŸãƒ†ã‚£ãƒšã‚¢ãƒªãƒ³ã‚°æ©Ÿèƒ½ã�®ç„¡åŠ¹åŒ–
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ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã‚µã‚¤ãƒ³ã‚¤ãƒ³ã�—ã€�[ã‚»ãƒƒãƒˆã‚¢ãƒƒãƒ—ï¼ˆSetupï¼‰] > 
[è¨å®šï¼ˆConfigurationï¼‰] 
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ã�«è¨å®šã�™ã‚‹ã�¨ã€�ã�™ã�¹ã�¦ã�®ãƒ—ãƒã‚ã‚·ãƒŸãƒ†ã‚£æ©Ÿèƒ½ã�Œç„¡åŠ¹ã�«ã�ªã‚Šã�¾ã�™ã€‚ã�¾ã�Ÿã�¯ã€�ã�•ã�¾ã�–ã�¾ã�ªã‚µãƒ–ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�§ã€�ã��ã‚Œã�«å¿œã�˜ã�Ÿã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£éœ²å‡ºã‚’åˆ¶é™�ã�§ã��ã�¾ã�™ã€‚
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Cisco Jabberã€�Cisco Webex Teamsã€�ã�Šã‚ˆã�³ Cisco Webex Meetings 
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ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�®ã‚¯ãƒ©ã‚¦ãƒ‰ã�¸ã�®ç§»è¡Œ
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ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
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cisco-worldwide-
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URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã‚·ã‚¹ã‚³ã�Œã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã�«ãƒªãƒªãƒ¼ã‚¹ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�¯ã€�Cisco
Intelligent Proximity 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®ã�¿ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚ãƒ—ãƒã‚ã‚·ãƒŸãƒ†ã‚£æ©Ÿèƒ½ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ä»–ã�®ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã�¯ãƒ‘ãƒƒãƒ�ã�Œé�©ç”¨ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html


ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã�Ÿã‚�ã�«å®Ÿè£…ã�•ã‚Œã�Ÿã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�¯ã€�ãƒ›ã‚¹ãƒˆãƒ•ã‚£ãƒ³ã‚¬ãƒ¼ãƒ—ãƒªãƒ³ãƒˆã�®æ¤œè¨¼ã�«ä¾�å˜ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�Œã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�•ã‚Œã�ªã�„ã‚ˆã�†ã�«ã�™ã‚‹ã�«ã�¯ã€�ãƒ—ãƒã‚ã‚·ãƒŸãƒ†ã‚£ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³
ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�®ä¸¡æ–¹ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆï¼šCisco Intelligent Proximityã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Intelligent Proximity ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ãƒªãƒªãƒ¼ã‚¹ 
3.1.0 ä»¥é™�ã�§ä¿®æ£æ¸ˆã�¿ã�§ã�™ã€‚

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆï¼šCisco Webexãƒ“ãƒ‡ã‚ªãƒ‡ãƒ�ã‚¤ã‚¹ã�Šã‚ˆã�³Cisco 
Collaborationã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚·ã‚¹ã‚³ ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 9.14.3 ä»¥é™�ã�§ä¿®æ£æ¸ˆã�¿ã�§ã�™ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’å ±å‘Šã�—ã�¦ã�„ã�Ÿã� ã�„ã�Ÿ Adam Shore 
æ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-proximity-ssl-cert-

gBBu3RB

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.1 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®è¿½åŠ  ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2021 å¹´ 

7 æœˆ 

15 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final

2020 å¹´ 

3 æœˆ 4 

æ—¥

åˆ©ç”¨è¦�ç´„

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-proximity-ssl-cert-gBBu3RB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-proximity-ssl-cert-gBBu3RB


æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


