Cisco Prime Collabor ation
Provisioningé@@é,_é.fé,‘é,pé,né.f"é, a, arraf—a.

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2020-
M edi unfrime-collab-xss-RjRCeon7 3192

& @a...~né-<ae—Y¥ : 2020-03-04 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 6.1

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvs29654

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Prime Collaboration
Provisioningd@®Webaf™af1ia, c®ic13,035°3,; 3F14a55,83,05, 4@ ®8, T8 1+2€83€«5,°5,55€ @29 )

43O ®e,Ta%+x€85¢@ a€EQWeb
3f™3f143,' 3@ ®CRic 13,0338, ; 3f14af5,83,03, 4@ 84S | 143,939 ES|EIQLIQVA.. Y4539 ®arr0ed "

G "3@®e,TaV+r€83@«a 34aTt) 50“"5,6?1>2é0gg—éQ_éé,é,ééé%ééé,“éﬁ

Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|ié0®éfa§f3é,_é,“é,§<;¢°éaéé0§é®050%50w§€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-prime-coll ab-xss-
RjRCe9n7

€028V e£Y23" @

&, T/t e€85@®aQ,a,<e£%23" @

GQaQ®e,1a1+xe€83@Q F€QA...~é—x™,c,'d€8Cisco Prime Collaboration
Provisioningaf?afiaf43,"12.6 SU18»¥3%0 @ 3@ «3%+EY:3,8 739 4@ %@ —3@VYaE,

aneEs,, BOER. .. 5@ See€r-"dQRESf..3 tiQ«1Q15Q,30 59 OO 3OD, Caf%03f @5 13 Y3F
ID 39 ®80°C °4,»3, 3,-3/53F°5,39.C.. 5590 —30 | 50 95O 3630 ,3€,

&, Tal/c-oc88, 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y4, EGQVRELI"§

Q" "3aQ®3,Caf%0af@a,na N33 @®E, 18/aaES5Q A, 8,«e£ 123" @8,»3, 8,-af83°a@«& "e%%0d @ 3



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-prime-collab-xss-RjRCe9n7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-prime-collab-xss-RjRCe9n7
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs29654
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3192

H7EQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,

a®xfx a@¢a,2afaf a, | a,8a,c

8, 1pAf~af 4. 1A 85 CA@ ®3,CAFfAf—3,°5f~af 148 %08, 'enced 73O ™A, 55 «3@ €[4, 5,325 ®3,»3,Af
Security Advisories and Alertsi%%o]

af3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf 3,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afa, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é0,,é,<éfié;f3éf’réf§éf3é,1é.f—éféf@é,néﬁéf%éoe
4 ®axfexe a@safrafrasaa,’

a;®aefr 8@ a,2af-af"4, ! 4,83,¢af 513143, a@®EO3* i@« QPri®, i@ i@ IEQIV"TOB®S,Caf%0af
a50a£é'\©gl'" éo(é%(ao .o é...-lé1/4,0gTMoéi .

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf€@a,nd, affa@«e "e%%od @3, E3Q | 3@,3,¢,Ta%+tr€85€¢

A108...

8,8,14%€@ 3€QIQ"3QO®e,Ta1+2€85,'3 13559 —3€ 5,50V 3,30 Vit.sec
GmBH&€@®Christoph Rottermanwayx°@a@«x,Ye-93€,59Yi@—3@%iQ@™aE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-prime-collab-xss-
RjRCe9Nn7

o 1", kYo

éf@é.f%é,,éﬁéﬁ Y YA a,»8, a,-af8af3| 4 aftafva, ¢at 2—¥ay~
onm o vo e pne fae g . 2020 & 3 8¢ 4
1.0 Q@ 7a...~é-affafrafa,| - Fina
e—¥

d'C¢" eO¢ .,


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-prime-collab-xss-RjRCe9n7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-prime-collab-xss-RjRCe9n7

aee-3, CAf%odf 93,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «é-CAQ™3,@%-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-3f%05,af¥afaFEF G@®AT..AR'5,8°° 4S5 39 —a€ «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5@ ®e "8 °8T.. AR5 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPTECRcO
3O "3Q®Ef%03,3f¥af3FAf 5@®xSf...4 +t3@ 3€4,3,'3° £ 13"@FQ®E, 3P af%0af | 5F143, 93,8 %4 ;E



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



