Cisco NX-OS
3,Y-8f+af 4,13, 85 tae@®aftafvad,;c®ic@Ta, "afa,

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa-nxos- CVE-2020-
H igh dme-rce-cbE3nhzS 3415

& @a...~é-<ae—Y¥ : 2020-08-26 16:00

ae0eEge ae-"ae—¥ . 2020-08-26 21:13

df @afa, afsasf 1.1: Find

CVS&4,14,%4,¢: 8.8

&76€¢¢- : No workarounds available

Cisco af€@a,° ID : CSCvr89315 CSCvs10167
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Cisco NX-0OS3, Y2af+af"4, |3 83, ¢ae®Data Management
Engine(DME)3@®¢, 18%+e€83€«3,"5,55€ @229 %43 +3,E3Q | 56,5939, 65f2/¥5Q™5 @@ »r'fe

é@“é@@é,,’ré%iae@éo_é%:@é...¥é§>é@«é_%éQTMé,<é,QéQQéATééaaenoeé"%§0<<ép-é> dQO—3@%a
Cisco Discovery Protocol 3@ ®afa,+affaf a,'e©%a%,"af-a,nafa 2

63fe/Yaftaf@a,na, 5@ «C€QH;TO™MIIOIO 39«3, 5,556 QIO IO®e, Ta+e€8],', " a,”a, af—A:
Discovery

Protocolaf—afs,»3,'a@ &3, afOaffa, af¥a€@—3€ | eriae P73t @ep-dc-3Q@—a9VY3 S —3€9e0%)

a8 1Y8Cisco Discovery Protocol 5@ af-3,1afx 2

af—afaf a,’af«a @83 Q™A€ 3 Q"I QO®e,1a1+2€835,8,7 3, 3,'af—afa,0af 3QP™3E,«<3Q«I@Q FEQxR"»x'fe
2 3@ 63fR7¥6-CA;, 39 «a9,8,0%%08;..8 QIPEIQ,3,S5QUIO™AE,
3Q'3QO®e,Ta%+>2€83,'4 @RLI"OC " dQ™5,<3Q«I@Q FEQLO AV "aftaf€5,03,"3€83:88 | ™MAQ«( °a-¥E
Discovery

Protocol(CDP)af'a,+affaf"a, a@—a;ja@™a,«a,uafa,;afaaf+a,83,03,'a@83, af£afafoeaf-af-af1aaf a, '

§,-815%@ 1@"a@®e,TaN+tx€83@«3 3at|a@™4,3,%afaf"a,!4,83,¢
3,caffaf—aftafuas a, afeafarina, i@ —i9%i9—iOYi€ 9 39 ®e,1aV+trE8a «a™ 343t 3@ ™3 <>

Q"3 Q@®3,C3f%03f@3,13,95°5¢ €@ r-aQ@®IfaF3, “,“é,§QC°éaQé0§§00§0%50TM5€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-nxos-dme-rce-cbE3nhZS

59" 3O ®3,Caf%0af 945,053,933 2020 3" 8 202 3@«A...~é-3+3,EFQY Cisco FXOS


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-dme-rce-cbE3nhZS
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3€53,"3€3 NX-0S §,%afaf°3,' 4,83,C3@®3,»3,4F¥afEfT,£ &,Caf%0af @3, na, q5F
3f@afaf%af«3@®a €4 SQBIQMIE IO IORE FOEO FESHT
»95Q®e,Ta%trE85Q@«6-CAO™E,« 7 339 ®35,-3,'5,3 5,5, af¥afafta £

3,C3f%0af 3,03, 9535 @ FA@«39%3,E3Q ' 30,30%3O™IE,30"5,ES, %03 @®3,Caf%0af 4,05, 55
8 8 s a@«a...~é—3€+3,E3@Y Cisco FXOS 3€53,3€> NX-0S

3,454 °8,!5,83,CAQ®E,»3,3f¥a5f15.£ &,Caf%0af 8,05 M5 Af @aaf%oaf«SE,

€028z e£V23" @
&, T8Vt aet8aP®E, 8, £123" 9

ae-e, tataE85€p €@ Cisco NX-0OS
3,%,af3°3,13,83,C3@®e,T31+2€83 @RI, 3,3 3f3f143,"5,' d®Ye|EI Q™3 «2-idQ®3, 3,3, 3£ 11d"

« Nexus 3000 &, -Afef1/4,° & 14, odf f4f €1 CSCvr89315iY9%o

o 813 AfAf%0A CAFAFs NX-OS &f Caf/8f %4 ® Nexus 9000 3,-355F%3,°
5,'3,n35f3f @iV CSCvI89315i/%0

« UCS 6400 3 -&f %[440 &f 5, Af—Af8f f4 4 &% (AfY.8 35f €43, 3F 14" CSCvs10167iY%o

2 5P P2 Qi N3QES je-'31,"3@ | 3@ 39%3,Aftaf@5,03,'5€ ¢, 13%+2€85Q9F3€,3,559%3¢

« DME 4@ Ea202%035' 39«39 3 QL3 | 3€,3,<EE,

* 8 ,aftafafodf-af -afvaf
3’ ¢+4@ a@™a,a,03%5,,3f%af3,85,13,'3@®at..3€QIIQQQIY 5, 1 GOLIGS
Cisco Discovery Protocol 3 Ere%idS'39«IQTOLIQ | 3€,d,<aE,

8, taVrac85@ Ea"ace " 3@ ™3 < Cisco
a,%af+af a, | 3,83,Caf355%a,3@«3@r3€, 3¢ | 3@ IEQIQO"IOP®I, Caf%af@3,03, 93P 3Q@RIEES

Aftafva, (o®iceta,” afa, 339 ®3,1aftaf1%d,:3,'40 O

8, -8, 'af taf &fiaf¢arsa€ E 3000 GB 4»¥4,<3€@® Cisco Nexus 4 &,-3f5f%3,°

3,'3,03ffaf@3983@ 3€QDME

3@ E5f1af53,03f«3F 38¢,i85'3Q« 3O IOLIQ | 3€,50%IQO™AIE S, 5, afT5f Afiaf (A3 EFO"S,
Cisco Nexus 3000 &,-3f8f%3,° 3,'3,03ff3f @ 3@85€@ 3€@DME

3@ Eaftaf-3,03f«3f 3€82e%0aS'3Q«1P AP L£IQ | 5€53,53€9 i8530« 59839 QIO%I@

Cisco Nexus 3000 3 -&f2%fv.4,° 4, 18, oaf fAf @ 56§ DME
39 ERre%3S' 49«31 FOLIOQ 50,5, IQ0IQ TG, (' QIO™E OGP I€QPX-3P®=

« &ftaf€a,03,'3€@® CLI 38 show version | include
memor Y3, 3af Zaf38f %od, dYoiC" " a@p —a @A @ ™A€, afiafCafa€na @ E 4 GBi4"4194304
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KBi%4%o03,"3,53183 @ @3€,8 '3€© 3€©DME

3O 20%085'5Q«3Q QLI 3653,55€€, 8530« Q 1985O VIOUIN], FE,
. &fjaf¢afacna@E 4 GB 4»¥3 3@ B 4@ 3¢ I€QAF1af@5,13,'3€® CLI 38§ show

system dme status &, 33f 2438 %04, A®Y & Ea@—a @ | €@ DME

3© E20e%035'a€<«,j35'3€<A, ¢ QIO —AO%IAH™AE,

DME 56 3€€Cisco Nexus 9000 3,-3f23f%3,° 3,"3,paffaf€©3€53,"3€3 Cisco UCS 6400
3,-af%af1a,° afa af-afeaffa,”
5,08°5,;3F3,°5f @3, AF 3983 af1af3,05f«Af 59820e%0dS 3P« IQLIQ | 5955,55€ P Q"

5, AfEAfAf ofifoAf -Af vVAf 3O ®E, aF15513,:3,'49®CC° @

8f taf+3 O&f«af 5¢p83€ a€@Cisco Nexus

3,'3,paffaf Q3@ ®a€,3,03F%8,;3fhaf+5,83,03,'a@«3€@ 3€£@a,0afna, paf@affaf af-af-afuaf a3€@®

IEEE 1500 2" ™e°-3€@83€,d,«x0e€ar8aL@e€@af | afaffaf %" MTUi%%o0a€ & 802.3

5f€3,naf 5€,3,559%IO™IE,59"5,(ES,"5,53085Q @3, afaf-afhaf 3@ a,affafafoedf-af-aflua
Quality of Servicei¥4"QoSi¥%%o3f@afa, af 43 Q%3 @Y€ af@afuif a"¥3€® MTU

€ a®33,'3,paf@afnaf a€™aa,"'a raffaf@Pa@83€@arsi @ @39 MTU

3€n3, 2" AR3FQ ™S, 3P I€Qa,naf3a,:af14af5,85,03,"e1531."5€@® MTU

3,/ AR3IOMI Q3@ AQBIEQA, affaf afedf-af-afuaf 3,'200%035'3@«I P8I QP PIONIG™IE

Cisco Nexus 4,14, vaf faf @ a@®afeaffaf af aflaa, QoS

3f@afa, afha€83, Affafafoedfaf-aflhaf € Eee%dS 5@« 9 3QFI€ ' 50,3, 3P FQOIH T
CLI 28 show policy-map system type networ k-gos

3,38 2838 %08,” ARV & EA@P—a @A @ ™A€, - 3@ ® A4 A Q«(°aQ9™3, 3@ Ta @ «3€9 1500

3f €3, n353,°8,541859@ ©3€, MTU

€3 @ ES,%af23 8 %03 @«a,"3QLIQ | &;"393,([d<d A@ € QAftaf@a,03,"3€83, AfEafafeaf-af

<#root>

nxos#
show policy-map system type network-qos

Type network-qos policy-maps

policy-map type network-qos jumbo
class type network-qos class-default
match qos-group @

mu 9216

Cisco Nexus



8,18 caf faf @3 @®3,naf3a,; af14af+3,83,03, €83, 3FFafafceafaf-af 43S 3@ Eece%odS' 3@ «393€
CLI 2€8 show running-config interface | include

Mtud, 38f 78138 %od,  dvsiG" 8@ —3 @Y Q™EE, 2@ Pa% A YT QO ™E, 3P TIQ «FEQ 1

&jE5»¥4 STQ®A1°85:39 3257535 %03 @«d, AP L3@ | &;"5€3,F5,3 39 3€93°59°59 93O
1

3Or3IQ®3,nafa, af14af4,858,03,'5€83, AfFaffafoeaf-af-af14af 3@ Ere%idS 3@ «IQPTPLIQ | 54

<#root>

nxos#

show runni ng-config interface | include ntu

ntu 9216

Cisco UCS 6400 8 -&f28f V44, ° &f +3, iAf—8f%5f f3,~
5 088, AV, %5f @3, 3 59839 €O ®icO T3 nafa,;af1af5,85,03,'5, M5O QIO™MIO'5Q 5
MTU 5@ &u%oa> 39536 @3©%36>3,"3€,

Cisco Nexus ,14,naf faf @ a€8a€@® Cisco Discovery Protocol
a,‘laftafva,:a,'a@®cce’9

Cisco Discovery Protocol 4@ S€€@af1af+3,058f«3f 5€83,°afafhif@af«AQ«IEQIQP%UIOY
Cisco Nexus
3,'3,raffaf Q3 QPRIQP™IO'3Q | 5Q®3,naf5,;afhaf5,83,03,'3€8200%03S 5@ «IQFOLIH 13@,3a

aftaf€a,na,'aes Cisco Discovery Protocol

39 Eee%0dS'5@«3Q QLI 3€,3,39E, 2 QIQP™I,IQ <39 FEQshow running-

config cdp all &, a®Y &Ea@—a@%4a@™a<€,| include” cdp

enable" 8,33f 28f%5f %0d, Af taf @a,03,"a@®CLIG @84V (" d@—a@%aQ™aE,3,25f2a 8 %03 @ EA*'aQ°
Protocol 3@ 3,°3faflaf@if«a@«3€@i@a@n 1

3@ni»¥a Sa@®3,0afE, af145f5,83,08,' 5@ 8200%035 3@ «IQ IQLIQ | 59, 3O NIQ™IE,

<#root>
nxos#
show runni ng-config cdp all | include "cdp enabl e"

cdp enable
cdp enable



Cisco UCS &f+4, jaf-Af3f 4, 4,0af%4, ¢AfvA, af a8, af 4 Sa€®
Cisco Discovery Protocol 3 ®3,'aftaf%a,;a,'a, ¢cc’e’@ae™a,«

Cisco Discovery Protocol 5€ a€€Cisco UCS af-a,jaf-afeaffa,

3,033,031 353f €3, 3 3@ ®3,0af 13, uaf@affas” a,caffaf—afrara,”

AfQArnaf v af@affaf af afna, eZ¥cY3c" 3@ ®3,Caffaf—a, af af afhaf a,'a,naffaf @3 @ «ael¥c
3,08%3,; 8 %553,83,08, 1%4%03€ @3, 035143, LAf @ AFFAS" Af@afuaf” AfQAFEaf@af«
afiafPaf@arina€@FCoE

3,Caffaf—afasrs, af@afkaf a€@aeS3, 39RO TafQarlkif 3983 3@ «r0e%idS' 5«3 P 3O

Cisco Discovery Protocol 4@ (Eaftaf€a,na,'a@®a,pafuaf@af@asuas iva”Cisco UCS
Managerafloafia,rafa@®3,uafhif @i @« @ Qa3 3@3,(EA,A,naf3E, ; 3F14af+3,83,03, 114%03 €53,
configuration | egrep " scopelenable

cdp” & 35f 23f38f %03, A 15f ©3,03, 3@ ®CLIG@EIRYe|(F3 @ —3 Q%I @™IE, 25 @ PaYiI @ «CrPa Q™3
org ¢ ,&°a€8 enable cdp 3,23f23faf%0a,'e;"a@™a ‘2@ a€€ Cisco Discovery Protocol

3€ 3,pafhAfQaf@afhaf a€9820e%0dS 3@ «IQ IQOLIQ  3€953,55€95,355 755 %0 d @ E
eth-storage ¢ ,3%3€8 enable cdp 3,'¢;"a@™a "a€ 3€@Cisco Discovery Protocol

3@ 3,C3f—af0a,na,Cafa, af @afhaf a€82e%aS QAP A PLIQ | 50,3 QUIQP™EE,

<#root>

ucs-fi#

show configuration | egrep "~ scope|enabl e cdp”

scope org
enable cdp

scope eth-storage
enable cdp

8, TaVrac€ss, 49 «a,"89839,39%3€,30"39 3G ECCR* QIO 3, EIHYELLI"Q

3

Q" "3Q®3,Caf%0af@a,nd N33 Q®E, 18/eES5Q A, 3,<e£ 13" @8,»3, 3,-af8aa@«af%4,'af" a4,

a 1a 33

an



@ I€PIP"IO®L, T+ QTi»¥a AOP®3F,3,'5, 13" QA9 «3Q 31216Y;3,/473€ 393,39

» Firepower 1000 &, -af%afv.a,°

» Firepower 2100 &, -af%fv.a,°

» Firepower 4100 &, -af%afv.a,°

 Firepower 9300 &, »8, af ¥af%af ta £ & ¢af—af ©4a od, ¢af3a,*

« MDS 9000 5, -af%5fv.4,° af 28f «af @af-a,0afa §,'3,0affaf @

« VMware vSphere 3€'d€' Nexus 1000 Virtual Edge

* Nexus 1000V Switch for Microsoft Hyper-V

* Nexus 1000V Switch for VMware vSphere

* Nexus 5500 af—af©af faf af-a ©afv.af &'a oaffaf e

* Nexus 5600 a8f—afOaf faf af-a ©afv.af &4 oaffafe

» Nexus 6000 &, -af%afv.a,° 3,18 caf faf &

» Nexus 7000 &, -af%afv.a,° & 14, oaf faf &

« Nexus 9000 &, -Af34fY8,° &f °3, |af—Af%8f f4, 5,14 vaf faf @114 3,Caf—afa,+af1a, af8af°
3,»af*af afeaffa, a,naffaf-afo3,'af afoa, af@affiva”ACTi%%o0af ¢ a5 %o01%%0

* UCS6200 & -af°afY.8,° f 4, i8f-8f6f fa & odfa AfY.48,%af €48, af

« UCS 6300 § -af°afY.8,° 8f -4, i8f -8f6f & & odfa AfY.48,%af @43, af

76 éC-
5030 @8, 1aVi+eE55Q 8 Udt ! O™ DI6Q -30 30.5,530%33,"5€,

5@ Y3@ 39 —3€@Cisco Discovery
Protocolee©Yefka, a%i¢" 3@—393€,3095 SA®CxE 3@ FE€Q@E"»2'fafM3, 3f 3f«3,ARES... & «x’

Cisco Nexusé 13, 0af faf @a€8Cisco Discovery
Protocol3,’d,cafafaf@af«a@«c,iaS'a@«a@™a,«

Cisco Nexusi 13, oaf faf €@ a€8Cisco Discovery
Protocol3, afaf%af@a.f«a@«g,,,a51a@«a@“"a (BQP«IQP IEQX-dQPRINAP«CRCIQO™E,"d QT @«
cdp enabled, 3af 2af3af %od,” 82’ a@—a @Ya@™aE,

<#root>

nxos# conf t
Enter configuration commands, one per line. End with CNTL/Z.
nxos (config)#

no cdp enabl e

nxos (config)# end
nxos# copy running-config startup-config
[t ] 100%



Copy complete.

Cisco Nexus3, 18, vaf faf @a@®a,=af’a,;afaafa,8a,ma,'a@8Cisco Discovery
Protocola,’'c,jaS'a@«a@™a, ¢

Cisco Nexus3, 18, oaf faf €@ 3@ ®3a,n3f%3,;af4af+a,83,03,'a€@8Cisco Discovery
Protocol3,’c,idS'd@«3@™a, 3@ «3@ d€Qr-dQPRiWIQP«r°aOP™E, 3P TaQ«A€PA,nafa, af1hES 4,8
cdp enable, 3af 28138 %08, asig" B —3 @ HIQ™E,

<#root>

nxos# conf t

Enter configuration commands, one per line. End with CNTL/Z.
nxos (config)# interface Ethernetl/1

nxos (config-if)#

no cdp enabl e

nxos (config-if)# end

nxos# copy running-config startup-config
[ ] 100%
Copy complete.

Cisco UCS aAf+4, jaf-af2Affa, & 0af33, ¢afv.d,afea, af a€8s Cisco Discovery

Protocol &,'¢,,ja5'a @ «a@™a,¢

Cisco UCS &f 4, jaf—af2af fa,~ 8 0af4 ¢afv.a,saf@a, af"a€s Cisco Discovery Protocol

3/4®ES...  3€«C,id5'59« O™, AP IO 39 98390 VIONIN], 3,

Cisco Discovery Protocold€ €€ Cisco UCS Fabric
Interconnectd@®3,pafkaf@af@afluif 353,393, Caf—afO3,03,¢aF%3, af@afuaf 3983 ¢,aS'3
Cisco UCS Fabric Interconnectd€p ®a,uafsaf@afeasaas a€@8Cisco Discovery
Protocold,’c,i85'4€«3@™a, 3@ «3€ F€@orga 14 3afVAf—a@8afiaf-3,0af«af d@®nw-ctrl-
policya@8disable

cdpa, 3af 2af38f %od,” docC" aQ@P—a@ YA @ ™A€, 2 -jd @ «aVad, (I @ —aAQAIYP™AE,

<#root>

ucs-fi# scope org
ucs-fi /org # enter nw-ctrl-policy default



ucs-fi /org/nw-ctrl-policy #
di sabl e cdp

ucs-fi /org/nw-ctrl-policy* # exit
ucs-fi /org* # exit

ucs-fi* # commit-buffer

ucs-fi#

Cisco UCS Fabric Interconnecta@ ®3, ¢af—af©a,na,¢afa,"af @afuaf a€8Cisco Discovery
Protocol3,’c,idS'a@«3 ™3, 3@ «3€ a€@eth-storaged, 18, 38 Vaf—a@ ®aftaf3,0af«af nw-ctrl-
policya@8disable

cdpd, 3af Zaf3af %08, a2’ 8@ —A @ YA @ ™A€, 2@ «a¥d, (I QP—APHIYP™AE,

<#root>

ucs-fi* # scope eth-storage
ucs-fi /eth-storage* # enter nw-ctrl-policy default
ucs-fi /eth-storage/nw-ctrl-policy* #

di sabl e cdp

ucs-fi /eth-storage/nw-ctrl-policy* # exit
ucs-fi /eth-storage* # exit

ucs-fi* # commit-buffer

ucs-fi#

ac®axfee aepéa,2afaf " q,,4a,84,¢

5,415,359 839Q QIO "aQ®F,Caf%af@a,na, 9055« "e%%a@ 3, Ea@Ye,Talhtr8a@«d Hhat!3
3,Caffaf—aftafuaf s, 2 @@ i i®—i@ 39,30%IQO™I€,39SA®CxE 34 ES,naf5, af af4af« 3@ —
af@asfna, afsaffa@ " af-a,Lafnas@ast

3»3ffaf 4«8 %IP—3@ | GORIP:;3Q 393,SIQUIO™MIEIQOQIQBIE, 39T, A5 5, 5,83,
&,Caffaf—a,°af-~af1haf%od, a,0af?a, af afhaf«a€@area, | affafafhaf%od€9a,¢a, 3,»3,'39%iPYie &
3f03,13,»33, 39 P2 ¢ .59« 3N 'IQTi9" 19 9 OT2,9IQ—3i0YiO5O 16«316%3,550%:
user-license-agreement.html

59%3IQVIEQPFIOSa®CRE 5 ES V:af-35 5, 5,85,C3,5F€3, | 3P a5 %af %I P55 QO V5, GORIQ G€QE,
5,CAffaf—a,°af~afhaf%o3 @5a@™IE, .18, V@ ®F »3, a¥aFEf14,£ 8,:3F 555, 15,85,¢
5,Caffaf—aftafvaf 30«3, 3L3@ | Q39 5aRCRE 39 «r-"a9—39,3, 1355, 15,85,¢
5f08,08,>5%3, 36981485 5,1535+3F°3,15,83,¢ 453, £aFhEF@AFE

8,»affaf € Q3 QNIQYEQ 3fia, AFEAF AFaFS, AF5as
5,CAffaf—8,afafhaf%oi@«d %haQP™5 e OEMPIQEi»"a 5043, E5, 39 39 50 30,3,550%3



A 1LAf~af 4.4, 88 ¢A@ ®3A,CAffaf—3,°8f~af 143 %08, oo Z3@™3,<653 @ «3€@ a€5,3,]

a,»a,af¥afafta,£ a,caf%oaf€ea,na, fase
afsafa, 3€8a.. . ¥e%«aQ@83Q€35,<4,:3,'3,°e£13"93Q®3,Caf%oaf@a, 13,933 a®§aeoe\?g§,,é@«é0,g
3,%3f2af¥afa, 3833, QiQ9—i@® | i OV 30°3,3€,

59,3033, EaQ®A 3€73,3€04a,Caffaf—a,°af-af1haf%oa@™a, affaf@a,nd,'a @« @ @3 Ta@afiarca
Technical Assistance

Centeri%"TACi¥%%o3, 3@ —3Q@3€ a¥'(, 30— 3@ ,3 afjarartassara,
3f—3faf@a,nafEaf1hi«3955° 930,30 °3,05030 Q3O 30°30,3€,

8, ffVAf 4,18% ¢, 4, 89"a"0O¢" " 39839236, 395a®Cxes"
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