Cisco Application Policy Infrastructure
Controller3, ¢3,|af 4, 2af-af @ afaf%oc®;c@ TIPaSFT

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2020-
M edi unyptable-bypass-GxWasXiL 3139

& @a...~é-cae—Y¥ : 2020-01-22 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.3

&76€¢¢- : No workarounds available

Cisco af@a,° ID : CSCvs10135

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Application Policy Infrastructure
Controller(APIC)a@®3,¢3, | 4f"3,2af-af @af?af%o(0O0B)c®ic@13,0333,;af1haf+5,83,03, IPaftaflaaf-af«a

G "aQ@®e,1a1+x€83@ €@ CY0'ARSIQRIPAFTAfIAASf-af«d, afaf a3 @B®E ARSIQ«LU-d> dQP—3 €
8,-8153%6€@ J@"'a@®e, Tal+xe€83@«a 3at|a@™a,<3,%afaf"3,|5,83,C3, caffaf—aftafnas a, afearasy
é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€06eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§00§O%é@“"éﬁ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-i ptabl e-bypass-

GxW88XL

SOPY5" SEYAA" €

e, TaY/sae€85@®a,a,<e£%23" @

8. ~6<a™ 159559 I€QIO"IO®E, T31t2EE5Q 2R QIO®E;Rrfe 5 ,3,Y:3Fa3,'4,55
APICAFaf 35143, 5 «&Y:+6Y;3,3 750 59 %39 —3QV3E,

oees, SRR, 59 SR e€r-"F@®x].. .4 ti9«IQrIO, 50 5O FEQPIV IO®E, Caf%0af @313 5f
ID 59 ®03% °4,»3, 3, -4f553,59,(..500—39 ' 10 93O 56°30,3€,

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 3G ECCR* QIO 3, EIHYELLI"O

3©"'3O®3,Caf%0af@a,n3, 935 @®e, 18/ toE83Q R Q,8,<e£153"Q4,»8, 8, 4f88F°3 @«e €% %0d @ 4



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iptable-bypass-GxW88XjL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iptable-bypass-GxW88XjL
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs10135
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3139
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3139

5,-815,%3@ €QIQ"3@®e, Ta%+e€83@ES Caf—afa,+afna, afsafa »afaf afasfa, a,nafaf-afo:
90003, 82 af143,°8f+3,[af-3f4ff3,”5,'3,0affaf @ 3@ «3@ a%+éY:3,5 739 5€3€,30"3€ "5,c(°0%¢

e0%¢"°

4@ "a@®e,1aV+r€83QB®cu@rzi€QUI CLIE,*af2afaf%oacidiag run iptables-
listé@ GE€EQ@IPAf@af1haf ¢ -a@Edenyd@«e AR33Q+3, i@ 39,3, Q@ EI€QPIQPOPIOPRRE X" @

OOB¢®jc@ 13,0338, af145f+5,85,03,"8,'4; @& 3@™3 -3 3QBO 4P «IQPniP, 3@ 3@ F€QAEC
D7EQ G-

5Q"3Q®,T8%+2€83@«8 %at AQ™E, D 7E ;-3 3€,3,559%3>3,"3E,

ac®axfx a@éa,2afaf aq, a,84a,¢

8, Yoif+af 4 15, 85 CA@®43, Caffaf—3,°8f~af 148 %08, 'encee " 75Q™3, 55 «3Q 3€Q[3,5,"3,°59 ®F,»3,4f
Security Advisories and Alertsi%%o]

a,%.af2afYafna, afs8afa, e’ QiO—iQ | P QIY 39°3@,3€,

50,3953, QP 3@ 3, 3€@Q35,Caffaf—a,°af~af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%03, i @—3 @ @3¢ AY¥Y'(,i@—ai@ | 3@,3,afiafPartarsara, af—afaf@a,nafeafaa €«
4 ®afxe a@afrafrasaa,’

a..~é~a&™,  15983¢ d€@Cisco
APICéfaéfaéf%é,14.2(3j)é»¥éT""050«50"50®é,,Té%i&€§£§ VD «3 %hAQP™3a;PeLfIQPEIQ«a3@343,Ea¢

aees,, SRER... 59 See€r-"3@@xf.. 4 t3Q«31Q1IQ, i@ 1O OO TO®F, Caf%0af @5 15,1556
ID 3@ ®e03C °4,»3,” 3, 5/53F°5,39.C.. 5590 —30 | 5O QIO 3630 ,3€,

4 @REEOC" " 8%A%AD " 3.~V OO

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ €€ e0e-3,¢af%oaf€a,nad, iffa@«e "e%%id@ 3, Ei¢ | 39,3,€,TaNtres5¢

A108. ..

3@ "a@®e,Ta%+r€83€@ Cisco TAC
3,Uaf@araf 3,233, 3@ ®e8f 13 3@ «C™e (33, FiQPHIQP—IQPYIE,


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/white_papers/Cisco-ACI-Initial-Deployment-Cookbook.html#_Toc6840500)
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/white_papers/Cisco-ACI-Initial-Deployment-Cookbook.html#_Toc6840500)
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-i ptabl e-by pass-
GxW88XjL

o' 1g", at¥ee

~

af@afna, 3F5as a7 8,»8, 73, -5f84f3| &, 18f tAfva, cAL|  ee—¥ar

2020 & 1 o6

1.0 L@ D33.. ~6—EFERAFAA |- Fina
oo ‘ ’ 22 ¥

cRCIeiCL o

aae-3, CAf %oBf 3,73, 359 ¢, [8: 08 %IO®3, 10RO 10—i0 i9 2PPINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ ®EY (" FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf a@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —a3 €
aae-4, Caf %oaf € 3,038,943 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CeQCYIQP—ICQPIQ -IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYE 49 I QI (nUIYPTCR|cO
3Q"'3aQO®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 344


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iptable-bypass-GxW88XjL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iptable-bypass-GxW88XjL

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



