Cisco 10S 5€S3,"a€ 3 10S XE
3,%af+35°a,'3,83,¢a9«a©S53'a,< ISDN
Q.931 3©® DoS e, Tavatae€s

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2020-
Hi gh iosxe-isdn-q931-dos-67eUZBTf 3511

& @a...~é-c«e—Y¥ : 2020-09-24 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,%4,%4,¢: 7.4

&76€¢¢- : No workarounds available

Cisco af€@a,° ID : CSCvr57760

Yo 73@«a, a «ef..4 t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~ a1 A«
Al

£1 el@

Cisco |0S & V4af+4f "4, '4 84, ¢a€ ~ Cisco I0S XE &,%.3f-3f°4,!4,85,¢53€® ISDN

5,af-3,-3,'3fTaf 3@ «39S53€'3,@,18%+2€859«3,°3,53€9 Q8 14363, Fi®  3€,303€,65Fr7¥C

43O ®e,1a%+x€85€ 3E€QISDN Q.931

3fiaffa,»afa, 3@ Eat | cO139+5,E5, 5@ 19 QIO IEQIQ VI T30, ¥3S e " 1hiQ EL|ES, @2
ISDN Q.931

afiaffa,»af1a, 3@ Ee©%aY,"affaf€a,n3,"a Q@ «E€Qa;ia@+3,Ei 3@ €QIQP"a@®e,Ta%+e€83QES,”

8,-8,14%€ J@"'dO®e,1al+xrt8aQ«a %t a@™a,4,%afaf4,)4,83,Ca, caffaf—astafnasa, ’afrasrasry
50 "3Q®3,Caf%0af 3,05, 9339 €Qx-aQ®AfEfs, 5,5,5¢C0°QIP8IQO P IOPNIG™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-iosxe-isdn-g931-
dos-67eUZBTf

5Q"3Q®3,Caf%0af@3,05,93°3€ 3€92020 8" 9 e 24 2 —¥3@«4...~é-3€+3,EFQY Cisco

10S 3€53,"3€° [0S XE &,%3f+af 3, 13,83,¢ affafeasfiaa,'a@®a,»a,af¥afarta e
3,Caf%0af@a,13,9afe%te-MIQPR®I €£4f G PBIQ™IE, QTIOR3 Te-MIP«IQ F€QP34
»93@Re,Ta%htr€83@«E6-C3@™3,« 25 4»93@®35,-3,'3,2 3,»3,af¥afafta,£
3,Caf%0af@a,13,93f° 3@ Ee ~e¥%%0i¢ 3, i@ | 3,3 @NIO™AEE A, Caf%oaf@a,na a5  afafa, a
Response: September 2020 Semiannual Cisco 10S and 10S XE Software Security Advisory Bundled
PublicationZ€€3,'3€.C..88 @—3€© | i Q QIO 3©°30.,3€,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-isdn-q931-dos-67eUZBTf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-isdn-q931-dos-67eUZBTf
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74268
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr57760
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3511
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3511

0284 efYLd" €@
e, TaVtaE85@®a@,a,«e£%-3" @
GO "3O®e,TaV+r€83€@ 3€@Cisco [0S 3©3%43@Ya€ 10S XE
d@®e,Ta+a@3,%%af-af"a, ! 5,83,¢5fa255143,"3,8®Ye;E3 @ —3€@ISDN
3,0afa,;af%af+3,83,03,'4@ Ee " a®SaQ+3,ES@ | é@,,éxé,-éﬂé,%fiéf@é,néﬂé@«éVziéV&é,’é@ééQ%
&, T&v/taL85@Ea~ace " 3@ ™3« Cisco
a,%.af-af"3, | a,83,cafafaf1a,  a@«i9ri@,i@ 3@ IE€QPIPaQP®3,Cif%afea,na N3 3QRAEES
aftaf€a,n3,'8 " A@35© B9
aftaf€a,03,'a€@« ISDN
3,0afa,;af%af+3,83,03,'4@Ee " aR33@+3, 3@ | 59,3, 393 QO0IQT13@E,'a" ne-3O™E,« 39«3 &
a€8 show running config | include isdn switch-type &,3afZaf3af%od,” av2i ¢ "a¢p—a @ a@™a<€, |
includeisdn switch-
types, 3af 2af3af %od, docC AP —aA @HIQP™AE,a€EnIQEE;"A,<d a@ a€QISDN
é,néﬁé,g_éf%éﬁééé,néﬂéQCEaeoe%oé?éé«é@aaéﬂéé 1 3@, 3 Q%@ ™MAE,xd@«IEQISDN
5,0af38,;af1435+3,85,03,'3€ Ere%odS'3€23f15f 3,03, 3@ «6-CaO ™3 3,33 23F 8 %03 @ ®E1°8S>5Y

<#root>

Router#

show running-config | include isdn swtch-type

i sdn switch-type

primary-net5

o T/ ZoefctOA@3, 15, 0af fAf 8,08, 03f—3@ 39 "5O®L, TaViteE8aQ«8V:16Y;5,8 739 30%I9>3,"5
e TaY €8s, 4@ «a,"a 983 €, 39%3€,30"3€" 50(Eg¢°é30§0°§,G§0Vé£1/zé"0

3O '3P®3,Caf%0af @3 na a3 P®e, 18/ +at8aQ R Q,8,«ef13"Q8,»3, 4, 8f83F° 3@« "e¥%od @ 4

§,-81838@ €QIQ"IOP®e,Ta%+r€83€@CE Cisco IOS XR &,%af+af 3, | 5,83,C393%3OYi&
Cisco NX-0S
a,.af-af a, | a,8a,c¢ éQ«éé_é%ié\'?gé,'éjé0“%0""5\0"50“50 "é,’gC°éaQéQ—éQ%éQ—éQVé€,



H7EQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

5,-5153%€ 30"3Q®3,Caf%0af@a,03, 9515 «@ "81%%0i @ 3, 3@V, Ta%+eE85€«a %at! 3O™E i
af@afiua, Af8af’a€ af-a,£afhaf@aft

a»affaf a@«ad %HhiQ@P—a@ é@@é@gé@"éQaé,ééé%é0“5€,é@050®é,“ééféQaé,Vzé.f-éf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

O NIPVICQIOSA®C S 3OS, 1af4f 4,1 5,85,¢5,5f€], | 4 afaf 143 %0583 Q 93, AQORIQ €93,
3,Caffaf—3&,°8f~af%ha %05 @83 Q™EE,C,,i8, YaQ®A,»3,aF¥aFEfTE,£ &,1,8f5f°5,15,84,¢
3,Caffaf—aftafuaf 3@ «3, " 3QLiQ  A€HIQPSI®C 2T 3P «2-°59—39,3,1,3f45,15,84,¢
3f03,n3,»38, 36 @ 158S &,1,3f+3f°5,5,83,¢ af+3,£aFhafQAfE

3,»>3ffaf 3€ @3 QNIQYI@ afia, AfLafY aF5fa, AF8aF
5,Caffaf—a,°af-af1haf%oa @ «d %IQP™a " OE™PIQPEi»"3 73€+3,F5,59"3€ 30 39,5,559%3€

A, V8f+af 4 !5, 85, ¢Cae®3,CAffaf—3a,°5f~af%af%08, anoaS Z3@ ™3 <653 @«3@ a€93,-3,'3.°
a»a, af¥afaaf’ra fa Caf%oaféa ag 1]afa

,Vzafaaf¥af%a,-af§a.f3a,€a%0a, gC° aOaO—ao 1 JQOIQP 3939 ,aE,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q@ Q3@ a¥'(, 39— | 3€,3,afaFaf1arSaF5, af—afaf €3, nafEAf 143«

8 ffVAf 518¥ ¢, 4, 49 "8"0¢" " 5955930, 50530CxeS"
5, 8,13, %€ <8, %00 R7¥E 3. YA —3 VIO T4, 3,5, 5@ @3, uafkafa, ¥, 3, 50 8°0¢ 59,30Vie

cisco-worldwide-
contacts.htmliV 208 «€€£CUid@—a € | §,C5ffaf—3a,°af~3f 1435 %08,'3...¥e%ii@—i@ | i Q@Pi€® 303,

C,id, Y&, Caf faf—4, °af ~af VA %ea@®a 34e+ie£)3"@i@83€,5,<309"3@ 4, 'e Yar”™ 73— aé{é@,,é@\?@
URL3,/'3a@"¢" ", 930 @30 3©°30,3E,
Cisco |0S 8€53,”3€° 10S XE 3,%.afaf"3,'a,83,¢

Cisco |OS 5, Y4Af8f 4, 4 85, ¢a€S3,"3€° 10S XE
a,%af-af"3,13,83,Ca@®e,1a1%+e€839«3,75,<a%pPaR* I Q@ ®IQ &f/1xe€83,'d ne-3983Q@35,3,"3@13€
Cisco Software Checker

a'ee


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

QOIWIO—30 |59, 3ONIO™IE,IQ"IORES, A MAf«3Q«3, 5,STEQ W' ARIFTO®E, 1afAf 4, 5,85,¢
a»a,ar¥afrasta.t

8,C8f%0af 94,03, 05P3€Q3053, 30°3@.,5,Caf%3f @ 5,15, 95508872 75€+3,E3@ | 5.5, 181
Fixed3€@i%%03,'¢%0'aR3 Q83 Q @I Q%I Q™I 50 %3 QYO AN"dQ™E 4 3@ € QI P PIQBRIFES
First Fixed3€€%%03,'¢%0' a®33 @33 @ @3 @I Q™AE,

59 S3a®Cr8"3€ 3€€ Cisco Software Checker
380 a—a@ e id@®e-"23383,C3f%0af€a,03,95f%5,/enec (@8I AUIO™EE,

o 8 8f~3f 45 84 ¢ " 1 3@rir¥3 SAQBAFEFEFAA,"S, 6@ 2S7AQ9—39NIG™EE,

¢ %ol@SEQPBEFIFAS1E, 3P BEFE,Ef S, 8@ «E,E txt
&f3,i8,08f«3,'d,CAffaf—afafiaafbod @ ™3 <

« show version & 3af78f38f%.a€@®31°85>3,'3... ¥45> 3@ ™4 «

a0 04, 6«88 —3QYIUTIP8I€QIQO™MIQ '3 | 3O®E,-5,"3,° 3,»5,af¥afafT4 £
3,Caf%0af @ 3,13, 93 3€Q %0 AR3IQ®3,Caf%0af @ 3,13, 3 IEQIQPNIQPYIQ RRER-FTH®A...~E-«

5O %I PVIEP 2T Q@IS 81" 59 —3€  5€Cisco [0S 39%39Va 10S XE

8,%3faF°3, 5,83,Cafara5%3, 1% 15.1(4)M2 &, 3.13.8S

59°3Q01%%03,3.. ¥3539™5, (39 5O IO5I€CQIOVIORIFIFAfE, 59 ES, 5,5,
8,»3,3F¥af5515,£

5,C5f%05f € 3,03, N33 @@LV 5, 49— 059 50,5, 3P 30O 1i9E, ' nr-39559QIQ%IE

Check

Af1af+3,Oaf«af 5@ 83€¢ A€ Cisco Software Checker 3@ ®cu@x70i@«3€ a€@Security Impact
Ratingi% SIRi%%03@ EI€Eé1 @4183€Q3QUIQYIQ €T IEQIQOPE, T8%+2€83@ 3Q'FO T«
SIR &, Ta%+x€83@RCU@PRZed,' 3«3, Q3,3 QP«a€@ 3€@Cisco.com 3@«3€,3,« Cisco Software
Checker &,a%;¢" d@—3€ | 3€@xn0e('¢a,'5,«3,'a,;8f28,03,°4@™35,<3Q 3@ QI «
[812+6Y; 3@ ®©+5%ii%4 Impact Ratingita%o]

GO ®a A @«3@,a af%oafaffaf—afea, | affafa,'af a@® [a,é-"1%"Mediumita%o]

Af€4a,8affa, afcedffa, 4,'3,3,2 5@ «3@—a@%aP™AE,

Cisco |OS XE 3, Yaf+af "4, '3, 83, ¢ af2Afafv.4,1a€ ~ Cisco I0S 3,%af-af"a,!a,83,¢

3fafass, ' a@®afzaffasrasfra, i@ «i9rie, i€ 36 3€Cisco I0S XE
3,%af-3f"3,!3,83,¢3@®af 513113, 39«3, 0039 3€ | 3€ECisco 10S XE 2 Release
Notes3€ 5€ @ 3€ECisco |0S XE 3S Release Notesi @ 3€@ 39439 Y39 3€ECisco |0S XE 3SG
Release Notes3 €€ 3,3€,C..839—3@ | 39 Q3@ 59°39,3€,

5, @RE£A"OC" " 8%a¥<a@ "a...~av@Pc™Moe;”



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%odaf€@a,nd, afa@«e "e1%%od @3, E3Q | 3,3, TaVtr€85€¢

R108. ..

39"3Q®e,13%+2€85,'8 +4'S59—3€ | 3€,30Y3 3€,3€Y Austin Martinetti
2°QIP«2, V- 939, 39Vi0—39%UIO™IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-iosxe-isdn-g931-
dos-67eUZBTf

o' 1g", at¥ee

df@afva, afsas e YA a»8, 8,-af8af3 || & aftafva, ¢cat| ee—¥a»

1.0 X @za..~é-afafasna," |- Final 2020-SEP-24

ao¢" elec,,

aae-8, Caf%oaf ©4,13,93°5€ ¢, 8 98 %IP®], i9PI¢ 190—i9 i9 ' 2QQiHI9—i@ 355 55¢
e0e-d,Caf%0af @4, 3, N3 5@®x]..4 13953, 53338, 4@ V" FQ«E-CaP™E, @2 -EmIP®E £
AQUIOYIEDE, 3,359 2e-af%03,afYafafEf 3@ ®AT.. 404,42 8'S5 3@ —3 @ «dntoe> TP —F€
a8, CAf %odlf @ 3,173, 955 @® " "8;°81.. 4R '3 «é-CAQ—3€ | =f..4 +6..94;i3€® URL

3,/CeQCYIQP—ICQPIQ -IPB®E»(2Y%0d,, 2,90 33, - 1LIQP—3QYS 49 FEQI ' (nUIYPTCR|cO
3O "3Q®af%03,af¥af3FAf 3@®xS..4 +t3@ 3€94,3,'5°0£ 13" @IQ®F, AP af%0af | AF143, 98,8 Vbl


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-isdn-q931-dos-67eUZBTf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-isdn-q931-dos-67eUZBTf

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



