Cisco IOS XE & Y2af+af 4,14, 84, ¢ Flexible NetFlow
af@afvaa, afsasr 9
3O®a,pnafKif a,'a! "a®%i1"DoSi% %03 @ «3 €S53

&, Caf%odf € a,na, flaFraFnlD : cisco-sa CVE-2020-
H Igh iosxe-fnfv9-dos-HND6FcOu 3221

& @a...~é-c«e—Y¥ : 2020-06-03 16:00

af @afva, afsas 1.0 : Find

CVSsa,'a,%a,¢: 8.6

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCv068398

Y- &3@«ad, d,«ef...3 t3@ A€QecteZiQ«ad,"a,<aZYr-13QREQZA...~ a1 a ¢
Al

%1 el@

Cisco Catalyst 9800 4, -af34f:4,© &f & oafoaf-4, ! 4 %af3af afaf VAfOa@«d %a;e3€@—a@Y Cisco I0S

XE &,%afaf"3, | 4,83,¢a€® Flexible NetFlow af@aflsa, afsaf 9
3f8,+3ffaf 3f—afa,»aff3,pa@®e,181%te€85€«3,"4,53€ Qe @& 14393, i@ | 5€,39°59,3RfCEf

4@ "3@®e,Ta%+x€83€ a€@Flexible NetFlow af@afla, afsasf 9

33,2853 %03 @83 @®AfafOaSiaf1a, a@®erncee %IQPEI QPO 15985€,5,«39 3@ dQ«ep-d
Control and Provisioning of Wireless Access
Pointsita"CAPWAP%%0aftafa,;af @aflhaf d@«3€@a, @xL£3@31.Ca1%@a@® Flexible

NetFlow af@af%a, afsasf 9

af'a,+affaf a,é€@a;ia @™ A Q3@ AQP8I€HIQ"IQP®e,TaV+e€85,3,73, 3,'af—afa,paf ™3« 3@
8,-81836¢ @ 'a@®e,Tal+txe€’a@«ad 3t a@™a5,4,%afaf"4,|4,838,Ca, caffaf—astasnasa, afrarasy
59 "3Q®3,Caf%05f 3,05, 95 3@ 3€Qx-aQ®AfEfs, 5,5,5¢C°QIP8IQOPIONIG™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-iosxe-fnfv9-dos-
HNDG6Fc9u

3O 3@ ®3,Caf%0af@a,13,955@ 3€9202035" 6 2" 3 2—Yi@«a..~é—3@+3,EIQY 25

3@ ®e,Ta%+e€8aQ«E-C3O™3,« 23 a»3€®3,-3,"3,? 3,»3,af¥afafta L
3,C3f%05f€ 3,13, 9353, 8€«3,€ Cisco 10S §,%af-af5,!5,85,(5€53,”3€° 10S XE

a,%af+af"a, | a,83,cafafafa, ' a@®a,»a,afyafrasta £ a,caf%oaf@a,na, af

af@afrafnoaf«a@®a €6f G Q8AQ™IE,,Caf%oaf €3, 13,93 G QRARE]D... 3€°3f3,'af 4@ I QP PI O


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-fnfv9-dos-HND6Fc9u
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-fnfv9-dos-HND6Fc9u
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-73388
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo68398
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3221
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3221

Event Response: June 2020 Semiannual Cisco |OS and |OS X E Software Security Advisory Bundled
Publicationd€€3,'3€,¢...80 9—3€@ | Q@I 3©*3©,3€,

e023Y4" efYd" €@
e TaVaaE83@®a@,a,«e£%-3"©

GQ"3Q®e,Tal+e€83@ a€€@Cisco I0S XE
3,%,af3°3,13,83,C3@®e, T31+2€83€@ES a0 3@™4,af3Faf143,'3, 4@V Fi@—3€@ | 53€,5€ | 3€
Visibility and Controlis” AVCi%4%0e©Yefr3€ Ere%idS' 3@ «i @3 QL€ 1 3€,a,< Cisco
Catalyst 9800 &,-af*af%a,° af a,cafoaf-a,’
3,233 afafhafOa@«a12+éY;3, '8 @S3 QI P —3 QWO ™AE,

8, T4/ +a£85€@ EAa"ace " a@™a,« Cisco
a,%.af-af"a, | a,83,¢cafafaf1a, ' a@«i9rie,i@ i@ QI 'aQP®3,Cif%af¢a 3, NafF3QRAEES

AVC 5@ Ee a®539a,(Fa@|a9,d,<39:29039136<«39BCCeQ

AVC
OV eV AQEL 4RI 5, EIO ' 59,5, 30FQOIOTINGE, CCOPIO™I A 50 IEQCRICOTEE..3

5,%f—4, -Af§afs1:GUI

Web
af ™MAfY.A, 1@ ®c®ic@1a,nafa, af 443,835,103, 3@ «af3,°3,naffa@—a€@[e " a®Si%"Configurationils
> [&,pafvaf a,"ia"Servicesi%a%o] >
[3,caf—afa,+af1ha, af8afa@®a€ ¢! -2£€8i1% Application Visibilityi4%o]
3«8 EIP—3O  3EQR0%03S 398 —faS+ 3,8, 0af«<IQP®E 80 "5, (P QIOP—AONIQ™IE,S
2OYefri@ ¢ 43593, Fi@ 3€,30%IQ™aE,
a%af—4a,-afsafs2:CLl
RicO@Te€...3€@ 3€@CLI €8 show running-config | section flow|wireless
profiled, 3af 28f38f %08, 8¢S’ a@—3€p | AEQ@X-ja Q@B ARSIQPEIO™IQ'3@ | |3, €3, E5€@ 39,3,
1. &f-afafvaaf¢af<a, ¢
2. af <AfAf vAAf Caf <& ¢4’ 8 VA€ at°ae™a,ca, afta £af-a€@2 WLAN
af@aria, -aflaaf—afasfea,ja,raf«
a¥a, e «a€@show running-config | section flow|wir eless
profiled, 3af Zaf3af %08, S @ af-afafuafcafa,fma@ Ee a®sI@ -3, EIE€QA,C3, afta £af-a@°WLANAS€
policy-


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-73388
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-73388

profilef@«3," 3@ £3@ | af-AfafhaFCAfE,:fma@ EA.. ¥aSiN G€ES.. YA A€ Qih%oaf 3fOAf5,£3fF3, ¢

<#root>

ios-xe#

show runni ng-config | section flowwi reless profile

flow nonitor

fm

record

rec

wireless profile policy

defaul t-policy-profile

i pv4 flow nonitor

fm input

no shut down

o T/ RAf A AfYBf CAf & (A EST03 5114 FE T8 S FE @ 1h%0af 3fO5SF3,£5Ff5, 3ORIQ ;3O NIOVI€

8, TaYrac€ss, 49 «a,"89839,39%36,30"39 3G ECC° QIO 3, EIHYELLI"O

3

Q" "3Q®3,Caf%0af@a,nd N33 Q®E, 18/aLS5Q A, 8,«e£ 123" @8,»3, &8,-af83°a@«& ~e%%0d @

5 815,50 €039 3O, Ta%t2E53QEir¥a GO®, 5,303 Q3«3 3%16Y;3,5 750 56

« Catalyst 9300 49 %3€Y3a€ 9800 &,-3faf%3,° 3,"a,naffaf@c"" Catalyst 9800
CU, 3@ %Y@ S 3,0afnaf-a," 3,355 afafkafO &,1,3f-3F°4,! 4,85,¢

+ 10S3a%28f-af 8,584 ¢

« I0OSXR & :8f+3f"4,'4,85,¢

» NX-OS 5 Y:4f+3 4,134,853, ¢

o &f 3 oafodf-81 LAN & 38f3af af 8f VAfO1Y, WL CiV0o8, Voaf+4f 4,14, 84, ¢



H7EQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
ac®xfx"a@éa,%2afaf aq, a,s84a,c

5,-5153%€ 30"3Q®3,Caf%0af@a,03, 9515 «@ "81%%0i @ 3, 3@V, Ta%+eE85€«a %at! 3O™E i
af@afiua, Af8af’a€ af-a,£afhaf@aft

a»affaf a@«ad %HhiQ@P—a@ é@@é@gé@"éQaé,ééé%é0“5€,é@050®é,“ééféQaé,Vzé.f-éf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

O NIPVICQIOSA®C S 3OS, 1af4f 4,1 5,85,¢5,5f€], | 4 afaf 143 %0583 Q 93, AQORIQ €93,
3,Caffaf—a, af-af1haf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%.af-af3,!4,83,¢
3,Caffaf—aftafuaf 3@ «3, " 3QLiQ  A€HIQPSI®C 2T 3P «2-°59—39,3,1,3f45,15,84,¢
3f03,n3,»38, 36 @ 158S &,1,3f+3f°5,5,83,¢ af+3,£aFhafQAfE

a»affaf a€@a@a@Ya@ af;a, af£afn afafa, arsar

8, Yoif+af 4 13 85 CA@®3, CAffaf—5,°8f~af1haf %08, 'encee " 75Q™E, 55«3 3€Q[3,5,"3,3°59 ®E,»3,4f
Security Advisories and Alertsi%%o]

3f3a5%3, 3€8a.. Y% d@8iQ945,<3,3,'3,3e£1,58" @@ ®F,Caf%oaf 4,13, 95%3, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afa, af8af*a, ¢ Qi P—i@ | QP OIY 3639 ,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 Q@ @3© ¥, 39— | 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«

8, ffVAf 4,18% ¢, 4, 89"a"0O¢" " 39839236, 395a®Cxes"

84,13 3é0<é,%og>’ae2¥é3%é...¥§0—§0V50CE Cisco Service Contract

3,/39"3°0¢"" 39,50Y3@ 39,30 39,305,339 3€QIQOAUIQYIEQI, U 1A %03 f af1hafTE,£3F™
POS 3€<3,%04...¥2%0«<3 @83 @ @39°3€,3 30 3@ 3€@Cisco TAC

AQ«EELC|GQO—3@ | 8,Caffaf—a,°af~af1haf%08,'a...¥e %o i @P—3i@ | QP Qi@ 3@ 3@ ,3E,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

C,i& V& CAf fAf—8, A~ VAf %A@ ®F %etief13"Q3955©,5,50 50 3/e e l30—i¢ 5,30V
URL §,4@"¢" ", @iQ@i@ i@ 3@ ,aE,

Cisco |0S 8€5a,”3€° 10S XE 3,%.afaF"3,'4a,83,¢

Cisco |OS &, Y4Af8f 4, 4 85, ¢4 53,"3€° 10S XE


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

a,%af-af"a,3,83,Ca@®e,1a1%+e€839«3,75,<a%PaR’IQP®IQ &f/12€83,'d ne-3Q83Q€35,3,"3@13€
Cisco Software Checker

3, *QPQPIIQP—IQ |30 ,3Q0%IQ™IEIQ"IOB®AS, afhaf«IQ«I, €0g%o A®3AQ®3,Vafaf"a, | 3,
a,»a,af¥asrasta.e

3,C3f%03f 3,13, 031 3€ 93953, 3033€,5,Caf%0af 934,03, 933988 - 7363, E3@ | 56,5, T8V
Fixed3€€114%03, ¢%0'aR33 P8I QP @39 HIQO™IE€,3Q9UIQYLO%31,"3Q9™3,«4 4@ € QIQQIHB®AFAS
First Fixeda€€1%%08,'c%0'a®33 Q@83 Q@ @313 ™AE,

5 Sa®C 28" 5€ €€ Cisco Software Checker
A d4iC A—3€ 2 3@Re-"233€83,Caf%03f€ 3,03, 9555,/ e (AP QIPNIO™IE,

o & 148f3f 4,14, 88 ¢5@ 1 3@nar¥a SAQ®AFEfEf1E,"3, 6@ 2579 —3QUIO™EE,
. C%'AREAGO®AFEFEFE, AQ®EFE,AF 5, 4@ «E,€ .txt
5f3,ja,08f«3,'d,CAffaf—afafiaafod @ ™3 <
« show version & 33f7af38f%.a@ ®31°55>5,4... ¥45>3@ ™3 <
a0 04, 6859 —3QYIUTIP8I€QIQO™MIQ '3 | 5O ®E,-5,"3,° §,»5,aF¥aFEfTE,F
3,¢af%oaf€a,na Naffa€@ %' ARSIQ®aA, Caf%oaf@a,na afa€ QIOUIPYIO 2refr-"AQ®A...—b—

39SARC2E 3@ FEQPR-3QP®If3,0af %S §,8%:C" 49— | 3€@Cisco I0Sa9%IHYI€ 10S
XE&,%.af+af"a, | a,8a,cafraseasiaa J(EOYIO 39 39°3€915.1(4M24,,3.13.89)3,'4... ¥8SEQ ™3 <393
Security

Advisoryd@®a%+éY:3, 4@ —3€'3,«< 39«3 Q0IQP T34, (C°*QIO™35,39"39 5,598 90QI9%NIO™

Check

af taf+3,©af «af "5 83€ €€ Cisco Software Checker 3@ ®cu@E7cd @ «3€ €@ Security Impact
Ratingi% SIRi%%03 @ €T 1 @3r83€QIQAUIQYIQ T« IEQIQORE, Ta%+2€83 @ 3Q'FQOEIO«
SIR &,13%+x€83Q@®CcU@PRZ0eE, 4«3, Q3,3 @«3@ d€@Cisco.com 3@«3€,d,« Cisco Software
Checker &,/a%;¢" " a@—a@ | 3€@arroe¢' €3, 'd,«3,"3,,3f23,08,°3@™3,«3 @ Q@O «
[8%2+6Y; 3@ ®&©+43%ii% " Impact Ratingi%%o]

AQP®A @« @, af%oafaffaf—area, | affasfa,'af a@® [a,é-"1""Mediumita%o]

af€a,8affa, afcedffa, 4,'3,3,°af 3@ «3@—a3@3HaQ™3E,

Cisco |0S XE & 4Af+af 4, 15,83, ¢ Af2af%if1/4,15€ ~ Cisco 10S &,%af+af 3, ' 4,85,¢

3F5f2af 3, 5@ ®AfIaffaf 33,59 «39 i@, 50 | 59 3€Cisco 10S XE

53,3353, 3,55,C 3@ ®aFaFE%3, 3«3 039 3@ | 5EECisco 10S XE 2 Release
Notes3€€ 5€ € 5EECisco |0S XE 3S Release Notes3@ 5€ 9 59 %39 V39 5EECisco 10S XE 3SG
Release NotesH9 3,4 9,¢..5590—30 50 €39 36°39,3€,

5

5


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

QR£A"O¢" " a%a¥a @ "a...~ava@c™oe;”

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od@ 3, i€ | 39,3,€,TaVtr€s5¢

8108,

5O IQ®e,Ta%+0€83@ 3€94,-3,5,%41...6F 3€83,»3,af¥af 5 13, £3f13,'3f 3, a@Y2-13Q—3Q | 3@,
Mathieu Monney a@«a,”a@£3€@ | ¢™°¢e| A3, E3O%IG—IOYAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-iosxe-fnfv9-dos-
HNDG6Fc9u

o 1, kYo

Af@aFna, 3F5a S YA 8,3, 3, Af8af3| 8 1af taf VA, cA L]  ee—¥ar

2020 & 6 s 3

10 X QB 73.. ~b—afafafua,"| - Final
oo ( ' -y,

HCHOF

ae0end, Caf %odf € 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQOPIQ IQ—iQ iQ 2QQIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,03, 35 ®eS...8 +t3€53, 393338, aQ®aiC" Q@ «é-CAP™E @2 IQPBE €
FONIPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQ®AT...305,8°°8'S5 QT O —3 @ «an%oe> TP —a¢€
a0e-d, Caf%oaf @ 4,08, 3P 5@ ®e "8;°8T. AR 3P «é-CAP—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-fnfv9-dos-HND6Fc9u
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-fnfv9-dos-HND6Fc9u

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



