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I--- Define trusted DHCP servers

object-group network Trusted_Dhcp_Servers
host TRUSTED_DHCP_SERVER_1
host TRUSTED_DHCP_SERVER_2

I--- Define infrastructure addresses

object-group network Infrastructure_Addresses
NETWORK_1 WILDCARD_1
NETWORK_2 WILDCARD_2

I--- Permit traffic from trusted DHCP servers

ip access-list extended WAN-IN
10 permit udp object-group Trusted_Dhcp_Servers eq bootps object-group Infrastructure_Addresses eq boo!

l--- Deny traffic to DHCP clients from all other sources

ip access-list extended WAN-IN
20 deny udp any any eq bootpc

1---
I--- Permit/deny all other Layer 3 and Layer 4 traffic in
I--- accordance with existing security policies and

I--- configurations. Permit all other traffic to transit the
I--- device.

ip access-list extended WAN-IN
30 permit ip any object-group Infrastructure_Addresses



I--- Apply access-list to all WAN interfaces (only one example
I--- shown)

interface Port-channell
ip access-group WAN-IN in
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