3, -8,18,3¢" £ao4C” "Af«AfYVA, ;A «a %ha;edO—aOY
Cisco IOS
3,%2853F°a,!3,84,639839Ranrnae, @IGPB®A,2afY

&, ¢af%oaf @a,na,fafrafulD : cisco-sarioss CVE-2020-

* iot-rce-xXY RSeMNH 3258
& @a...né-«e—Y¥ : 2020-06-03 16:00 CVE-2020-
af @afvaa, afsaf 1.0 : Fina 3198

CVSS4,14,%4,¢: 9.8
&76€¢¢- : No workarounds available
Cisco af @a,° ID : CSCvr46885 CSCvr12083

Yo 73@«a, a «ef..4 t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~ a1 A«
Al

e, €|

Cisco 809 4€53,"3€°> 829 ¢"fae¥(" " 8,uafhasfa, cu+d @ aZAaf«af1d,¢ 1% ¢C"Eae¥c"”

ISRi%4%03€53,"3€° Cisco 1000 3,-3f23f%3,° Connected Grid

53f«af16a,1%" CGR1000i%%03 €@ «d 3%43;0e3€—a€Y Cisco I0S
5,%,3f°3°4,' 5,83, 3@ «39S3'5,«2ntr°a@Q®e,Ta%+2€85€«3,° 3,539 @& 14319 +3,FiQ | 3,59

8@"3,E3, %03 @®¢,Ta1+r€83 B0’ 3@ «aQPra@, i@ | 3@ *20e-3,af%0af@a,n3, 93 3@ ®IEEEC
&,-81836¢ 3€"3,(E3, %od@®e,Tal+e€8a@«a 3t a@™a,3,%afaf"4,)a,83,Ca caffaf—astasnas a, s
5O "3 ®3,C3f%05f 3,058,539 €Qx-aQ®IFEFE, 5,5,5¢C°QIP8IQOVIONIG™AE,

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/ciSco-sa-i 0s-iot-rce-
XYRSeMNH

4O 3O ®3,Caf%0af@3,03,933€ 3€92020 8" 6 20" 3 2—¥3Q«4...~6—39+3,EIQY 25
H»Y3QP®E,Ta%+trE8aQP«E-CaP™E,« 23 3»930®3F,-3,"3,2 3,»3,af¥afafta,£

a,Caf%o0af@a,na, 9afa,'ae«a,€ Cisco I0S &,%afaf"a, | 5,85,¢3€53,"53€° 10S XE

a,%2af-af"3, | a,83,caffafafaa,'a@®a, »a,afyafrrasta £ a,caf%oaf@a,na, 9af

af@afar%oaf«a@®a €Ef a@8aQ™AE, A, Caf%oaf€a,na, N3P 3Q@RARES...  492af5,'af 3@ 19 QIO
Event Response: June 2020 Semiannual Cisco 10S and 10S XE Software Security Advisory Bundled
Publicationd€€3,'3€,¢...80 9—3€@ | Q@I 330 ,3€,

€023l efyaa"



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-rce-xYRSeMNH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-rce-xYRSeMNH
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-73388
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-73388
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-73388
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr46885
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr12083
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3258
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3258
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3198
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3198

©
8, 1Y/ eE83Q @A 9,5, REV:3"

59"3,(E3,%03@®¢,Ta%+r€83€ a€@Cisco I0S
3,%3f-3°a,!5,83,C3@®e,13%+2€83@ ES dce 3@ ™E,«AfEfE143,"3, 4@V FiQ@—3@ | 5,3, "84

« Cisco 809 4€53,"3€° 829 ¢"£ae¥¢"" ISR
« CGR1000

&, T&v/taL85@Ea~ace " 3@ ™3« Cisco
a,%.af-af"3, | a,83,cafafaf1a, @« 9ri@,i@ 3@ QI aQP®3,Cif%afea,na N3 3QRAEES

a3 Y&Cisco 8003, -af24f V4, °a€ ®Industrial ISR3€S3,"5€>Cisco

CGR10004f13f€3,03,'3€@ a€Qaf@a,nafafafea,na, 9a,Cafus, afta, af@arfa Sa@se ¢ "5€+4,C
1053, 5af+af"3, ! 5,83, Ca€€3,28, "8 8,2af3af~af%afta,£5£38,°8,-3, ' aFTaf 114°38,28, '8 OS1%%03€ @ 3 S
I0S 3,%3f-3f°4,!4,85,¢5€ "5,%3,'aF” OS

3@ A€QIEEF AQP®A. . tee%odfiaf@a 05, 5 «E,C8, 4,»8,'50™4,&;..8 | @IOTI©,3,550%IO™
f@afuaf €93, 233,%ifhif«3 9390 @ E39,3,55©%43©9™IE, VDS

€ 3..tee%0aftaf Q5,08 '3 IO ®E,CE, 53,5, 8% e 5O —3E€A, AfYAF¥af-afuaf 5€5,EIQ
3,03f3,,4f143f+3,83,03,'3, 439 —3€@ | VM
E-"3QPRE€3H;i3fQEFEIf@ET«E, 2O QIIHIO—IONHIO™MIE,

Cisco |0S &, V48f+4f 4, 15,83, ¢a€53," 36> VDS 3 3€QUDP afafuaf” 9700 38 UDP
AfQAFFAF@Af«a, CCoOCaOP™EIO"3QP FQPIEQVM

é-"3,°8,°4fS53f25F8, " @a10ed @ "8 3%ix" 9412005, 4BV EIQ—aONIG™IE, 3, 3,°af 55533, °4;

é-"3Q®AT...6f  AQBAFAFE,«af«E€35;i3Q«C€Q3;|39+3, FIQPYA 3@ 59 «IQORIQ AT cOTaH 3,

&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

13

Q" "3Q®3,Caf%0af@a,nd N33 QP®E, 18/aES5Q A, 8,<e£ 123" @8,»3, &,af83°a@«& ~e%%0d @ 3

5 8,15,%@ €933, E3,%03Q®, 131%+t255@ Er-i3@®3, 3,313 Q3@ «3%:16Y;3,8 756 54

« 800 & -af%ifv.A °a€® ISR

807 ¢"£a¢¢"" ISR

« |OS XE & Y54f3f 5,14 85, ¢
« I0SXR & -8f+3f"4,'4,85,¢
« NX-OS 3 Yaf+af 55,85 ¢

e©3¢’°



Cisco 800 &, -&f %if /48, °¢” £a84c”" ISR 46053, 3€> Cisco CGR1000 5«8 %3;023€—3a€Y Cisco I0S
3,%.3f-3°4,' 5,83, 5@ «39S3€'d,< 2
FOrIO®e, TaV+r€83€«3,"3,55€9 Q8 1%h3iQ+3, 3¢ 13€,00° 3@, afafCafhaf a@®x"»x'fe€...a4¢

50"3,E3,%039®¢, 131+ 2€55€ FEHVM

6-"3,-3,°3F53F45°5,°3, RO TAQ™E,<3, 2 1haf%0é "3V IEQ IO UIOVIO 3:16Y;5, 39 —5€'3, E13"
Cisco IOS &,%a53f°4,' 5,53,C30®3€,3935, E59FO®e °e-3ft3, "3 CLI

3,33F255f %03 @ «3" 30 3O —3QUIQ™IE,

5€"3,E3,%03@®,Ta%+x€83@ 359,30 «%Q"IO—39°39,50V5,QI€Qi £x-"39®, TaVirxE
8, T&Y/aE53€ ®RO3C™®

5€"3,E3,%039®8,13%+2€85Q9BLO’C°IQP«IQPri®, i@ 1@ I€QPx-iiQPPIQ 3953559839 ™aE,
8,-8,18,3¢" £oo4C" "Af «Af Vi, (A «d %hd;ea@—a@Y Cisco I0S &,'23faF°3,)5,83,Ca98300®

Remote Code Execution Vulnerability

Cisco 800 &, -&f %if /48, °¢” £aac” ISR 46953, a€> Cisco CGR1000

aftaf@a nd, 3@ «d %a;0ed@—a@V Cisco I0S 3,1:3f-3f"3,! 4,835,539 ® VM
é-"3,-3,°8fSaF255°4,°8, cRIcOTIQ™E,<8,°af %haf%0é “AYVAP®e, Ta1ite€8a€)«3, 3,556 @& 1434,

ae-8, T8/ o839 FE€Q 8e384 @ —39'3,3f1af 95,13, '5€® UDP af@af%af 9700

5/8®3.." 3@ 3@ ™3,af5,+affaf 39« I 955,50 | FEQ %' ARIIQBIENTP«S HAQP™E,ACFc BT
5,°8f%3F@aFUaf-3FafhI@ Er >R fie«a O¢" 5955093, «S%..c3Q5C™CVIO™E, 3 36 59 Eid
Cisco I0S &,%3f-35°3,'5,83,¢ VM

5, 8@Ve{E3©—3@ 50,5, 254a15,3, 55 583,25 1455%03, 8 5FCaFKEF 5 @8RV EaH—F V3, S5¢

59 3B, 13%+2€83Q F€QIPV4 39%IQYIQ IPV6 5,4~ 39—3€@ | 2,2, 939B®3€,3,c UDP
af'a,taffaf a,'av%¢" d@™a A 3@ a€83, 3, 3,'af—afd naf iQ8IQPQIONUIO™MIE 2 x, Q@IOB®IE

Bug ID:CSCvr12083

CVE ID1v.8CVE-2020-3198

8 »8, af¥afeaf ta £a/x+8Y (60+8%i (SIR) IVt @ e | &

CVSS &f ™afY.a,18,14,%8, ¢iv/:39.8

CVSSaf™8§, af af «i/SCV SS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
CVE-2020-3198 2@ ®eé»ace,>¢-

G "3@®e,TaV+r€83@«a 3at) é@“"éxéééégg—éQ_QQ,éSéQ%éQ&“éﬁ

Access Control ListivAACL: & ¢4 3 »4 1 & 38f3af af 4f v«


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr12083

af8, 1af V2023 @YI@ 3,nafafaf04,'af af0a, af@afE 3,¢3, a,»3," 3,2ar3af afaflhaf«

323,31V IACLIY4%038, a®VYEE.. . 3@ ™3, 39" "3€ 3Q8I€9A11EY;: 3,49 —3€'3,<Af1af 3,053,539 ®
UDP af@aflaaf™ 9700

A®>3QBCOES; jAf afOAf5 £33, 3,/8 é™MQPIO—3©  AEQ@r"»x'fE %4e+ié "aYYE, '8%052 39839 @
|0S aftaf €@4,03,"3@®3V-aE-3,-3,28f%oi % Cisco Guide to Harden Cisco I0S
Devicesit%o3,'8€.C..88@—30 50 QIO 5030 .3€IACLAQAPI9,3Q | 3OBLO’C°5@ F€HAEL

8, -8,18,3¢" £ao¥c" "Af «8f Ve, (A «d %d; 0039 —aeY Cisco I0S
a,%2af-af"3,!4,83,cae83O®afta,"af" CLI
O Parre, IO B3I, 2af1%3f%0aRYe;EaQ«3&Sa6'a, @, taVate€s

Cisco 8003, -&f%Af Y44, °¢ £a¢c” I SRA€S3,"5€>Cisco CGR1000af+55€3,13,'¢" " Cisco
10S3,1.8f-35°8, 5,85,C5@® °@-5ft3,"4f CLIA 2af78P5f %03 @ ®15@ni @@, 18Vite€saé«3,"5,55€&

50"3O®L, 131+ 2E55Q FEQ U ARIIOOCSNE QS G PEIQ FEQ Y, 5,30 —30'3,8, 15533,
5O5C%0'a®33 QB °@-3f13,'af 5 35F7835 %03, (MR EIH™E 5O 3O IQIEP IO TO®S, TaliteE

Bug ID:CSCvr46885

CVE ID¥8CVE-2020-3258

8,»38, Af Yafoaf 13, £/ EY ¢0«8%41V4" SI RIYbol ViS4,

CV SSaY %aae-4, 13,33, ¢1Y/435.7

CVSSaf™§, af af «i/8CV SS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:N

DZEQP G-

5€"3,E3, %03 @B, T81+eE839«8 %3t 3Q@™I D76 @ -39 3€,3,530%36>3,"3€,

a; @b a€p:a,2af°a5°4,!4,834,¢

5, -515,%5€@ 3@"3Q®3,Caf%0af€@a,13, 933« "21%0 33, FIQPYe,Ta%+e€85@«d %At GQ™E .
af@afa, afsafa€ af-a £afnaf@ase

d»affaf a@«d %hiQ9P—ai@ ! é@@é@gé@"éQaé,géé%é0“5650050@5,“50’@Qaé,%éﬁéf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BONIQOYVIEPIOSA®C2E 3 ES,1af3F 3, 4,85,¢5,4F€3, | 3Pafaf 143 %03 @83 @3, AOPPIQ €93,
&,Caffaf—a,°af-af1uaf%o3 @83 @™aE,c,ia, YaQ®a,»3,af¥afafta,£ &,%.af-af3,!4,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  IEQIOSIRC 2T 3P «2-°39—39,3,1,3f55,15,83,¢
3f03,n3,»33, a6 @ 158S &,1,3f-3f°5,15,84,¢ af+3, £aFhafQAfE

3 »affaf A€ Q@a@HhaQYaQ af;d, afLafs aF2a5"5, af8aF



https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr46885
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

Security Advisories and Alertsi%%o]
af3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,54" @@ ®F,Caf%0af @ 4,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afha, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 Q@ @3@ ¥, 59— | é@,,é,éfiéﬁéf’réﬁéf"‘éﬂéf—éféf@é,néﬁéf%éée

8, ffvAf a8¥ ¢, 4, 49"a"0¢" " 49839?3€,305a0Cxs"

8414 3é®<é,%og>’ae2¥é3%é...¥é®—é@VéQCE Cisco Service Contract

3,/39"3°0¢"" 39,50Y3@ 39,30 39,305,339 3€QIQOAUIQYIEQI, Uaf1%haf%odf Ef 1K TE,£3F™
POS 3€<3,%03...¥2%0«<3 @83 @ @393, 30 3@ 3€@Cisco TAC

AQ«EELC|GQ—3@ | 5,Caffaf—a,°af~af1haf%08,'a...¥e %0 i @P—i@ | QP QIQ 3@ 3@ ,3E,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worl dwide-contacts.html

G.i8, Y4, Caf faf—a, *Af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 39 "3 3,8 he /39—3€ ' 3,59V
URL 3,/3@"¢" ", @030 30°3@,3E,

Cisco |0S & W4Af 414, 14, 83, ¢

Cisco IOS

8, 158f+3f 4,15, 88, CA@ ®e, T34+ €85@«a %hIQP™5 85,3, 5,59 53®C 28 3QES ne-383€ €3,<3, a4
Cisco Software Checker

8 O QIWIO—39 59, . 30UIQO™MIEIQ"IQ®IS,Af1hAf«3«8,"3,5SIEQ % 'd®33O® Cisco

10S &,%af-af3,!5,83,Caf 845143, 3@ «8%+EY;3,/8053@1%3O™35,-3,'4,> 3,»5,3F¥afaf14.£

5,Caf%0af 93,103,935 3€Q3€53,"30°3€..3,C5f%03f 945,053,515 @8- 75€3.F3@ ' 5€.5,,13%+
Fixed3€@i1%4%03,'c%0'aR35 @8I Q QI QHIQP™IE 530 %I QY0 31,"a@™3,4 4@ € QIQQIHB®IFAF
First Fixed3€€1%%03,'¢%0'a®33 Q@83 Q@ Q39313 ™AE,

5@ SA®C 28" 3€ €€ Cisco Software Checker
8 alhiC 8 —3€ | e~ d@B®a-"2383,Caf%0af©3,13,9558, /ereec (AQ8IQ QIO NIQ™IE,

. 818f~3f 45 85 ¢4 1 3@rir¥3 SAQB®AFEFEF1A,"S, 6@ 2S7AQ9—39NIG™EE,

.« C%o'3RIEAP®AFEFEF 1S, AQP®ESFE, 5 E, 4@« € .txt
&fe3,j3,naf«a,d,CAffaf—afafhaf%od @ ™a, <

* show version &,3af28f38f%.a€@®31°85>3,'3... ¥35> 3@ ™4 «

a0 04, 68839 —3QYIUTIP8IEQIQO™MIQ'3Q | 3O®E,-5,"3,° 3,»3,3f¥afEfTE £
3,Caf%0af @ 3,13, 3 3€Q %0 AR3FQ®3,Caf%0af @3, 13,3 € QI QP NIQPYIQ RRER-FTH®A...~E-«

5@SA®C2E 5@ 2-idQ®af3,0afAf /8% " 4@ —3€  5€@Cisco


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

10S3&,%af+af"a, | a,8a,¢cafafasa, (15.1(4M 2&0%0@)5,’3...¥é§>é@“‘"é,<é@“§0 "3Q83€Q@afariara,’:
Security Advisoryd@®a%+éY:3,3@—3€'5,< 3939039 1363,((°* QI P8I QP QIO NIG™IE,

Check

Af1af+8 Oaf«af 5€p83€ €€ Cisco Software Checker 4@ ®cu@x7i@«3€ a€@Security Impact
Ratingi% SIRi%%03 @ EI€T 1 @3r83€ QI QA%IQYIQ €T« IEQIQORE, Ta%+2€83@ 3Q'FQOEIO
SIR &,Ta%+x€83@®RcU@P I, 3«3, Q3,3 @ «3€@ 3€@Cisco.com 3€«3€,3,« Cisco Software
Checker &,a%;¢" d@—3€ | 3€@axn0e( ¢a,'5,«3,'a,;4f28,03,°4@™35,<3Q 3@ QIO «
[4%2+6Y; 3@ ®&©+43%ii% " Impact Ratingi%%o]

AQP®A 3 @«3@,a af%oafaffaf—afea, | affasra,'af a@® [a,6-"i%"Mediumita%o]

af€a,8affa, afedffa, a,"a,'a, affa@«a@—a@HI@™aE,

3, @RrE£EA"OC" " a%a%<aQ "a...~ava@c™Mog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € €@ r0e-3,Caf%0af@a,na, Naf'd@«e "%%od 3, Ed@ | 3€,3,<8,TaVate€

8108

&4€"3,E3, %03 @®¢,Tal+x€83€ a€€Cisco Advanced Security Initiatives
Groupi¥”ASIGi%%0a € ® X.B. é@gé,AéQ‘?’ Cisco PSIRT a@® E.L
a€@«a,aat..&f a,»3,af¥afasta £asta,'af a@sc™ee! @3, FIQAUIGP—IOYIE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/ciSco-sa-i 0s-iot-rce-
XY RSeMNH

o 1, kYo

af@afua, afsas YA &3 3 Afsaf|a artarva cal e
T U R ) 2020 & 6 e 3
1.0 Q74...~6—afaf2arna,’ | - Final
¥

a4O¢"elO¢ .,

aee-3, CAf%odf 93,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 30358, 3@®a ¢ @ «6-CAQ™3,@2-EmIQPBE €
3OUIQVIEHE, 3,350 20e-df%03,af¥afaFEf G@®AT..AR'5,8°° 4S9 39 —a€ «an%oz> 3P —a€
a8, CAf %oaf @4,18, 93P 5@ ®e 8081, AR '3 «é-CAQ—3@ | 2f..& +6..95;i5€® URL


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-rce-xYRSeMNH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-iot-rce-xYRSeMNH

3,/ CR@PCYiQ—IfQIP («(IP®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 39 F€ QI (nUIYP TR
3O "a@®If%oa, af¥afiafaf d@®axf..a +t3d@ €45, 3,"3,°eL£13"@IO®E, afaf%oaf| 45143,93,'a 34€4i:



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



