Firepower 4100/93003, -af2af¥a,°¢’ "Cisco
FXOSE YAfeaf 4,4 83, ¢a@®a,’ afzaf*af%oa,nasf a

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa-fxos CVE-2020-
M edi un§mdini-b63rwKPm 3459

& @a...~é-<ae—Y¥ : 2020-10-21 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 6.7

&76€¢¢- : No workarounds available

Cisco af@4a,° ID : CSCvt65399

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco
FXOS4, Y8f«af 4,18 88, 3@ RCLIGO®E, Talutr€8i@«d, 3,S3€H9e2@e” 1%a€3, E3QYafafhi, «af«3 QP ®a

5Q"3Q®e,T8%+2€83€ 3€QAS 413 N3Q E@ Q3@ ™35,A, 5784 % 3@ ®4.. . ¥4S3 QB3 @3€
§,-8,%5%€ J@"'de®e,Ta%+xrc8aQ«a %t |a@™a,3,%afaf"4,)4,83,Ca, caffaf—aftafnas a,afrasrasry
5O "3Q®3,C3f%05f 3,035,905 3@ €Qx-aQ®IfEFE, 5, 5,5¢C°QIP8IQOVIONIY™AE,

https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-fxos-cmdinj -
b63rwKPm

e028Y7" e£YA" @
&, 18Vt ecESaO ®E,8,<@£128" @

8...~6~<a&™ ;15983 @Q I€QIQ'IOPBL,13%+2€83Q 2-a@QRIF—AfOIfFaf af+3,0af%af 3@8ARYeE
FXOS3,%afaf3, 15,83, 3@ «81+E6Y;3,4 739 39 %3O —3@Y3E,

« Firepower 4100 , -4f34fY.4,° & Caf—&fOF od ¢CAf34,

« Firepower 9300 3, -4f34fY.4,° & Caf—&fOF od ¢CAf34, !
8, TaVraec85@ Ea"ace " 3@ ™3 < Cisco
a,%af-af"3,!5,83,Cafaf 413, 49«3 Q9ri@, i@ | 5@ QIO FO®E, Caf%af@a,15 953 RIEES
ID 3@ ®e03¢°4,»3, 4,4f83f°5,'49,¢..809—3@ | 50QIQ 303,35,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-b63rwKPm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-b63rwKPm
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt65399
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3459
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3459

&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

3O '3Q®3,Caf%oaf @3, na, a3 QP®e, 18/ aE8aQ ®EQ,3,<ef 13" Q8,»3, 4, 8f83F 3@« "e1%od @ a

§,-8153%5@ €QIQ"iO®e,Ta%tr€83@ EFirepower

1 OOOé,-éfaéf%é,°é,Céf—éf@é,né,Céﬁéﬂé@%é@\"{éé_ﬁrepower

21 OOé,-éJ‘aé.f%é,°é,Céf—éf@é,ﬁé,Cé.f3é,1é@«éé_éyﬁév(’_é,’éjéQﬂﬁé"ﬁ@,,é@"é@ "a,/cCe’@ao—a
D76 C-
50 398, T8%teE839«d %it FO™A D16 c-30 59,3,550%363,"3€,
ac®xfx"a@éa,%2afaf q, a,s8a,c
A V8f+8f 4. !5, 85, ¢a@®3, CAffaf—3a,°af~af %3 %08, aroaS Za@ ™3 <653 @ «3€Q I€QH A 143
a »a af¥afeafta £ a caf%o.af @4a,na,gaf

Af3a5143, 983, ¥R %0 A Q5O 9,5, 5,5, 13" @A Q ®F, Caf%oaf 98,15, 0558, '4@3R eV (S, 39 «49,C
3,:8F3f¥af 13, 55558 €393, (C°°QIO—3Q | 1O QIO 59-59,3€E,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@d,13,'5 @« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%od, i @—3 @ @3€ ¥, 30— | é0,,é,<éf;éf3éf’réf§éf3é,1éf—éféf@é,néﬁéf%é@e
4c®axfexe a@safrafrasaa,’

™o (EE™, G, 1583 €@ €QX-aQPRE| @« Te%%id @ a,EIQ | 3,3, «afafaf1a, xf...d +tad@ >RECC
ID 3@ ®e©’¢°4,»3, 3,-4f83%3,3€,¢..8389—39 |30 3039 ,3E,

aa@®A"—a3€ 34,-3,'3,%3,%afaf"3,]3,83,Cafafaf1a,'a, (i@ —3€ QIR A QPRI —3@ afafafha, ae

Cisco FXOS 8, Y-af+af "4, !4, 88, ¢

CiscoFXOS  [5@"4@®8, 14%t2€55Q«8 %O ™E, R R€L Q3P BI; OREIFEFEF 1S,
8, Y5AfAf 4,4, 84, ¢
Afeafea YA,
2.2 8,78, S&%. € & ®afer 5@ afaf afa,'a @ «c8»e{EaE,
2.2 4 ®aoefr a@afafeafa,a@«c8»ej(EaE,
2.3 a/®afr a@afafasra, @ «c8»ej(EaE,
24 2.4.1.266
2.6 2.6.1.204
2.7 2.7.1.131



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

Cisco FXOS |53 ®8,13%+e€850«3 %P ™, ee€s @9aP®i;PeLafafaf%a,"
8, vAAf-af 4,4, 85, ¢
afeafearya,t
2.8 2.8.1.125

4 ©@@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e-3,Caf%oaf€a,nad 3P a@«e "e%%od@ 3, i€ | 39,a,€,TaVtr€s5¢

8108,

ae-8, T8y E55Q 5€9 35, 5,'5,28T...6F 5@ 85@ @3, »3, A Ef14,£
313,15 5«3, 3OL3Q | (Ve 33, E5QUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-fxos-cmdinj -
b63rwKPm

o' 1g", At ¥ee

af@afua, afsaf YA &3 3 Afsaf|a aftarva cal ey
on m o o s pas 1 ) 2020 102
1.0 Q7a...~6-afafearna, | - Final
2le—¥

a4O¢"ElO¢

ae0ed, Caf %odf ©3,03,95°5@ ¢,i8, 98 %hIQP®S, IQPPIQ IQ—iQ iQ 2QQIWIO—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, aQ®a1 " Q@ «é-CAP™E @2 IQPBE €
FOUIPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQ®AT...305,8°" 4S5 QT O —3 @ «an%oe> TP —a€
a4, Caf%odf @ 4,08, 35 Q@®e "8 °8T. AR '3 P«é-CA9—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—ICQIQ -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®eS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Y4biE


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-b63rwKPm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fxos-cmdinj-b63rwKPm

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



