Catalyst 90004f+3, jafY af2a€'a€'Cisco 10S
XEaSf &,0afrndf-a,'a,2araf afafuafoa,rafas”

&, Caf%odf € a,na, flaFraFalD : cisco-sa-ewlc- CVE-2020-
M ediu cmpv6-gb9eYyCR 3418

&@a...~é-<e—Y¥ : 2020-09-24 16:00

af @afva, afsas 1.0 : Find

CVSsa,ta.%a,¢: 4.7

726 ¢¢- : No workarounds available

Cisco af€a,° ID : CSCvr07309

Y- &73@«d, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
o, e|e

Cisco Catalyst 98003, -af2afY.a, °af «af Va4, ¢¢""a@p®Cisco 10S
XE&f &,nafnaf-3,'3,3aF°af afafuaf03a,1.af+a5°4,15,85,C3@®e, T84+ e€83«3,"5,53€ @2 @2 143 +4,C

an

é@“é0®é,,Té%iae€§éQ_é€0RUNg§1]ae...<é0®é%oééo«é0©g""é@-é,CEé,<é,Qé®CEé... "a€e%3,Ca,
8,-8153%6¢ J@"'a@®e, Tal+txe€8i@«a 3at|a@™a,<3,%afaf"3,|4,83,¢C3, caffaf—aftasfnasa, afearasy
é@"é@@é,Céf%oé.f@é,ﬁé,ﬂéfaé0_5€06eﬂi<’§0®5fa§.f3§,_5f§,§g¢°é3050§500§0%50“"5%:,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-ewl c-icmpv6-

gb9eYyCR

€023Y%" e£v2a" @

&, TaY/sae€85@®a@,a,<e£%23" @

i@ aQ@®e,Tal+x€83€ 3€@Cisco I0S
XE&,1%,4faf"3,!4,83,C3@®¢,141%+x€83@Ea" a0 " a@™a,<af 4 af143,'3,a®RYe|E3@—a€ | 3€,3

. Catalyst 9300569 94005€€9500 &,-3f5f143,° 3,'3,n3ffaf€@C"" Catalyst 9800
CH, A9 %I 3F 3 nafuaf~3,'3 33 aF aFaf hafO
. Catalyst 9800 &, -af28f Y4, ° &f & oafudf-a ! & 34f°af AfafVAfO
. Catalyst 9100
5,08, 3,8 18f @ 3,035 3 S3@®Cp, 39 %I 3 5 nafuaf-3,5, 25355 3Faf1haFO

@, Ty -aeE85@ EA a0 "€ ™35 ,« Cisco


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-icmpv6-qb9eYyCR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-icmpv6-qb9eYyCR
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr07309
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3418
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3418

a,%afaf"a,|a,83,cafafasa, i @«a9rie,i@ | i@ €QIQP"IQ®I, Caf%af@a,ra, Naf 3@ ®IEES

&, tal/oc8a,' 49 «8,"89839,80°80,30"59 "aQE(C°° QI Y4, EGOVRELI"§

R

Q" 3O ®3,Caf%af@a,na N33 Q®E, 18/aeLS5Q A, 8,<e£ 123" @8,»3, 38,-af83°3@«& "e%%od@

5 815,%@ €030 39, Ta%t2€85QEdr¥a GO®3, 5,5, L3" Q39«3 8%:16Y;3,/4 750 56

|0S & Y28f*&8f"4,]8, 88, ¢

|OS XR & Y%8f+3f 5 15,858,¢

NX-OS § Y8f+3f"5,|3,838,¢

Wireless LAN Controller & Y58f+af "4, 18, 85, ¢

76 éC-

5O "3Q®e,T81+2€839«d %3t AO™E D 76Q-3@ 3€,5,550%33,"3€,

ac®axfee aepéa,2afaf " q,,4a,84,¢

8 Y5Af+af 3 |3 84, ¢A@®43,Caffaf—3&,°af~af 1485 %08, seroe Za@™3,«65>3 @ «3@ E€QF 4143

8 »8 af¥afeafta £ & ¢af%oaf @4,1a,9af

af3a5%3, 3@ 8a.. ¥ %o d @83 945,<3,:3,'3,2e£1,4" @@ ®F,Caf%oaf @ 3,13, 9353, a®320eY(s, i 9«3 9,¢
3,%3f°af¥af%a, af8af%a €3% €38, '¢((°° QI O9—39 | 3O QIO 3©°39 3,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%"TACi%%03, i @—3@ @3¢ AY'(,i@—ai@ | 50,,§,<§fi§f3§f1'§f§§f3§,1éf—éfé\f@é,ﬁé\fﬁ'éf%éQe

Cisco |0S 8€5a,”3€° 10S XE 3,%.afaf"3,'4a,83,¢

Cisco |OS &, Y4Af8f 4, 4 85, ¢4 53,"3€° 10S XE

3,%5af+3°8,!5,83,Ca@®e, T3%+e€83€«3, 8, AU I QPBIQ &fr2€83,8 ne-3983Q 45,3, 3O T5€
Cisco Software Checker

5 'O QIWIO—39 |59, 3OUIO™IE IO FQOBIS, Af1hAf«3«A,"3,SIEQ %' AR3IO®A, 1afAf 3, | 5,
3,»3,afY¥af3f13.F

5,C3f%03f 3,13, 9513€ @3 @53, 3033 .3,C3f%03f 93,05, 953 98- 7303, FI@ | 53€.5.<2, T8V
Fixed3€ €1%4%03,'cC%0'aR33 Q83O QI QIO ™IE, 59 %I QYO L"IO™E 4 4@ 3EQIO GIQBIFEF
First Fixed3€€@1%%03,'c%0'A®33 @83 @3 Q%I O ™AE,

5 Sa®C 28" 5€ €€ Cisco Software Checker
A d4iC A@—3€ e i@Re-"233€83,Caf%03f € 3,03, 9555,/ e (i@ QP QIPHIO™IE,

~

* 874f-af 4,483 ¢a


https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x

© 1 3@rir¥a Sa@®Afafaf1a,"a, 6@ 25739 —3QUIQP™AE,
¢ C%'ARZAG®AFEFEF1E, aQ®EFE,aF 5, 4@ «E,€ .txt
afd,ja,naf«a,'a,caffafr—asasaas%oa @™a, <
« show version &, 3af78f38f%.a€@®31°85>3,'3... ¥45> 3@ ™4 «
a0 04, 6~858 Q9 —3QYIUTIP8I€QIQO™MIQ '3 | 5O®E,-5,"4,° 5,»5,3F¥aEFTEE
3,Caf%0af € 3,13, 93 3€Q %0 aR3F P ®F,Caf%0af 3,13, (3 I€QIPNIQPYI@Q 2eEr-"TH®A...~é—

5QUIQPYIEQPr-j3Q®AVCELQPE, aV (" 3@ —a€  3€@Cisco I0S 39439V 10S XE

3,%5af+af°4,' 4,83, Cafafaf1a," 114" 15.1(4)M2 &,, 3.13.85

5239 ©11%%03,'3.. ¥Y3S$3O™MI 3 9"3© 3983€QIQOIOB®IfFAfEf1, a9 ES,3,"5,3
a,»a,af¥afrasta.t

3,Caf%0af 3,13, 9339 ®312+6Y: 3, 89— 3@ 59,3, 3939039 1593,/8 1x-3983QQ9I9%IO

Check

Af1af+3,Oaf«af 5@ 83€¢ €@ Cisco Software Checker 3@ ®cu@x7ci@«3€ a€@Security Impact
Ratingi% SIRi%%03@ EI€Eé1 @4183€QAQUIQYIQ €T IEQIOP®E, T8%+2€83@ 1Q'FO T«
SIR &, Ta%+x€83@RCcU@PRZed,' 3«3, @33 QP «3€@ 3€@Cisco.com 3@«3€,3,« Cisco Software
Checker &,a%;¢"" d@—3€ | 3€@xn0e( ¢a,'5,«3,'a,;3f28,03,°4@™35,<3Q 3@ QIQ«
[8122€Y; 3@ ®EO©+534{i% Impact Ratingita%o]

AP ®a A @«3Y,a af%oafaffaf—afea, | affafa,'af a@® [4,é-"1%"Mediumita%o]

Af€a,8affa, afcedffa, 4,'3,3,25 5@ «3@—a@%HaQ™AE,

Cisco 10S XE & v48f+af 3,14, §3, ¢ &f%feafy:4 15~ Cisco I0S &,%afaF 5, 5,83,¢
afeafrasia,'a@®aszaffaf'afa,ca@«a@nie, i@ | 3@ a€@Cisco 10S XE
a,%2af-af"3,!4,83,ca@®afafraria,'a@«a;ed€ a€ | 3€ECisco 10S XE 2 Release
Notes3€ 3€ @ 3€ECisco |0S XE 3S Release Notes3 @ €@ 393439 Y€ 3€ECisco |0S XE 3SG
Release Notes3€ €@ 3,'3€,¢...80 9—3€© | Q@I 339 ,3€,

ébQ&EéA@)g""é%é%(éQ"é,..-é"ﬁ@gwoéi o

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf€@a,nd affa@«e "e%%od @3, E3Q | 3@,a,¢,Ta%tr€85€¢

R108...

aa0e-6, T&Y/+oec85€) a€€3,-3,'3,%at...6f A @83 ®A,»3,af¥afafta
3ft3,'af 39«3, dQLIQ | (Mo 593, FIQPNIQ—IQVYaE,

URL


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewl c-icmpv6-
gb9eYyCR

o 1, kYo

af@afa, afsas 67 a,»&, 8,-af8afs| a'aftafva, ¢at| ae—¥a

10 L @za..~é-afafafna, |- Final 2020-SEP-24

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8; 98 %iO®3,I0RIQ 10—i0 i9 ' 29PiHIO—ie 555 556
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—CE\QT""éxéz—-é»»éO@éﬁ
FQNIOYI€HS,5,"3,°3€ 20e-df%0d,af¥af;afPaf a@®AT...8@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e-8, Caf %odf € 3,13, 93fPa@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—IfQPIQ («IPB®E»(2Y%0d,, 2, 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
dQ"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-icmpv6-qb9eYyCR
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ewlc-icmpv6-qb9eYyCR

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



