Cisco Data Center Network M anager
3€8cC°e°Qa P a,EIQPYA, CaFzaaF %03 " a...Yor'

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2020-
H Igh devmgr-cmd-inj-Umc8RHNh 3377

& @a...~é-c«e—Y¥ : 2020-07-29 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 6.3

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvt54521

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Data Center Network Manager(DCNM)a@®Device
Managerd,¢af—afa,+af13,-af83 5@ ®e, 13%+2€85€«3,"3,55€9e° @2 " 1433, E3QYafafCafuafa

39"3Q®8,T8%+2€83€ F€QAS af1h3 N2 Q@ Qi 3@«3d, 5,4. ¥85IQPRI 939 93 T3 2r0e " 1%4i@

§,-815%@ J@"a@®e,Tal+txe8a@«d at|a@™4,3,%afaf"a,!4,83,¢

3,caffaf—aftafluafa, afeafeasad, a9 —a@%iP—iOYi€, 39" '39®e,Ta%+rEs5@«d %4at L AL RED
é@“é@@é,Céf%oéJ‘@é,ﬂé,ﬂéfaé0_é€éaeﬂié0®éfaéf3é,_é,“é,§c;¢°éaéé0§50050%€10""5€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-devmar-cmd-inij -

Umc8B8RHNA

e02aY7" eEYA" @
&, T8Vt ecESaQ ®E, 8, £128" @

39"3O®e,13%+2€83Q €423 haf—af5»®xfs, Caf—af0a,nd,¢af%3, 114" OVAI14%03 @ ®a++é-3
DCNM-SAN 3 ®3,033,"'af af%43f«3€@Linux DCNM-SAN
3@®3,03F3,"af afkif«3€@ 59,39 £3€Y DCNM-Storage Area

Networki% SANi%4%03 @ ®3++é- 3@ «3%+éY:3,4 /5@ 3@ %I @™AE,

59 3B, 13%+2€83QB®E11EY:5,/ 4@ —39'5,«5QRIQY 3€9Cisco DCNM

3,43 3,1 4,83,Ca€@®aFafaf1%a," 11.0(1)3€11.1(1)3€@11.2(1)3€@53€53,°3€° 11.3(1)
dOB3I@™IE,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-devmgr-cmd-inj-Umc8RHNh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-devmgr-cmd-inj-Umc8RHNh
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt54521
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3377
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3377

&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

3O '3QP®3,Caf%oaf@a,na a3 QP®e, 18/ aE8aQ REQ.3,«ef13"Q8,»3, 4, 8f83F°3@«af°3,'af" 3@ 4,

5,-41535¢83@ I€QIQ"aO9®e,TaV+x€85€ & Cisco Data Center Network Manager af24f25f Y43, 1
7.x 3€53,”3€°> 10.x
FO«IQ a11éY;3,39530%45939%35€,50"36 "3,/cC'QiO—39 | 39,3 0%IP™AE,

D76 C-
3O "3Q®E,Ta1+REEaP«3 Uit AO™I D76 Qc-3@ 3€,5,530%3€>3,"3E,
ac®xfx"a@éa,%2afaf q, a,s8a,c

5,414,309 83@ 3€QIQ"IQ®3,Caf%0af@ 3,13 N5 5@« "e1%0a @3, EIQYe, Talir€85@«d At |2
5,Caffaf—aftafuaf s, e @ @i i9o—ie 50, 30%IQ™IE,IQ9SA®C2E 5@ ES a5, af afhaf«23€—
af@afa, afsafa€ af-a £afaf@ase

S Affaf 49«8 %IQP—3€  IORIQ 9 395,559 NIGPMIEIQOQIORI, 3O TIO],LAfEF], 4,83,
3,Caffaf—a,°af-~af1%af%oa, a,0af?a, af afhaf«3€ @ares, | 3 afafhaf%od€€a,ca, 3,»3,'39%3 QY@ a
3f03,n3,»3F°3, 39 Pr@ié ..39«3%"IQ150"'5Q 9« 3Q9Tx, 9IO—3OYiO 36 16«39%3,536%:
user-license-agreement.html

BQNIQPYVIEHIOSI®C2E 39 ES, 1533, 4,85,¢5,aF€5, | 3Pafaf143f%0a @83 @3, AOPPIQ 3€Q3,
3,Caffaf—a,°af-~af1haf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%afafa,14,83,¢
3,Caffaf—aftafuaf 3«8, 3QLiQ  I€HIQSI®C 2T 3P «x-°39—39,3,1,3f55,15,83,¢
3f03,08,»31%3, 36 @& 153S &,%af-3f 4,1 4,85,¢ 4f+3, £afUaAf@ASE

3 »affaf A€ @a@ha@Ya@ afid, af£afn afafa, afsar
3,Caffaf—3&,°8f~af%haf%03@«d %IQP™a e O™ PIQPEa»"3,75€+3,F3, 39 "5 36 3€,3,550%3€

8 Y-Af+af 3 |3 84, ¢A@ ®43,Caffaf—3&,°af~af1haf %08, seroe Za@™3,«65>3 @ «3@ €QF 4143

8 »8 af¥afeafté £ & ¢af %oaf €4, »a,9af

af3af1ha, 5@ 8a.. Y% dP83@ 945,<3,3,"3,°£1,3" @@ B3, Caf%oaf€a,n3, 933, a®32eY (s, 49«3 €,C
3,%:3f°af¥afa, af83f%a, ¢ QI P—3@ | 5O OIY 36+ ,3€,

53,3933, E3Q®a 393, 3€943,caffaf—a,°af-af1haf%oa @™a aftaf€a,n3,'a @« Q@3 ta@afiafca
Technical Assistance

Centeri%" TACi¥%%o3, 3@ —3Q@3© a¥'(, 30— | 3€,3 afarartassara,
3f—afaf@3,nafeafhi@ 3955 939,595,930 30030 303 ,3€,

8, ffvAf a8¥ ¢, 4, 49"a"0¢" " 49839?3€,305a0Cxs"

lé’ 3é

an
an


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

&4, %00 R7¥e% 3. Y3Q—3QYIQES, 5,349 ®3,pafkasfa, a¥c 3,498 0¢" 5€,30Yi0 59,36
AfMEFPAFEAS1Aa€p<3,%00%148.. Y3 QP —3QYIQ TS, ®efe 3€:3,1,3f35,13,83,¢3,83%4...¥4..."5€ <3, %0
TAC

AQ«EELCGQO—3@ | 5,Caffaf—a,°af~af1haf %08, 'a...¥e % i @P—i@ | QP @PI@ 3€°3€,3€ https:.//www
cisco-worldwide-contacts.html

C.id, Y3 Caf faf—3a °af ~af Vaf %o a@p®a 34e+ief13"@i@83€,3,«39"3@ 3,'e V™ Za@—a@ 5€,30Ya
URLG/'4€@"¢" 2, 9i0@i€ 4039 ,3€,

4 ®afexe a@afrafrasaa,’

Cisco DCNM & Y2af+af "4, |3, 84, ¢afafaafya,* 11.4(1)

HHMYIP8IQ IEQIQPIOPBL,TaV+2€8IQ 4;PxfI1€+3,FI@ | 5, 3QAUIQ™AE,

Cisco.com a@® Software Center

5€<3,%03,%3f+a35°3,5,83,¢5,'3F€3, | 3P3fa51%3 %03 Q™8 3 Q«IQ FEQXj3Q®E%0é 15,40V FIQ—

1. [6@™a@'3€ | 3,'3€,¢...81% Browse Alli%4%o] 4’ 8, af%5f f3, 2€@—a@Hha@™aE,
2.[& afos :af%oaOSé,A503 ,-3,'aftaf 3@ ®c®ijc@ti%4"Cloud and Systems
Managementi’%o] >
[aftaf14a,¢3,»35%3,caf%a,0af*af-af©4,'af af0a, afQ@afEa@®c®ic@ 14 Data Center
Infrastructure Managementi%%o] > [Data Center Network Manager]
FO®E 139« @ xS73QP—3QAUIG™EE,
3. Data Center Network Manager
3O B®AF3EF1A, FOBS | 4@ 3P «a9,5,<Af35,naP3 <5, %088 af143,"3, 6 @ 2S75QP—3QUIQ™IE,

3, @RrEA"OC" " a%a%<aQ "a...~avh@c™Mog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € 3€@x0e-3,Caf%0af@d,na, Naf'd@«e "e%%od€+a,Ed¢ | 3€,d,<8,TaVte€

8108

are-8, T8/t o£§39 569 5,3,3,331...6f 5 85Q®3,»3, 3f¥AFAFTA £
5Ft3, 55 5«3, QLI (Vo0 G5, EIOUIO—IQVIE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/ci sco-sa-devmar-cmd-inij -
Umc8RHNI

o' 1g", at¥ee


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-devmgr-cmd-inj-Umc8RHNh
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-devmgr-cmd-inj-Umc8RHNh

~

af @af1ad, aF5a S a7 8,»8, 3, -Bf 8413 | &, 18 TAf YA, ¢4 L Date
2020 & 7 a6
29 ¥

10 X 9&2..~6-EFAFAA,"| a€" e

dO¢"ele¢

aae-3, CAf %oBf 3,73, 359 ¢, 18; 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ ®EY (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€HS,3,"3,°3€ 20e-df%0d,af¥af;afaf a@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aae-4, Caf %oaf € 3,03, 94 a@®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL
3,/CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1IP—3QYE 49 FE€QI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3°eL13"QAQP®A, afaf%0af| 3f143,93,3 344



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



