Cisco RV110W 4€Sa,”3€3 RV215W
a,-affafvaa.e
af«afa, ;a0 «aeSae'a dnnae, @IO®3,afua.

&, ¢Caf%oaf @4a,ma,flaFrasulD : cisco-sa-code- CVE-2020-
exec-wH3BNFb 3331

& @a...~é-<wxe—Y¥ : 2020-07-15 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 9.8

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvs50862 CSCvs50861

B Yore-&75@«ad, a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEQZA...m a1 a4
Al

£1 el@

Cisco RV110W Wireless-N VPN &f+3 {4 o8 ¢4 18 O&fY.af«a9 ~ Cisco RV215W Wireless-N VPN

af«afla,;a@® Web
é.f”‘"é.f%é,1g®ig0Té,ﬁ§f3§,g§f%§f'§,§§,0§,1é@@é,,’ré%ia%€§§0«5,A5,§§€Qéaéé %393, 3@ 39,09

59"3@®e,Ta%+txr€85€ IEQ@Web

éf’“"é.f%é,1g®ig0Té,csé.f3é,g_éf%éf-é,§é,né,1é@§é.f: éf%é,ﬁ]é@CEaeCEié@ééQ—é@?é...¥é§>éfiéf%é,gé@
8,-815%@ @ "a@®e,Tal+tx€8a@«d it a@™4,4,%%afaf 4, |4,83,Ca, caffaf—aftafiaas a, ’afasras
L EL 2 IQERENTNENR? ERER | éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§gC°éaQé0§éoééo%éé“"é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-code-exec-

wWH3BNFb

SOP8Y5" SEVAA" €
8, TaVa+o€85@®a@,a,<£123" @

3"39®e,T3%+€83€ 3€QAFAFEF14E," 1.2.2.8 3,°3,58%0 €3 €® Cisco RV110W Wireless-
N VPN &f+4,ia,04,¢4, ' 8,0aflkaf«afafafa, s€@aeSa, a@3afrarassa,’ 1.3.1.7
3,°8,58%093€® Cisco RV215W Wireless-N VPN

af«af1hd,;af2 a2 a5 148, A «312+6Y:8,4 759 3@ UIQ™E,

a


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-code-exec-wH3BNFb
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-code-exec-wH3BNFb
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs50862
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs50861
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3331
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3331

©"3,E3,%3@®aftaf@a8,23,"a€@® Web

af™afiaa, c®iceta,nafa,;aflaf-a,8a,0a,'a@ ac@afafia,«af« LAN

27¥CN339%IPYIQ aPAFCAFUIF (®icPTrOYeflcuEC"+3983°OC" 3983 @I QUIQ™AE AfA.

af taf @4,n3, 3@ 83 afCaflaf (®jc@TaOYelhi@ Ere%idS' i@ «i939Lfie 56,3, 39 3905€

Web af™af14d, c®ic@13,083,;3f14af3,83,13,'3, 6~ Q@ @ IEQ[aY°0e-& " d®Si% Basic

Settingsi%%o] > [affafCafasf ¢c®ic@ T1% Remote Managementi¥%o]

8, 6@ 25739 —39%IO™AE [20e%03S 74 Enableia%o] Af €4,8aFFa,

afoedffa, 4,'a@(E5,°afi0«29%39£393€,3,<2a 39 3€QIQ9QIHOPRAFIafOE,05,'509830 3

8, t&/saeE8s, 49 «8,"8 9889, 39°60,39"39 a9 ECC°°Q9a9+4,EGQYL3"O

3Q"3Q®3,Caf%0af@ 3,135,933 @ ®e, 1a/cE 3@ RI@,3,<e£ 123" @48,»3, 3,-af8aa@«& "e%%0d € 3
D76 C-

3O "3Q®E,Ta1+2E8a@«3 Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3€,

d,®acfxa@¢a,2afaf " q,,4,8a,¢

5, -4,14%6@ 3€"3Q®3,C3f%0af€a,13, 935« "2%%0a@ 3, EIQPYe, TaVte€85@«a hat! TQ™E (i
af@afna, af8afa€  af-a,£afuaf@are

a»affaf a@«ad %HhiQ@P—a@ FORIG; 3O 39%3,55QUIO™MIEIQOQIOBI, IO T, haf 33, 13,83,
https.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O NIPYICPIOSA® 8 5@ ES,1Laf3f 3, 8,85,¢5,af€a, | aF35faf143f%03 @83 Q Q3 A ORIO F€Q3,
3,Caffaf—a, af-af1haf%oa @83 @™aE,c,id, YaO®a,»3,af¥afafta £ a,1.af+af°4a,'4,84,¢
3,Caffaf—aftafuaf 3€«3, " 3QLiQ  A€QIOSI®C XS 3P«r-"3Q9—3€,3, 1,35 5,1 5,83,¢
3f03,08,»3133, 36 @&, 1,38 &,1.3f5f "4, 4,85,¢ af+3,£afuaf@afE

3, »>3ffaf € Q3O NIPYIO afia, AfLafY af2afa, AF8af
5,Caffaf—a,°af-aflhafthod@«d %IQ™i e O™MPIPES»"575€+3,F5,5Q"39 30 3€,3,550%39

8 Y5Af -8 4 3 §5 CAQ ®A, CAFFAf—3,°Af~Af14AF %08, soi0e 7A@ ™3, <653 @ «3 Q@ 5€F,5,'5,2
5,»3,35¥aF5f14,£ 3,¢Caf%0af 3,03, 94

533143, 39 848.. Ya%oa Q53O @3,<8, 3,5, E 153" 93O B3, CAf%0af @ 5,535,955, a@52 Y (E, 39 «39.C
8, :3F3f¥af %3, 5555 €3% 98, (C°° QIP—39 1O VI 19°39,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a, 13,5« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%od, i @—3 @ @3€ ¥, 59— | é@,,é,éfiéﬁéf’réfééf"‘éﬂéf—éféf@é,néﬁéf%éée


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

8, ffVAf 5,18¥ ¢, 4, 89"a"0O¢" " 8983923 €,39SaB®CeE"

8,-8,14,35€)<3,%00 @ Z¥e* %A, Y39 —3QVIe ES, 5,'5,°5@®35,uafkaf'a,'a¥ ¢ ,3,/5€9"3°0¢" 59,50 Y3é
cisco-worldwide-
contacts.htmliod@ «E€£cU @ —a € | 8,Caffaf—a,°af-af%af %08, a...¥2 %03 @—3@Q | i QP IQ Q3 O,

G i8, Y& CAf faf—4, °Af ~Af Vaf %oB @ ®A %4e2iR£13" @383 ,5,59 39 5,8 Ve /39— 50,30V
URLE,/'3@"¢" 2, 0360030 3039 ,3E,

a'®axfew a@safrafrasa,’
dQ"3Q®e,Ta%+r€83@ €QX-jaQB®IS3,jaf%af &,|3,83,Cafafaf%a,'a@88;RxLa@ 3, E5@ | 5@,a

« RV110W Wireless-N VPN&f+3, i3 od, ¢5 15 OafVadf «iv/&1.2.2.8
« RV215W Wireless-N VVPN&f«&fY4, ¢¥/&1.3.1.7

Cisco.com a@® Software Center
5€<3,%03,153f+4f°3,!3,85,¢5,'5F€4, ! 333143 %0I Q@ ™3, <A Q«IQ € QX TQR®X%0é 13,/8RY|FIQ—

1. [60™a@'a€ | 3,'3€,c...81% Browse Alli%a%o] 3,’ 8, 4f%4f 3, a@—a@%ha@™aE€,

2. [af «8fYad, ¢iYa RoutersiVidko] > [8 18f CAfVAf «af“ &, af @3,  a@'a@'af«afha,¢iva"Small Business
Routersi%%o] > [Small Business RVa,-affaflaa,caf«af'aa,;iva”Small Business RV Series
Routersi%%o] > [RV110W Wireless-N VPNaf4a,ia,=a,¢a, | a,0af%af«i%"RV110W Wireless-N
VPN Firewalli%%o] 4©%a€©Ya€® [RV215W Wireless-N VPNaf«afa,si%a " RV215W
Wireless-N VPN Routeri'i%o] >
[aF &,mafudf-3,'af«af%a,;3@®aFa,;afnaf a,!4,83,¢i%" Wireless Router
Firmwarei%%o] 4,'6 @ 25739 —a@%a™acE,

3. [RV110W Wireless-N VPN&fe3, i3, 08, ¢4, & ©afVAf «ia RV 110W Wireless-N VPN Firewall1/%o]
49%3QY3€@ [RV215W Wireless-N VPNaf«afa,;i%4 RV215W Wireless-N VPN
Routeri%%o]
afsaf1a, a@®a | A€ aQ@®afsa, naf a@«a@,a,<afafaf1a,'a@«a,¢a, 3,»3,'aQ—3@AIY™AE,

4 @REEOC" " 8%A%AD " 3.~V OO

Cisco Product Security Incident Response
TeamiVs PSIRTY2%03€ a€€@e0e-3,Caf%oaf@a,nad, iffa@«e "e%%id@ 3, Ei¢ | 39,3,€,TaNtres5¢

A108. ..

39"39®e,T8%+2€83,3 +3'S5Q—3€ | 3,50 Y30 36,30 XDSEC cn%43€® Larryxi
x°QiP«x,Ve-9i9,i0VIo—39%UIQ9™AE,


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-code-exec-
wH3BNFb

o' 1g", at¥ee

~

af@afna, 3F5as a7 8,»8, 73, -5f84f3| &, 18f tAfva, cAL|  ee—¥ar

2020 & 7 a6

1.0 L@ D33.. ~6—EFERAFAA |- Fina
oo ‘ ’ 15 ¥

cRCIeiCL o

aae-3, CAf %oBf 3,73, 359 ¢, [8: 08 %IO®3, 10RO 10—i0 i9 2PPINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ ®EY (" FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf a@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —a3 €
aae-4, Caf %oaf € 3,038,943 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CeQCYIQP—ICQPIQ -IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYE 49 I QI (nUIYPTCR|cO
3Q"'3aQO®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 344


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-code-exec-wH3BNFb
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-code-exec-wH3BNFb

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



