Cisco é@©az0eaz«d,»a, af¥afasrta
Ca.f—a.f@é,né,(:éﬁé,‘
a,%2af+af"a,l4a,8a,¢aesSa, a®’ Firepower

Threat Defense a,%2af°af 4, !a,8

Web

3,MaF%aF"3,'a98cC°e? @393, EGQYAFA, aF af

&, Caf%.af€a,na, faFrasnlD : cisco-sa CVE-2020-
H Igh asaftd-path-JE3az\Ww43 3187

& @a...~é-<ae—Y¥ : 2020-05-06 16:00

3e0eECLBe 3e-"ae—¥ ;. 2020-06-02 21:18

af@afvaa, afsasf 1.3 : Find

CVS&4,14,%4,¢: 9.1

&Z6€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvr55825

Y- &73@«ad, d,«ef...3 t3@ A€OQectez3Q«ad, a,<aZYe-13Q9REQZA...~ a1 A«
Al

o, €19

Cisco

6@ ©8;0037a,»3,af¥afaf15,£3,CAf—afO3,05,¢CaF8, 114 ASAI %08, 1,35+ 455, 5,85,¢ 353, 5€°

Cisco Firepower Threat Defensei4"FTDi%%o3,%2af*af"3, | 4,83,ca@® Web

3,uaf1%afa, a,nafa,afhafa,83,03,'3€98¢,18%+0€83 Q@ Ec( @393, FaQUIQ9—IQYIE,2 Q2 1hie

5@ "a@Q®e,Tal+x€85€@ FEQHTTP URL

FOBIQIQOV TIO.. ¥aS xned hiQP«du-d 19 —IQAUIQP™EE,

afta,£af-a, af affaf afOaf€@afha,paf«a@®x-1a—a"—3a,89«3,€3," 3@ T3« ¥39-3,EIQY
afea, a,73,'af @ Eé€9a;ia@+3,E5,«3@ 3€QIQ"3QO®e,Ta1+x€853@ES, 5, 3,'af—afa,naf 3@-a,d
3,73,73,3f—af3,paf d@«x " @ASYIO™I 3@ IO ™S, 39 39%3,<3,3,'aftaf G@8arrxe, @IQ RIS
3O"3O®,Ta%+e€85€ES, 3, 3,'af—3fa, 03 33, E3OYINEIQ«aftaf€a,na,'a, afafaf a5 %3 €

o8 e fE€... 59 3E€QWeb
8,UaF%EFE, 5f8,i8, 0853, 8, aF T 5F &T...39«5€,5,<355,i8,08f«F Q@] C°F@ " §%05E™ I P ®IH 5, 3R


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr55825
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3187
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3187

023, "aftaf€3,0a,'5€8 WebVPN 3©3%43@Ya€ AnyConnect
2OVYe i@ EFe 4®353€+3,Fi@ 36,34 39 3€@Web
3,1af14af"a, af+3,i8, 0853, 8,"af1af 3@ Ee0e%03S 3«39 3 QLIQ | 5€,30%IQ™3E,
a@“é@@e,,’ra%+ae€§”’°“©g" dQ—3@ | 3EQASA S, FTD

-8,'aftaf af3,i8,n3f«3€Q 3O S3, Aéo3aY°g>ma® 3€23,<3,23f53f-afsafta,£a33,°3,-3,'aftaf 14~ OSi%4%
1/z+eY¢”’°O—a0 3@Yaftafea,na, s, /afearafkaf%oa@™a, 3@ 3€@Web
a,uafnasa,'af+a,ia,naf«a,-a,'aftaf at...aQRIG™IQ'aQ | 3Q®Af3,]3,naf«3@ a%O4.. faa,EI kS

§,-8153%6¢ J@"'a@®e,Tal+xe€83@«a 3at|a@™a,3,kafaf"3,)4,83,¢
3,caffaf—aftafuaf s, afeafeasis,a@—ae%hie—i@YaE,

3O"3QP®R,Ta1+RESI P« Uit AQO™I D 76Q(-3Q 3€,5,530%3€>3,"3€,
é@“é@@é,(ﬁéf%oéf@&ﬁ,ﬁé,ﬂé.faéQ_§€0&ﬂi&~]Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§QQ§0%§QTM§€,
https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-asaftd-path-JE3az\Ww43

59" 3@ ®3,Caf%0af 5,053,933 a€€92020 3" 5 " 3@«J...~é-3@+3,EIQY Cisco
ASASEQ@FMCIE€QFTD §,%2af-af 4, | a,83,Ca@®a,»3,af¥af*asta, £ a,caf%oaf€@a,qa, as
af@afaf%odf«a@®a €4f G QPBAQO™MIE,IQ"IOB®A, Caf%oafQa, 3, N5 af @afaf%0af« A QI QP FEQ12
3@ ®e,Tal+te€83Q«E-CaO™a,« 12 a»13€®3,-3,"3,> 3,»3,af¥afafta £
a,Caf%oaf@a,nd, faf'd@Ee "e%%oded,EdQ 3,3 QAIQP™IE,

39"3,E3, %03 @®3,Caf%0af@3,n3,93f°3€ afPafa, a@B®I£e|85Q«iQPri@, i@ | 3@ FE€QINYA A€
2020 3" 5 ®ece” 3...-é-3@® Cisco ASAGEQFMCIEQFTD

a,%,af-af"a,!a,83,Ca@®a,»a,af¥afafta.£ a,caf%oaf@a,nd, 135 af@afaf%odf«

e0aY2" efYA" @
&, T8V aet8AQ®E,8,RE128"§

FO"'3O®E,T81%+2€83Q®E1+EY:3,/3Q—3€'3,3QRIQ 3€€3,3,'3,36£1L3"9 3988, 14%+tr€839®
Cisco ASA 3,%af-af°3,!4,83,Ca@%3€@Ya€ FTD

a,%.af-af"a, | a,83,caffarasa,'a,’a ®Ye,CEa0—a0:éQ 3,55€ 9393 Ore, Tal%+ie?
AnyConnect 3O%3IOYI€® WebVPN 3@ Ee " a®33€+3 ,E3@|8€,3,<3 3@ QIO ™AE,

ASA &,74af+af"a,3,88,¢

2 jaQ®e| FQPRI |3 —a3@ €@e,Ta%rxe€839®IY,a,« Cisco ASA

2OVYefra, (U@ —3@UIQP™AE, 393" —3@«cr°a@9™ Cisco FTD
2OYefhi@®aYxr0e-2 4®33€ €€ show running-config CLI

3,38f 28[38f %0d,” ARY & EA@™3,<3 @ "€ cu°a@+a, E3 @i ™aE,
a@"a@"a@«gn@aQTMae©Yef1/za0®a®,,aésa Ea@ 3@ Eaftaf@a,nd,'a@«e a®33@+3,EiQ | 3@,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-path-JE3azWw43
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73830
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73830
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73830
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73830

Cisco ASA a0V ef'z &, TaV+oe€83@®a~ace " a@™a,«a,’afPaf-a,£a,@af¥af-afva, afsasf

AnyConnect IKEv2 Remote

A A

Accessi¥a g, 8f©a,0d, Caf3af” ||cryptoikev2 enable <interface _name> client-services port <port #>
& ffvAaf" 8, teadhoaStae™, 1Yo

webvpn

AnyConnect SSL VPN _
enable <interface_name>

a, af©a,na, cafaf af-ar webvpn
SSL VPN enable <interface_name>

FTD & %28faf"4,18,84,¢

2aQPRe| FQPB®A- 13" —3@ a€@e,TaN+r€83@®IY,a,« Cisco FTD
2OYefd, (i@ —a@%IQP™IE, 338" —3@«cu°3O™ Cisco FTD
2OYef1HhI@®aY°r0e-2 4®33€ €€ show running-config CLI

5, 38( 78[5 %4, A0V & EAO ™A, 59 &) (°a @5, EI @I @™IE,
50"50"50«(}”5QTMo‘E©Yé.fV2§0®§Q,,é@.é,é,CE§0<§0CE§.fi§.fQ§,ﬁé,1é@«é "AR33@ 3, E3Q |3,

Cisco FTD &0OY éfY &, TdVoe€8a@®a~ace " a@™a,«a,2affaf-a,£a,0af¥af-afva, af

AnyConnect IKEv2 Remote
AccessiVs d, af©4a g, ¢afsaf” crypto ikev2 enable <interface_name> client-services port <port #>
8, fif VAAf“ 8, 1oe09%o8Stae™ , /%60 1€ 92

webvpn

AnyConnect SSL VPN &2 ,
enable <interface_name>

1. Cisco FMC 38 [affaf€d,1d, %" Devicesi¥%%o] > [VPN] >

[affafcafhasf a, ca, a,»a,"i%a"Remote Accessit%o]

AO®eé ’réQ«é@jaeﬁé0“5,<é@<é€0é0%é@?é0_ Cisco Firepower Device
Manageri%4"FDMi%%03 €8 [affaf€a,na, 1% Devicesi%a%o] >
[AffafCaf1kaf a,ca, a,»3,"VPNi%4 " Remote Access VPNi%%o]

FO®E 13« 2S73Q™3 3@ AEQALAFCAfLEFE,CE, E,»8," VPN
2OYef13@Ere%idS'3Q«393,559%1IQ™SE,

2. 8f%EfCafY.Af 5 ¢85 »81 VPN aOY ef-3@ a€@Cisco FTD &,%af-af"a, | a,83,¢cafafraska,’
6.2.2 a»¥e™@a@8a,paf@arasf a@-a,E3@ | 3,0 9%IQ™AE,

&, tal/coc€8a,' 49 «8,"89839,80°80,30"59 "aQE(C°° QI Y4, EGQ VLI @

Q" 3O ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q A, 3,«e£ 123" @ 8 »3, 5, -af 835 «afa,'af " a€3,C

§,-8153%@ €QIQ3aQ@®e,Ta%+x€83€CE Cisco Firepower Management
Centeri% FMCi%%oa,%2af*af"a, | é,§§,CéQ«éVziéV}_é,’éQgé0%50*50350,,50”50"é,'gC°éaQ<§0—é



eo3¢ °

o »ad feE...5¢ aE@Web

5,UA%EF3, 53,153,055, 8, AFTAf 3T, 3«3 @,3,Gf 3,8, nAfGO B8] (FOEQ  4%0SEMIE @®EP 5, A0
2@ "aQ@®3,Caf%oaf@a, a3, 93 a@®aEE

&, &/ ¢85 RA@,3,<e£ 153" @3 Qa,»3, 3, 3f83a@«& "e%%od €3, EQ | 3€,3,« WebVPN
5€53,°3€° AnyConnect 20YefL3983€ 3€@Web

a,uafnasa,'af-a,ia,naf«a, a,'aftaf 5O E2e%idS'59«3OOLI© 1 3©,dQ%IQ™MAE,

59 —30ViOTIQLi® 5EQASAE,, FTD

3,3, 'aftaf éf‘é,i5,Ué.f((é€@§@§é,A§Q3éV°g>0§0 "3€23,<3,23f5af-af1%afta,£35°3,°4,-3,'af1af 1%~ OSi%%
®"»x'fe€.. . d@Ee| ¢n°aQ@8i@@a,« Web 3,uaflhafa, af-a,ja,0af«3@«3€ 3€@WebVPN

e a®sa€@af-affa, afzafa, a€@Web &, affa,afua€€e Web

3 affaftariaf,a@®a€ef a€EQHTTP URL

9°3Q0IPP=S..4 +39T5; 987593, F39 59,3,3€ &frx€859E36,3,539%IO™AE,

D76 ¢C-

5O "3Q®e,T81+2€839«3 %3t AO™E D76 Qic-3Q 3€,5,550%3>3,"3€,

an

aRxfx a@¢a,2afaf " a,, a,8a,¢

5,15,%€ 39"39®3,Caf%0af 3,13, N5 5@« "e1%0d @3, EFQVYe, Ta1iteE8a€«d %At GO™E <C,]
(Caffaf—aftafaf 3, e @ QaIiO—3Q  39,3O%IQ™AE,

©53®C28 39 T3 0358, 4 afhaf«a@—a@VY3,53,paf@aFkaf 3,8 @—39'39Y3,559839 93,3 B
FQafna, af8a’3@ afa £afhaf@are

HAffAf 3«3 UIP—3@  IORIQ;3Q 363,539 UIO™IE,

©OVIO®I, 391363, 1,35 °5,15,83,¢

3,Caffaf—3a,°af~afhaf%od, a,nafa, af afhaf«SE€QAFES, | 3aF 3143 %A @™ AEQPIQUIPVIO FEH:
3f03,n3,»33,' 4@ P2@ié .59 «8%"iQTi9 319 9 Q9Tr, QIO —3i0YIiQ IO 16«16%3,559%:

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

an an an

an  an

3O NIPYICQIQSA® S 5QES,1af4f 4,1 5,85,¢5,5f€], | 4 afaf 143 %03 @83 Q 93, AQORIQ €93,
6€33 3€Q39"3,FI@ 3»¥3% @& %a. ¥3@—3@V3,afaf 4, 5,83,Ca@®afafartarsars,
§,¢affaf—a,°af-af1uaf%o3 @83 @™aE, ¢,id, Ya@®4a,»3,af¥afafta,£ 3,%af-af°4,! 3,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  IEQIOSIRC 2T 3P «2-°39—39,3,1,3f 5 5,15,83,¢
3f03,n3,»33, a6 158S &,1,3f-3f°5,15,84,¢ af+3, £aFLafQ@AfE

3 »affaf A€ Q@a@HhaQYaQ af;d, afLafs aF2a5"5, af8aF
3,Caffaf—3&,°8f~af%haf%03@«d %IQP™a, e O™ PIQPEa»"3,/5€°3,F3,3Q"5Q 30 3€,3,550%3€

8 Vo8faf 4,18, 88, CA@ @3, CAffaf—3a,°af 8143 %03, erced " Z3@™3,«653 @« 3€€ Cisco Security


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

Advisories and Alerts
AfEAfYVE A€8a.. ¥e%oa@8iQ @3, 3,3, ef1L3"@a@®],Caf%iaf@a,nd 055, a®3eeY(cS, 39« ,C.
a,%2af*af¥afna, afsafa, c(°*Qie9—i@ | 9 QIY 393 ,3€,

59,3953, QP 3@73,3€@45,Caffaf—a,°5f~afhaf %03 @™3,«affaf€a,13,'3@«a @@ ta@2af;afCa
ciéae”ZéOagﬁéQ«éQné@,,éé 3¢ a€@Cisco Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3€@ AY'(,i@—a3@ | 3€,3,<af;af3aftaf5a.3,"

3f—afaf @3, naf€afhiQ«31955 939,305,959 10 VIO 31939 ,3€,

8, fAfvAf a8¥ ¢, 4, 49"a"0¢" " 49839?3€,305a0Cxs"

5 8,18, 35€ 3, %00 27¥e .. YE@—3@VaO T4, 5,3, Q 03, uafhaf 3, a¥¢ 4,50 8°0C" " 50,59V5¢
AfMAFPAFEAS143€p<a,%00%148.. Y3 QP —3QYIQTS; ®efr, 3€:3,123faf a,,a,§a,C /€3%4..¥3...” 3€<3,%0:

TAC 3@ «E€£cpja@—a@ | 8,Caffaf—a,°af-af1haf%od, a...¥e%od@—i@ | QP I@ 3939 ,3€,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worldwide-contacts.html

C.id, Y3 Caf faf—a, °af ~af Vaf %. 3@ ®a %e+|e£1/z°“0€10§€10,é,<§0“§0"é,’é"%ae?é@—é@:50,,50\"(54
URLG/'4€@"¢" 2, 9i0@i€ 4039 ,3€,
4 ®afexe a@affafrasaa,’

& 3QO®E| IQIQ €I |FO®I —39«3,4,'3°

a,%af+af"a,a,83,cafafafna,'a e  "et%%d @—a@ | 3,3 9%HaQ™MAE,

3,ArRIQPRIA"—3@ I€Q@Ifafafud,'3QEIQ "aQOB®S,Caf%oaf@a,na afa@«e "e1%ia€+a,ESQ |36
4Q°IOBRE" —3@ 3£QAafarafs, i@ i@ a@RIfQPafaf%iaf«3@«e "e%%03 @3, EIQYaV2+3, %03 €

Cisco ASA & Y4ifeaf 4, 14 §3, ¢

Cisco ASA 4 aQ®e,1a%1tr€8aQ«a %hIQP™MA, ReEd" QAPBI; P@REAFAFAF A, |4, CAf?
8, V484 4,14, 84,¢
afeafearya,

8. 8€«8,°3,5 9.5 a;Pacfon 5@ 35143, A @ «(8»& | EI QP —I @ UIG™AE, 8 ®aef
9.6 9.6.4.40 8¢ ®aef
9.71 s@afe @ afarara, a9 «c8»e|F3Q—a9AUI@™aE, 4 ®aef
9.8 9.8.4.15 9.8.4.2
9.9 9.9.2.66 9.9.2.6
9.10 9.10.1.37 9.10.1.
9.12 9.12.3.2 9.12.3
9.13 9.13.1.7 9.13.1.
9.14 &, 1&/aeE859°5 @ — &, 1&4



https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

1. Cisco ASA & V4af+af 4,4 83, ¢ Af3af3af a1 9.5 4@ 353, 36> 9.7
3O«EQPriQ,iQ 3@ I€QAfiafartafSars, 'a@Ecy,iti9—i39 | 5€,30%IQ™3E,
5O"3Q®e,13%+2€83QB®3; ®eEf, 34 «3,€3,Uaf@AfAS 8 3he+iaf 5185143, 4@ «C8»|EFQ™E, T a

Cisco FTD & Yaifeaf 4, |4 84, ¢

CiscoFTD 59 "aQ®e,taY+te€8d@«a %AQP™a €A QIGPRA;®REASAFESF A, |3, CAf %
a,v5af*af &,,a,84,¢
afeafeafya,t
4. 5€«3,"4,5 N o
6.2.31 a®aefar G afafiafad,' a@«c8»e|Ea@—a @i @™aE, ac®aefs
6.2.3.1614°2020 & 6 asos 1V/%o 6.2.3.1¢
623 Cisco FTD_Hotfix_DT-6.2.3.16-3.sh.REL .tar Cisco_F
o Cisco FTD_SSP _FP2K_Hotfix_DT-6.2.3.16-3.sh.REL .tar Cisco_F
Cisco FTD_SSP Hotfix_DT-6.2.3.16-3.sh.REL .tar Cisco_F
6.3.0.61Y/4 af 2af 2afY.a, 18 AR SIY.Dbo 6.3.0.6
630 Cisco FTD_Hotfix_A0-6.3.0.6-2.sh.REL .tar Cisco F
o Cisco FTD_SSP_FP2K_Hotfix_ AO-6.3.0.6-2.sh.REL .tar Cisco |
Cisco FTD_SSP Hotfix_ AO-6.3.0.6-2.sh.REL .tar Cisco _F
6.4.0 6.4.0.8 6.4.0.9
6.5.0.5i
Cisco F
6.5.0 6.5.04 Cisco_F
Cisco F
Cisco F
6.6.0 8, TVt oe£85@ 3 @ — 6.6.0

1. Cisco FMC 4€353,°5€° FTD 3,%3f-35°5, | 5,83,¢ 4faf°af%3," 6.0.1
Er¥8%0 Q39 «IQ1IQ,30 | 5O FEQIfALIFTAFSEFE, 3O EC,5°T5O—3 | 50,5QUIO™MIE,
59"3O®e,13%+2E85Q®4; ORLI, 4 «3,€3,UaFQAFHAF 8 HeLiaFPAFE S, 3@ «E»e|EFQ™S,GE "

Cisco FTD

8 Y58f+4f "4, 15, 88, Ca@®a; ®aefe, 3@ afaf a3, 3@ «a,Caffaf—a,°af-af1haf%oa @™a,«3 @«3i€@ €@ -

* Cisco Firepower Management
CenteriVa FMCiY%o08,’ 8¢’ 4@ —3€ | (Ric@Ti@—3€ | 3,3, affaf@a, 03,39« aQri®, i€ 3
a,0af%a,;afafa,83,08,'a,a%, " d@—a@ | 3,Caffaf—a,°af~af1haf%oa, a,rafa,'af af1haf«a3 €@—ad
3,0353,'af af1haf«3QEARES 15 @—a@ Y3, %03€93,¢C5, 3,»3," 3,25F5F afafludf«
af@afa,-afud, ' at @EéQ@oOC" G@P—aPHIQP™aE,



* Cisco Firepower Device
Manageris FDM1Y%08,’ 8/2C" 8@—3€ | (Ric@Ta@—3€ | 39,3, affaf@5,n3,'39«3Q9ni@,3@ | A
a,0af%a,;af%af3,83,08,'a,a%. " d@—a@ | 3,Caffaf—a,°af-af1haf%oa, a,rafa,'af af1haf«a €@—ad
3,0353,'af af1Kaf«3QEARES T3 Q—a@ Y3, %03€ 93,5, 3,»3," 3,25F5F afafludf«
af@afa, -afud, ' at @EéQ@oOC" GQ@—3 @I QP™aE,
4 Q@RESOC" " 3%AWEAQ " A...~AYa O8]

Cisco Product Security Incident Response
TeamiVs PSIRT1Y%0.5€p83 € 3€@20e-3,Caf%0af@a,na, Nafd@«e "e%%od€ 3, Ei¢ | 3@, 3,8, TaVite€

108,

39" 3@®e,13%+2€85,'59"8 +3'55€,30Y3€ 56,30V Positive Technologies ¢u3%43€®
Mikhail Klyuchnikov
X°QIP«A %hIQ9—3Q) IQIP"19"39«2, Ye-QI9R2, 95,8 3QP—3QUIO™IE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-asaf td-path-JE3az\Ww43

g 18", ¥

%ﬂ
Sf@afvad, afsas o7 8, »2
1.2 FTD &f2%4f2%fv:4,1 6.4.0 5653,"30° 6.5.0 3 ® Hot Fix §,'a> &-°3€, Bc®@eEaR

ac®afar 5@ FTD af°afafus,’ 6.4.0 ) N
13 e e e L ac®aEe
a,%af-af"3,|a,83,ca@®afafrasra,'a@«é-ca@™a «xf...a +3,/> 2-°3€,

FHIQP—39,3;®rfr 3@ afPafasf1a,'a,’ 9.10.1.39 3@83€@ QOO
11 9.10.1.40 3@ " 3@™3,<3@V3, QIO «IEQASA &¢®efer
a;®x£afafrasia,'aftafhas-af«a, e e-°ak,



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-path-JE3azWw43

éf@ﬁf%é,,a.ﬁa.fs -/ &, »E

1.0 4 Q&73..~6—afarara,"

dO¢"ele¢

aae-3, CAf %oBf 3,73, 359 ¢, 18; 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ a1 FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€OS, 3,330 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —a €
aae-4, Caf %oaf € 3,03, 94 a@®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL
3,/CeQPCYIQP—ICQIQ -IPBE»(2Y%0d,, 2,90 33, 2-1IQP—3QYE 49 I QI (nUIYPTCR|cO
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL13"QAQ®A, afaf%0af| 3f143,93,3 344



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



