Cisco é@©az0eaz«d,»a, af¥afasrta
Ca.f—a.f@é,né,¢§.f35,‘

A4

a,%2af+af"a,l4a,8a,¢aesSa, a®’ Firepower
Threat Defense a,'2af*af a, ;a,8a,Ca@®
SSL/TLS
a,»affa, af8ar;a @ «3@Sae'a,a,pafnaFa,'a!

&, Caf%.af€a,=a, faFrasnlD : cisco-saasae CVE-2020-
H Igh ftd-tcp-dos-N3DMnU4T 3572

& @a...~é-<e—Y¥ : 2020-10-21 16:00

3e0eECLBe 3e-"ae—¥ : 2020-10-22 23:49

af@afvaa, afsas 2.0 : Fina

CVSS3,5,%3,¢: 8.6

&Z6€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvu46685

Yo &753€«a,”a,«ef...a iéo_§€0é<iéai§@«5,”5,<52\"(ae—i§0®é025...—-é%@éi
o, el
202081 108008 2250—¥4€p<a,%0a @ ®ae> 3e-°11354,°3,13,%3¢ €939 "3 ®3,C3f%03f@ 3,013,933 ®F€EC

6@ ©3;00878,»3,5f¥AFPAFE.F 5,CAf—af©8,05,CaF%," 5,163f5f 5, 15,85,C3@® SSL/TLS
30 «30530'3,8,uafKAFE,18! AR IO @S, T8Vt €55 80.C. 55010 ' 5OQIO 1030 .3€,

Cisco é@©4a;0eaz<d,»a,af¥afasfta, e

5,Caf—af03,n3,Ca8, "1 ASAI%03, 1235354, 4,83, 5€53,"53€° Cisco Firepower Threat

Defensei’ FTDi%%od,%2af+af"3, | 3,83,Ca€@® SSL/TLS

3,»aff3, 385 3f @A af%oafO3@®e, 1a%+2€83€«3,"3,53€9e° @2 143€+3,Fi@ 53,393,355

39 "3Q®E,Ta%+2€839 3€PF9,5,ST2>@38 SSL/TLS

®e/¥c933,3, afaf143,°3@™35,«65aQBAfiafCAFEF A4S, A@«eu-d FO—IQPUIQP™MIE, xR fEE.. 5O &
SSL/TLS

a,»3ff3, af84f33,'CCoC« A P—a€ Q3,552’94 QIO V3, S, COABYAP«A, afafhad, Ca€ a€3,a
SSL/TLS eZ¥c35€@Eat ! c@ 1393, E3Q°5Q93€3,53€€9D0S


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ssl-dos-7uZWwSEy
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu46685
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3572
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3572

FOTA 3@ QL9 59°5,FL,EQ efLhrtii@Ei@,5,55Q%UIQ™IE311+6Y:5,39—39'3@YaftafQ
8,-8,14%€ J@"'dO®e,1al%+xrt8aQ«a %t a@™4,a,%afaf"4,,4,83,Ca, caffaf—astafnasa,’afrasrasry
50 "3Q®3,Caf%0af 3,05, 9339 €Qx-aQ®IfEfs, 5,5,5¢C°QIP8IQOPIOPNIY™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-asa-ftd-tcp-dos-
N3DMnU4T

5@ a@®3,Caf%0af@3,05,95f°5€¢ €@ 17 a»93@®¢,Ta1+r€83@«E-C3O™E,< 17

»93@®3,-3,"3,2 5,»3,af¥af2af1a,£ 5,Caf%0af€a,23,955°3, a€«3,€5€€2020 3" 10

X" FOP«4..~6—~3€+3,E3OY Cisco ASAIEQFMC 5€55,°36° FTD

a,%af+af 3, a,83,Ca@®a,»a,af¥arasta, £ a,caf%oaf€@a, na 9ase

af@afrfaf%oaf«a@®a €Ef A @8aQ™AE,3,Caf%0af@a,03, 93 3 QRIRES...  3€9%3f3,'af 3@ @ QIO
Event Response: October 2020 Cisco ASA, FMC, and FTD Software Security Advisory Bundled
Publication3€€3,'3€,C...80 9—3€@ | Q@I 330 ,3€,

e028Y7" efYA" @
&, T4/t ot §aP@®E,8,<£123" 9

49 "3Q®E,T81+2€83Q®EV+EY;3,' 89 —39'3,GQOB®IH 3ECisco ASA
3,%:4f+3f°4,14,83,Ca9%3€Y3€ Cisco FTD
3,%3f°3f°3,5,83,C3@®e,13%+2€85Q®3€,3,<aFaaf143,"3, 4BV 3@ —3€ | 3€53,SIEQSSL/TLS
afiaffa,»afa, 31! c@1a, a% a@teoOYesrha@ Eaftaf€a nd, 4€8200%03S 3@« 3P I OLIQ | 5,5 <

* AnyConnect SSL VPN
« & &8f03 o Caf3af af-a*SSL VPN
s ®ic@13,nafa,;af%af+3,83,03,'a@«aVz.¢" " a@+3,EA,« HTTP &,uafhaf€@

8, Tavtrac85@ Ea"ace " 3@ ™3 < Cisco
a,%af+af a, | 3,83,Caf355%a,3@«39r3€,3¢ | 3@ I€EQIQO"IOP®I, Caf%af@ 3,03, 93P 3QPRIEES

aftaf€4a,048,'a@8 SSL 3©%a©Yae TLS
a5iaffa,»af%a, 3t cOtaOPRIYP &f12€35QEIQ,5,<39«IQ0IQTIPAHBCLo&

Cisco ASA & Y-Afaf 4,13 85, 05 %3 @Y3€ FTD
3,%,3f+af°3,15,83,¢3,a®VYe|(F5,5Q@®aftaf@a,n3,'a@83€QSSL 39%43QYi@ TLS

afaraffaf a@Eat | c@ta@-a,Ed i@« 3 QO0IQTIPA, (" QAQP™35,< 3 @«I@ d€@show

asp table socket §,23f28f33f%0d,'a%¢¢" a@—a@HaQY™3E, | include

SSL |DTL SA,38f 2838 %od, 8oiC" 4@ —3€ | AEQ 1853 Q T, "33, 5,3 9"5€ 3,2 QF9—i93
asp table socket &, 3af 7438 %A@ ®a+°aS>3%<a 983 Q™A€ | include

SSL |DTL S&,35f 74135 %03,” &®Y & EA@p —a @ %43 @ ™3E,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-tcp-dos-N3DMnU4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-tcp-dos-N3DMnU4T
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74302
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74302
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-74302

<#root>

device#

show asp table socket | include SSL|DTLS

SSL 0005aa68 LISTEN X.X.X.x:443 0.0.0.0:*
SSL 002d9e38 LISTEN X.X.X.X:8443 0.0.0.0:*
DTLS 0018f7a8 LISTEN 10.0.0.250:443 0.0.0.0:*

&, TaYrac€ss, 49 «a,"898389,39%36,30"30 3G ECC° QIO 3, EIHYELLI"O

3O '3P®3,Caf%oaf @3, na, a3 Q®e, 18/ LS5O R Q.3 £ 13" @8, »3, 4, 8f83F 3@« "e1%0d@ 4

§,-8153%5@ €QIP"iO®e,Ta%+tr€83€@CE Cisco Firepower Management
Centeri’ " FMCi%%o3,:af3f "4, 4,83,C 3@ «812+6Y;3,8@55 @136 39°5€,50"5€ "3,(C°° Q@ —3

D7EQ G-

5Q"3Q®,T8%+2E83@«8 %at AQ™E,D7eQ;-3@ 3€,3,559%3>3,"3E,

ac®xfx a@éa,2afeaf aq, a,84a,¢

3,-5,14,%€ 3@ "3O®3,Caf%0af@3,03, 53« "E%%03 @3, EIQYE,TaVi+eE8a@«a %At 3O™E i
af@afia, 3f8afa€ af+-a,£afuaf@aft

a»affaf a@«d %HhiQ9P—ai@ é@@é@gé@"éOaé,§§Q%éO“"é€,é@0§@®éﬁé@’réQaé,%éf-éf“é, 13,83,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BONIQPVIEPIOSI®C2E 39 ES, 1533, 4,85,¢5,aF€5, | 3Pafaf 143 %03 @83 @3, AOPPIQ 3€Q3,
&,¢affaf—a, af-afuaf%o3 @83 @™aE,c,ia, YaQ®a,»3,af¥afafta £ a,%af-af3,!4,83,¢
3,Caffaf—aftafuaf 3«8, 3QLiQ  IEQIQSI®C 2T 1P «2-°39—39,3,1,3f 5 5,15,83,¢
3f03,n3,»33, A€ @& 153S &,1,3f°3f°5,15,84,¢ af+3, £AFLAFQAFE

a»affaf A€ Q@a@ha@Ya@ af;a, af£afn af2afa, af8af
3,C8ffaf—38,°8f~af%haf%03@«d %IQP™a e O™ PIQPES»"3,/5€+3,F3,3Q"5@ 30 3€,3,550%3€

8 14Af <5 4 3 85 CAQ®A, CAFFAf—3,°Af 351435 %08, oi0m 78O ™E, <653 Q5@ FEQA A1AS

8 »3 BfYAFPEf TA £ & CAf %olif ©3,05, 955

5355143, B84, ¥R%oAQEIQ Q5,3 5, 5,165 95O ®A, Caf%0af 93,18, 15F5, a®ER eV CE, 49 «39.C
8, %:3F3f¥af %3, 5f53%5 €3% 98,0 QIO—39 ' 1O VIO 19°39, 3,

5€,53€33, QR 393, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,«aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt

Centerit TACi%%03, 39 —3Q © 39 ¥ ,i0—i® 30,5, Afafaftaf5aa, af—afaf@a, nafearva e
8, fAfvAaf a8¥ ¢, 4, a9"a"0¢" " 39839%3€,395a0¢Cxs"
5,-8,18,%5€) <3, %00 ®Z¥ 3. Y39 —39VaQE4,-5,'5,°59®3, uaf1kafa, ' a¥'¢C 5,49 8°0¢" 5,39 V5é

cisco-worldwide-
contacts.htmliV %3 «€€£cuid@—3€ | 3,Caffaf—3,°5f-af1%3f%03,3...¥2 %03 @ —3i€ Q@i 3636,

G.i8, Y4, Caf faf—a *af -af VA %oa@ ®3 Hhe+ef L8 @3 83€,3, 39 "3 3,8 e /39—3€ 5,59V
URL 3,/3@"¢" ", @030 3030 ,3E,

4 ®afxe a@safrafrasaa,’

Cisco ASA & Yafeaf"4, 5,84, ¢

CiscOASA  |39"50®8, 4%t R€8aQ«a %hAO™E, €™ QEO®E; OREFEFEFE, |5, ¢af%

8, YAfaf4,13,85,¢
afeafarya,:

96187 aSHQ |3 Paen 5 AFEFAIE, 3@« I iESE, Bk
9.61 9.6.4.45 9.6.4.45
0.71 sPaor 50 3ffaf3,'a @« S»&ESE, B Daeks
9.8 9.8.4.26 9.8.4.2¢
9.9 9.9.2.80 9.9.2.8C
9.10 9.10.1.44 9.10.1.4
9.12 9.12.4.4 9.12.4.4
9.13 9.13.1.13 9.13.1.1
9.14 9.14.1.19 9.14.1.3
1. Cisco

ASAZ YA 5f 4, |5, 88, CafAfaf Y4, 10.7e ¥ @ 3@ a€ 93,125, | 5,83, ¢cafiafaftafSasrs, a@ Eqp,a°ta

Cisco FTD & YAf+af 4,4, 84, ¢

CiscoFTD  |[59“a@®e, tavte€5a9«3 %hIO™a, «eE" 9aQ®i; ReLafafaF1a, |5 ¢ar%
8, Y4Af-af 4, 15,84, ¢
Afeafaafya, .

6.2.21 8,°3 S8%0 @ ||acPacfer " a€p;af2afaf1ha," 3@ «c8»&(ESE, S ®aeks

6.2.2 8®acefar 8@ af° 38138, a @ «c8»e|EAE, @k



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

CiscoFTD  [49"39®8,1a%te€539«a %aOP™i, €l @a0Bi; eLaFaFaF%A, |4, ¢af%
8, YAAf+Af 4,15, 84, ¢
Afeafeafya,t

6.2.3 a®aefar G afeafasiaa,  a@«c8»ejEaE, A ®aefs
6.3.0 6.3.0.61V4, af 2af 28 Va8, 18 AR SIY 6o ac®aeEs
6.4.0 6.4.0.10 ac®aeEs
6.5.0 6.5.0.51V4 3f A5 V., 120" EREY.%o B @
6.6.0 6.6.1 6.6.1

1. Cisco FMC 4€053,"3€° FTD &,1,3f-3f°4,! 4,85,¢aF25f5f%3," 6.0.1 8»¥8%0 @353, 59>
6.2.03€€6.2.1
FO«3QPriQ, a0 30 3€935,123f3f 5, 4,85,CAQ®AfafafTafSEFE, 4@ Ecu,8°TAQ—3€ | 59,5034

Cisco FTD
8 Y58f+8f "3, 15,88, Ca@®a; ®aefe, d@ afafaf 1, a€«a,caffaf—a,°af-af1haf%oa @™a i @«3€¢ €@xe-

 Cisco Firepower Management
CenteriVa FMCiY%08, 84:C" 4@ —3€ | (RicO 13— | 39,3, «affaf@a,03,'39«aQni®,5€ | 3@
a,0af%3,;af%af3,83,13,"3,'a%2.¢" " a@—a€ | 3,Caffaf—a,°af-~af1af%od, a,rafa, af " afhaf«3 @ —a«
a,2affaf afafaaf« af@afia, af1ha, at @eQO¢ G @—a@3haQP™aE,

 Cisco Firepower Device
ManageriVa FDM1Y:%o08,” 8/2¢" " a@p—i@ | (Ric@Ta O —3@ | 3 ,5,<af15f 93,15, 4@«3 Q8,30 | ¢
3,08f%3,03f%af+3,83,03,"3,'aY2,¢" " a@—a€ | 3,Caffaf—a,°af-~af1af%0a,'a,nafa,"af " afhaf«3 @ —3a 4
ajlafaf afafaaf« af@afia, af1a,'at@eQO¢" 3@—a@3%haP™MaE,

4 QRESOC" " 4%EVEQ 8.~V @R "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e-3,Caf%oaf€a,nad 3@ «e "e%%od @3, i€ | 3€,a,€,Ta%tr€s5 ¢

8108

3@ "a@®e,Tal+r€85@ €@at..éf" é,»é,éf¥§faéf’ré,£éf’ré,1éf“é@@é@\?ae—%é,é@«%@é,-é,1é,3§0®
Azita Parsamanesh 3€«3,"3@£3€ | (™°¢ ! 3 +3, FaQ%IQ—IQYaE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-asa-ftd-tcp-dos-
N3DMnU4T

o 1, kYo


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-tcp-dos-N3DMnU4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asa-ftd-tcp-dos-N3DMnU4T

af@afva, 3F5af

P VA

[8, fif Zaf2af Vi SummaryiVdko] & »8, 3, -8f 8af%8," " ae—"a@ —3€ @ 3,°af 1haf%od s af-a,m.

2.0 . . - .

EL7 X VA VAL TERCGEREVIQE S NRENRENIZEWET ) RV ER AR WAL ) MERE SR AT S
11 & ®afar 3@ afafaf1a,'a@®e; 3@® ASA af5faf1a," 9.14 @ ®A" @ 28; ®arLe
1.0 H@dZa..~é-afafafna,’

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8: 98 %hiO®3, 10RO 190—i0 i9 ' 29PINIO—ie 555 55
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€9S, 3,336 20e-df%0d,af¥af;afPaf d@®AT...a@"5,5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0ed, Caf %odf € 3,13, 93P a@®e " "¢;°3t..aR'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,0 33, - 1IP—3QYa 49 FEQI ' (nUIYP TR
dQ"3aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@a,3,"'3°eL£13"QAQP®AE, afaf%0af| 3f143,93,3 344



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



