Cisco Aironet
a,¢a a »q 151]‘05,néﬁé.f"é@@é,né.f%é,pé.f@é.f.fé

&, Caf%oaf € a,na, faFrasulD : cisco-sa-ap- CVE-2020-
H igh ethport-dos-xtj Tt8pY 3552

& @a...~é-c«e—Y¥ : 2020-09-24 16:00

ae0eEge ae-"ae—¥ . 2020-09-30 15:49

df @afa, afsasf 1.1: Find

CVSS3,'4,%4,¢: 7.4

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvg94716

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

Cisco Aironet &, -af%afv.a,°
8,05 3, »3, 18f @3a,0afaf 114" AP1%%03,2af+3f"3, | §,83,C3€«a,"d,<3,0af1ha, paf @affaf afa,taffaf at | ¢t

é@”é@@é,,’ré%iae€§éé_é€0é...¥é§>é@«é_%éQTMé,<é,0é00é“’réQaaenoeé"%é@«ép-é> d@—a@3a
é,néfsé,géfwéf-éﬁé,méﬂé@«aeoe%@-ééféf@é,ﬂé,Céf"éfé@" AQ9—3© ae2¥g1] SA@—aEQa EEELI OB
§,-815%@ J@"a@®e,Tal+txe83@«d at|a@™4,3,%afaf a,!4,83,¢

3,caffaf—aftafuafa, afeafeasad, a9 —a@%iP—iOYi€, 39" '39®e,1a%+res5@«d %4at L AL RED
é@“é@@é,Céf%oéJ‘@é,ﬂé,ﬂéfaé0_é€éaeﬂié0®éfaéf3é,_é,“é,§c;¢°éaéé0§50050%€10""5€,
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ethport-dos-xtj Tt8pY

e02aY7" eEYA" @
&, T8Vt ecESaQ ®E,8,<@£128" @

dQ"3a@®e,Ta%+r€83@ a€@afafcarnas

LANi% RLANi1%4%03f @ 3f143f 3@ %a@YI@ 3,nafud, pafQasfaf af-afaffa, 3fa, 5@ a@03€@ar et

8,08f°8,;3f14af+3,83,03,'39 E3€,5,55€ Q39 Q3O ®3, 033, 5f43f+3,83,13,'5€ E 802.1 q

3,03,03f%3,°C" 39«2 d®35 93, F3@ 59,3, 29 ®3, 5,3, 3£ 13" @@ «312+EY;3,/ 49 SIQ I @ —
» Aironet 1540 &, -af%af¥8,° AP

» Aironet 1560 &, -af%af¥.8,° AP
* Aironet 18103€€ 1815a€€18403€€ 1850 a,-af*afa,° AP


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ethport-dos-xtjTt8pY
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq94716
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3552
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3552

- Aironet 2800 & -3f%f /4 5@ ® AP
- Aironet 3800 &, -4feAf1/8, %5 ® AP

&, T&/taE83@ Ea"ace " 3@ ™3« Cisco
a,%.af-af"3, | a,83,¢cafafaf1a, @« 9rie, i@ i@ QI aQP®3,Cif%af¢a,na N3 3QRAEES

&, tavrcee€8a, 4@ «d,"89839,39°39,30 39 49 ECC°e 9aO 4, EaOYeL2a"§

Q" "3aQ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q®AQ,3,«ef123"@3,»3, 3,-af853@«af%4,'af a3,

8,-8,15%8@ €QIQP"IP®3,Caf%af@d nd N3 3@ ®e, 1a/tat8Q@RIQ,.3,«ef123"Q@AQ®E,»a, a,-3f8:
76 ¢C-

50 39 ®8,T8%teE8a9«d %it FO™A DI -30 59,3,550%363,"5€,

a,®acfxa@¢a,2afaf " q,,4,8a,¢

5,-415%0983@ €919 IO ®3,Caf%0af@ 3,13, N5 5@« "e1%oa@+ 3, EIQYe, Talit€85@«d it |2
5,Caffaf—aftaflaf s, e @@ivwie—i€  1€,39%IQ™IE 395328 39 EL,naf s, aF af4haf«3 Q-
af@afna, 3f8afa€ "af-a,£afhaf@ast

a»affaf a@«ad %Hhi@P—a@ FORIG; IO 39%3,55QUIOMIEIQOQIOBI, 3T, haf a3, 13,83,
3,caffaf—a, caf-af1uaftod, d,nafa, af afhaf«3€QAFea, | afPafaf1haf%oa€€3a,¢a,” a,»3,'39%3 QY@ a
3f03,03,535,' 39 Px@ié .39« A% "'iPTIO"IQ 19« 3O Er, €IiQO—3OViO" 3O 30«33, 55Q%:
https.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O UIPYICPIOSA® 8 5@ ES,1Laf4f 3, 5,85,¢5,af€3, | 3353 143f%03 @83 Q Q3 A ORIO F€Q3,
3,Caffaf—a, af-af1haf%oa @83 @™aE,c,id, Ya@®a,»3,af¥afafta £ a,1.af+af°4a,'4,83,¢
3,Caffaf—aftafuaf 3€«3, " 3QLiQ  A€QIOSI®C XS 3P«r-"3Q9—3€,3, 1,35 5,1 5,83,¢
3f03,08,»3133, 36 @&, 1,38 &,1.3f5f 4,1 4,85,¢ af+3,Fafuaf@afE

3, »>3ffaf € Q3O NIPYIO afia, AfLafY af2afa, AF8af
5,Caffaf—a,°af-aflhafthod@«d %IQ™i e O™MPIPEs»"575€+3,F5,5Q"39 36 3€,3,550%39

8 YoAfe8f 5, !5 84 ¢a@®3,Caffaf—3a,°af~af 1% %08, senoes 259 ™3 <6539 «3@ €94, 3,'3,
a,»a,af¥afasta £ a,caf%oaf@a,nd, 9ase

3f3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf @ 4,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afa, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

59,3053, Ea@®A 3@ 4,3€@4a,caffaf—a,°af-af1haf%od@™a, affafead,nd,'a@«a@ @3 ta@2afiarca
Technical Assistance

Centerita"TACi%%o03, 3@ —3Q@ Q3@ a¥'(,30—3€ | 36,3,afarafTar55F°3,"
3f—afaf@3,nafEafha@ 3955 936,59 °5,03030 03O 30:3,3€,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

8, ffVAf 5,18¥ ¢, 4, 89"a"0O¢" " 8983923 €,39SaB®CeE"

8, -8,18,35€p<8, %00 e 7¥e3 4. Y39 —39YieE35,3,'5,°59®3, naf14af'5,'8¥'¢,4,/49"3°0¢" " 39,39V
fMAFEfEaf 143 €08, %0314, Y3 QP —3@ Y@ Ed; ®efe, 3€:3,1,3f 43,1 5,83,C5,2%143...¥4...” 393, %o
TAC

AQ«EELC|aO—a@ | 3,Caffaf—a,°af~af1haf%0d,'a... ¥e %o i @—3 @ | Q@I 3O 3 ,aE https.//www.c
cisco-worldwide-contacts.html

G.i8, Y& CAf faf—4, °af ~af V[ %oa@ B e+ ef 18" @3 985€,5,59 3@ 4,/e e /539—3€ 56,30V
URLG/'a©"¢" *,930@3@ d0°30,3€,

4 ®afee a@safrafrasaa,’

AP 5@ ®3,¢affaf—3a,°af-af1haf%oaf—afa,»a,'a @83 €@ GEQ@AP

FQEC»EE’539+3,E3Q | 39,5,<af 3,nafnaf-3,"5,35° 5 afafhaf0a,'a,caffaf—a, af-af1%af%oa @ ™3,
2 aQO®e| IQlIQ QI IO —i@«a€Qa, 3,37 af anafnaf-a," 3,33 af afaf1kafo
3,%af-3f"3,!3,83,C3@®afafaf1a,"3,¢" "e%%3@—3i@ | 39,3 Q%IQ9™IE,5,0RIQPRI —3@ FEQIS
3,%:8f2af¥afha, af8af%4..."4%2"3, 39"’ Qi QP QIO 339 ,3E,

* cisco-sa-aironet-dos-VHr2zG9y:Cisco Aironet & ¢8, 3, »3, 14f € 3,234 39«39 S53€'3,« UDP
af+af©affaf%oa@® DoS &, Tal+e€s

Cisco Access Points Managed by Cisco WirelessLAN Controller

Cisco 59 "3O®8, 1aVtR €SO «d %AQO™A, el QIO PREIFEFaFYA, 4 CArY
Af & oAfodf-4,L
LAN
8, %8f2af afafvAfo
8, YAAf-af 4,15, 85, ¢
Afia, AfEA[Ya
Afeafeafya,t

8.5 5r¥%e @ 8, 18/ 850 5@ — 8.5.16
8.6 Y5 8.7 8, 18/ 8505 @ — 8.10.11
8.8V 8.9 8.10.105.0 8.10.1;
8.10 8, 18/s 8505 @ — 8.10.11

Cisco Access Points Managed by Cisco Catalyst 9800 Wireless Controller


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-aironet-dos-VHr2zG9y

Cisco Catalyst|5@"a€@®e, tal+te€83@«a %IQP™a ee€d" QPIQP®i;RrEaFaFaFA," |4 CAf%oaf €
9800 Wireless
Controller
Softwar e
M aj or
Release
16.12
o 16.12.2s 16.12.4a
a»¥a%oQ
17 e, Ta/aeL839 3 @— 8, TaY/-aES

Cisco Business Access Points Softwar e

Cisco Business|z@“a@®e, tal+e€8a@«a %#a®@™a «rwe€d” @a@®a;®rLafFaFf afa, (|5, Caf%oaf €
AP Software
Major Release

10.0 8, TVt £S5 @ — 10.1.1.0

5, @REAOC" " 8%i8%<3Q "a...~a%ec™og; "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%oaf€@a,nd aff @« "e%%id@ 3, Ei€¢ | 39,3, Taltet

8108,

aee-8, T8/t eES5Q 5€9 5, 5,'5,28T...6F 5@ 55@ @3, »3, a5 14 £
313,15 5«3, 3OLIQ | (Ve 393, E5QUIO—IOVEE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-ap-ethport-dos-xtj Tt8pY

o 1, kYo

af @afa, afsas YA
11 e, Té/to£88@ Ea Q39,00 3@ Q@ ECC°QIO3,EIQ|3,3,0L)3"@9IOPB®R"
1.0 & @7a..~é-afafafha,’

a4O¢"elO¢ .,

ae-d, Caf %odf 48,13, 93f8@ ¢,i8; e %iOPRI, AQPRIQP dO—3@ IO ' xQPQPIHIGO—

an
®
an
®
¢
an
¢
an
AN


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ap-ethport-dos-xtjTt8pY

20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°3'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e8, Caf %odf € 3,13, 93P a@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FE€QI ' (nUIYP TR
3Q"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



