Cisco
Aironetd, ¢a, a »a,1af @a,naffaf a@Re*@e hafa

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2020-
M edi unfironet-dos-h3DCul Xw 3559

& @a...~é-cae—Y¥ : 2020-09-24 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 6.8

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvr68273

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco
Aironetd, ¢4, 3 »4 15 38,0333 (AP)a,V2af-af"3, : 3,83,C3@®e, Ta1+e€83€«3,"3,55€@ @ 1433, (E3

59 "3Q®e,T81+2€33@ IEQAPIQ«RZY 35O —3, 3@ T3Q 3O™5,8, 4f05,05,Cafaf 4@®3 @E
§,-8,%5%€ J@"'de®e,Ta%+xrc8aQ«a %t |a@™a,3,%afaf"4,)4,83,Ca, caffaf—aftafnas a,afrasrasry
5O "3Q®3,C3f%05f 3,035,905 3@ €Qx-aQ®IfEFE, 5, 5,5¢C°QIP8IQOVIONIY™AE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-aironet-dos-
h3DCuL Xw

e028Y7" e£YA" @
&, taVateE8a@®aQ,a,<e£%23" &
59 3@, 18Vt 253 3€QI..~é-@™ (,'59525O®3, 5,8, 5f15f 98,75, 8 «815£6V;3,8 759

 Aironet 1800 &, -af%af¥48,° AP

- Business 100 & -Afeaf1.4,° AP

- Business 200 & -Afeaf1.4,° AP

. 1100 & ff V8 8 1cna€ " 37<a5«af Y3, ; 3983 Q B9 8,C8, a,»3, '35 @3, naf55
a..~é~ae™, ¢, 5@ 8e,Tal+e€83 @ Ec(°°Q@a@+3,EIQ | 39,38,« Cisco
a,%af-af"3,!3,83,Ca@®afafrafia,'a@«i9rie, i@ 39 QIO "aQ®3,Caf%af€a,ra 9330 ®.
ID 39 ®803C °4,»3, 3,-3/53F°5,39.C.. 5590 —30 | 50 95O 3630 ,3€,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-aironet-dos-h3DCuLXw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-aironet-dos-h3DCuLXw
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr68273
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3559
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3559

8, T&YeE8, 49 «a,"3983€,30%3€,30"30 39 ECC Qa9 3,EaQP VL@
GQ"3@O®3,Caf%oaf@a,na,93f 3 @B, &/ SEQ@RAM,3,<e£13"@3,»8, 3,-af83 3@ «e” "€1%0a @3
DZEQP (-

5O "3Q®e,T81+2€83Q«d %3t AO™3 D 76Qic-3@ 3€,5,550%33,"3€,

ac®axfee aépéad,2afaf " q,,4a,84,¢

8 Yo8f8f 5, |5, 88 ¢a@®3,Caffaf—3a,°af~af1%af %08, senoes 259 ™3 <6539 «3@ 3€94,3,'3,°
a,»a,ar¥asrasta, £ a,caftodf€@a,na, qas

3f3a5%3, 3€8a.. Y% d@8iQ945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf 4,13, 953, a®320eY(S,i 9«3 9,C
3,%:af°af¥afa, af8af’a €3% €3, ¢(°*° QI O9—39 | A QO QIO 39°39 3,

50,3953, F3Q® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%od, i @—3 Q@ @3© ¥, 50— | 3€,3,afiafastassasrs, af—afaf€a,nafeafaa €«
4 ®afexe a@safrafrasaa,’

AP3," 8, Caf faf—&, °af ~af Vs %od@ ™3 <3 9«3 AEQAPA, CRicOTIO™3 A §,03fnaf-3,"d 383 af afafla.

™08 (Ee™, ¢, 159 83@ A€QX-aQ®E| @« "e¥%iea,EIQ |3, 3,afafaf%a, ef...a +t3€@ eL£cC
ID 3@®e©3¢°4,»3, a,:4f83%3,3€,¢..809—39 | iQQPIO 39°3€,3€,

&1a@®A"—a3€ 4,3,'3,%3,%%af-af 3, 3,83,Cafafaf14a,'a, (r°a@—3€ QAP A QBRI —3@ afafafha, ae

Cisco WirelessLAN Controllera@8¢®jc@ta€+a,Ea,«Cisco AP

Cisco GQ"aQP®e,talte€8aP«a %hAP™a ee€d”QPaQP®I;PeEIFAFAF YA,
af a,oafoaf-a!
LAN
a,3af3af afafvafo
a,%.af-af"a,1a,84,¢
afid, afEafYa
afeafaafyvaa,t

8.5 &»¥a% @ 8.5.160.0
8.6 8.8.130.0
8.7 8.8.130.0

8.8 8.8.130.0



https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

Cisco
af a,cafoaf-a,r
LAN
a,3afaf afafvafro
a,v5af«af"4,1a,84, ¢
afia, ,af£af%
afaafaafvaa,t

iQ"a@®e, Tavtr€8aP«a %HIG™a «re€d"QAYPBRA;PeEIFEFaFYE,"

8.9

8.10.112.0

8.10

8.10.112.0

Cisco Catalyst 98004 &, ndfoaf-4, 18, 4[4[ af 4 /4f04€ Sc®ic @ 13 +3,E3E,<Cisco AP

Cisco Catalyst |[a@"a@®e,talste€8a@«a %HaQP™Ma rwe€d”QaPP®I;ReLEIFaFaSFA,"
9800 Wireless
Controller
Software M ajor
Release
16.12 8»¥&%0 € 16.12.4a
17 8, Ta/stoe£ 853 @ —

Cisco Business AP3, V/Af+af 4,4, 83, ¢

Cisco

Businessd, ¢4, &, »3,'af@a,naf*af a,v2afaf"a, | a,8a,cafia, affafnasasrasna,’

dQ"aO®e, Taltae

10.0

10.1.1.0

5, @REAOC" " 8%i%<3Q "a...~a%ec™Mog; "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ €€ e0e-3,Caf%oaf€a,nad 3@« "e%%od@ 3, Ei¢ | 39,3,€,TaVtr€85¢

8108,

3@ "a@®e,Ta%+r€83€@ Cisco TAC

8, UAfQEFUAF 8,25f %3, 3@ ®LEEELS O™ 35, EFPUIP—FOVAE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-aironet-dos-

h3DCuL Xw


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-aironet-dos-h3DCuLXw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-aironet-dos-h3DCuLXw

o' 1g", At ¥ee

af@afa, afsas 67 a,»&, a8,-af8afs| a'aftafva, ¢at| ae—¥a

10 L @za..~é-afafafna, |- Final 2020-SEP-24

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8: 98 %iO®3,I0RIQ 190—i0 i9 ' 2PPINIO—ie 555 55
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°8'S3 9T @ —3 @ «dn%oe> AP — €
aa0e8, Caf %odf € 3,13, 93P @®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 34t



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



