Cisco é@©az0eaz«d,»a, af¥afasrta
a,caf—afoa,na,casfa,liva” ASAiYa%od, 285354, |
a,%2afeaf a,|a,8a,¢ Kerberos

e*@e " hafea,rafa,'a@®e,talate€s

&, Caf%.af€a,na, afsasnlD : cisco-asaa CVE-2020-
H Igh kerberos-bypass-96Gghe2sS 3125

& @a...~é-c«e—Y¥ : 2020-05-06 16:00

3e0eECLBe 3e-"ae—¥ ;. 2020-05-07 14:39

af @afva, afsasf 1.1: Find

CVvSsa,ta.%a,¢: 8.1

&72é€ ¢¢- : No workarounds available

Cisco af@a,° ID : CSCv(q73534

B Yore-&75€«ad,"a cef...a t3@ a€Hete?Z3P«a, a,«aZYe-faOPREQZA..., a1 a4
Al
£1 el@

Cisco é@©4a;00dz<a,»3,af¥afasta £

3,Caf—afoa,ra,cafa, i ASAi%%od, 2afaf"3, | 8,83, 3@ ®3, +af«af™afa, ' e*@e “The©Yefha€p8e, tavat
a,+af«af™afa,'a,aflac™oejEa+€i%” KDCi%%o03, ef...3€,3€@ VPN
3,,afaf%a,«af«aftaf€d,03,'3,¢3, 3,»3,'3@«3 %h3IQ™5,<3,+af«af™3f3,"

'@ hIQEL AR33Q 3,39 | 59,3,€0% 3 "aftaf@5,03,'3@33€ Q2@ 143, af@a,nafa,"a@™a, -

e, Té%i%%'lé_éaOé"%50®&A05§Véé@§"éQCEéQ—§0'50—5,%05,@5,@0"500 KDC

ORI V00 1308 IV QIOEITVE 30839 ™IE, ASA 5ff5f95,15,'3€ 30® KDC
3,uafhaf@a@®a;cec'd@ &S, af—afuaf-3,£3F35,°4€3, 3 ,«3@  3€QIQ'3O®E, Ta+x€83QES, 5,
iQ"IQP®xx,Q@IiQORI,5,3;0ec"d€@ KDC

d@«3, AQ@La@ °@e %@ 3,39 @3, @I TaE,

3 @2Faups. YaOR®x 9aSYIQ x"»x'fe€.3€ & Kerberos

82@e %3, af@a,nafa, aQO™I 3O "IQ 3 3@ fHhIP«AO™E 3@ efhrEsiQEIO,3,S3QNIQ™IE,

§8,-815%@ 1@ "a@®e,TaN+tx€83@«d 4at|a@™4,d,%afaf"a,!4,83,¢
3,caffaf—aftafuas a, afeafrara, 3@ —ae%i9—ieYaE,
5O"'3Q®e,13%+2E85@«d %at AQO™A D76 -39 3€,5,559%36>3,"aE,

%


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq73534
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3125
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3125

4@ "aO®e,TaN+te€8a9«d %At aO™a,<AQYA, QIQ«AO A€HA,LAFAF ], 4,83,¢a,CaFFAF—A, 4.
ecvs8S aef ... A+ «IPri@, i@ 3@ 3Q"IO®3F,Cif%af@a,13, 5 G@B®O °

88, 4 4f84f8, 84€,C.. 539 —39 | 4,5 0+59,3€,

59" 3@ ®3,Caf%0af 93,05, 93F5@ €@ r-3QBAFEFE, 5,5,5¢°° QP8O QIO NIG™AE,

https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-asa-kerberos-bypass-

96Gghe2sS

Q" 39 ®3,Caf%0af 3,03, 9539 3€€©2020 8" 5 20" 3€«4...~6~3@+53,E5QY Cisco
ASASE€E@QFMCAEQFTD a,%2af-af" 3, | 4,83,Ca@®3,»a,af¥afasta, £ a,caf%oaf@a,»a, fas
af@afaf%oaf«3a@®a €Ef A PRIQP™NEE, Q" AQP®A, Caf%oaf@a,na, Yafaf@afaf%0af«a@P«3Q AEP12
93@Re,Ta%+trE83Q«E-C3O™A,« 12 3»9a@®3,-3,"3,2 3,»3,af¥afaf14,£
a,Caf%odf€@a,nad Yaffa@Ee " "e%%d @3, E3@ 3,3 QIO ™AE,
3€9"3,E3,%03@®3,Caf%af@a,03, 935 afafa, d@B®I£€E!83Q«IPri@, i@ 3@ FEQPa»Yad, a€
20203" 5 ece” 3...7é—3@® Cisco ASAGEQ@FMCI€OFTD

a,%af-af"3,!4,83,Ca@®a,»3,af¥afaf14.£ §,Caf%0af€@a,n3, 941 af@af>af%oaf«

e08Y2"' ef A" @
8, 1AVt E5EO ®F 9,4, £123" @

FO"3O®e,T81%+e€83Q®3-+EY:3,49—3€'3, <50®50_”€Qé,-é,1é,3é£1/zé”0é0§
Cisco ASA §,%2af-af"3, | a,84,¢a, a®Ye,(‘£a0—a0 '3€53,53€@ VPN
3QNIAQPYIQ 3faf13,«af«aftaf@a,13,'3@®E,CH, 3,»3,'3@«8 HhIQP—3Q | 3,+3f«AfMISFS, 2@ U3

K erberos

F@9e hiQEe aRsaYa,(Ea,«a@«i90aQ@Ta9«a na"Ya9—a@|a 3939,

cRic@Te€...3€ show running-config aaa-server a,’ d4:C" " 3€83 @ @3 @%4aQ™ |Kerberosa,’

Kerberos

5 ffVAf Q3@ Fe dR35€+3,FI Q3OO0 QPTIHQE 1S ¥IO™E, 3OV, 939 «3113Q 39%IO™EY
B APRIIQ &R QIQ3,EIQYA,pafLifeaf 1 Kerberos

3O T3€,3,aftaf9a,03,'5QPIQY3, 93O ®3, 33735 %03 @ ®E1°85 3, (239 —3€ Y3, 5@ PIH85€
asaKerberosTestServer 5€ “adFE1d@ @ 3€°3,ES <

<#root>
device(config)#
show runni ng-confi g aaa-server | include kerberos

ada-Server
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<#root>

device(config)#
show running-config all | include asaKerberosTest Server
aaa-server

asakKer ber osTest Server

protocol kerberos
aaa-server
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