CiscoIOS XE V7 T 7 ® NAT Session
Initiation Protocol 7 77 ) o —> 3> ES — KN
I DY —ERLHEE (DoS ) DHEEEH

T RINA 1) —ID : cisco-sa-20190925-sip- CVE-2019-
' alg 12646
ngh #1~B B : 2019-09-25 16:00
/N—>32 1.0 : Final
CVSSA7 :8.6
[538 %X : No workarounds available
Cisco /N7 ID : CSCvn65912

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

CiscolOSXE V7 RNIJITDOXRY ND—72 T RL AZ# ( NAT ) Session Initiation
Protocol (SIP ) 77V —> 3 @S —RNJI4 (ALG) DiEFsEHICKY), BT TLWiEVLD
E-NREBENTEEZTDTNAAOVO—RES|ERZITAEMEN HYET,

CORETEMERE. NAT Z2R7TKIC. BNTNAAT—RKRNZ SIPNNTY AT ENICAEEZ NS C
EICEBRALEXY, SIP/XTY RO NAT ZRITIBENTNAALCHLT, #TZLESIPNTY
N%Z UDP 7R— h 5060 Z#HTIAE IR T, TVARATOM MENDAREMN HYET. TIRX
ZOAMANIERUTRDE, WBENFTNAAOVO—REZS|ERIL, T—EAHE (DoS ) IREE
ARETDAREN B KT,

SAARCOMBEICHNTEIVYTINIITTFTYTF—RE))—ALTVWET, COMEFEHEIIC
MuFREBREHKE A

COTRNAFIEK, OV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20190925-sip-alg

COT RINAHF UK, 2019 F 9 A 25 HIZAME Nz CiscolOS B8RV IOSXEV 7RV T U
)—AQOtF1V714 FRNAHFUVERO—ETT, COERCEE, 13 4DOEEMHEICETS 12
HOAdDEXx21)T4 TRNAFUFRBEEIATVET, PRAXAMFUEUIOO—-EIZDOV
Tlk. TCisco Event Response: September 2019 Semiannual Cisco 10S and 10S XE Software
Security Advisory Bundled Publicationy ZZBL T E&E LV,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-alg
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-alg
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-72547
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-72547
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-72547
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-72547
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-72547
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn65912
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-12646
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-12646

HUHR
Bt sH2HMm

COMRBENEEEZZTADE, XN AD F/INA ATHBEDH S CiscolOSXE VT D
I7 D)—RAZBEL., £ NATRENRESIhTVRHBEETT,

Cisco 1100, 4200, 4300 Cisco Integrated Services Router ( ISR; H—E AKEH ) —X
)

Cisco Cloud Services Router ( CSR ) 1000V > 1J—X

Cisco LVR—T7 54X XY ND—Y AE2A—T 129 AT LA (ENCS)

20 H—E REAEEE)L— 4 (ISR )

X SIP ALGHEEE, T/NA ATNATAREET D EISICAMICBYET,

MES8MEANFEET S CiscolOSXEV T RII T UU—=RIZDOVWTR, COTRNAMHFUD T
EFXRVTIRNDIT, O3V ESBLTLEEL,

NAT 5% E D&

CiscoIOSXE V7 RVITDFRET NAT ABAESH ZHMTT B ICIE. ip natinside IN
> R&EE ipnatoutside AN RABIOA 2 BZ—TIAAICHY), BEICDHELSEE1DOD
ipnat JO—=/N)L D> 74F21L—>32 IN RIFBETT, £k, NATREBA>&2—7
IAANHE, ipnatenable 1 A2 —T7 IA A XY RAFIFEELFT,

NAT HFEREICH B A ESH ZHMT BT, BN BB RXOREHICRT LS IC show
running-config | include ip nat AN > RZFEAL £,

<f#froot>

Router#

show runni ng-config | include ip nat

ip nat inside
ip nat outside
ip nat inside source static 192.0.2.100 10.0.0.1

NAT ERZE T SIP ALG NEMICBE 2> TVR A ES A ZEER T S (1K, show running-config |
include ip nat 4# EXEC N> RZ{EA L £ 9, noip nat service #* show running-config _
Y ROBAHICRRENZVIES |includeipnat DHDICEETBHEE. SIP ALG & NAT 5%
ETEMCHEL>TVET,

BATRIZ, CiscolOSXE V7 R JITF T LAR MR E N TWBIEE D show running-config | |



include ip nat N> R%&, NAT BRICHE W T SIP ALG A" EMIC /& 2> TLW5 Cisco I0S XE V
7RI TCERALEBEOHEIZRLET,

<f#froot>

Router#

show runni ng-config | include ip nat

ip nat inside

ip nat outside

ip nat inside source static 192.0.2.100 10.0.0.1 vrf sip
no ip nat service sip udp port 5060

no ip nat service sip A" show running-config ANX > RO HICKRE N VWIHES | include ip nat
ODEAICKRTENT, F/NA AN CiscolOSXEV 7 RNIJITNEEEZ TR N—Ta %k
NAT A" BB IRETRITLTVWRIEE, TORERKBEHETT,

EBEMZEATVERVWC ENEREEhERR

COTRNAFUDOHELEOHZREEI I VICEHENATVRIREOKN . COMEMD
HEEZ R EN DA 2TVET,

A, COMFEMAH CiscolOS Y 7RI ITTF, CiscolOSXRYTZRIJITF, KT Cisco
NX-OSVY7 RNDJITICHEEESEARBVEZERLEL .

X1 T BEDOEW

COMRBUEDARERNAICKIITIE, ZHTBIT/NA AN UO—RE N, crashinfo 77 A1 ILH 4%
KEnET,

CORSBUANTERRENATVRIAES A Z2HBIZICE. TNAADAZY Y ML—A%ZF1
—RLT, RAEZY YU RL—AREFEHEHE OBEESEZ#IELET,

crashinfo 7 7 A L ZHEEL . FNA AL CORBEOFERANIKEL TVWEVWL ZHEITSIC
l&. Cisco Technical Assistance Center ( TAC ) E TEELSEE LY,

2] 38 5%
COBBECHLYT B EBEGSY EL A,

TYTIL—RIARICEZETOE,. EBEFHNRT/NAAZRDLSICRETSD LT,
SIP ALG ZEMILL THEEMZEMTEEXT,



no ip nat service sip udp port 5060

BEZRYVTRNDIT

AR ZOT RNAHUICRBENERBEICHONTIBEBEOY I NI ITTYTTF—RE
J—ALTVWET, BEHEF M1 VARN=ILEYHR—NZZFLY)TEZDOR., F1EV A%
CEBAVLEEWEYTZRNDITN=232E74—F+ Y NMIRLTOAKERYET, TOLX
SBYTRNIITTFYTIL—REAARN=I, BO2O—R, PUORAEEREOMOFE
THERALESEES. SFEFUTOVVICRETNLAOAOVYIRNIIT A4 ADRKEIC
HOIZEICRAEBELLEZEILBYET,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

T, BEERFVIRNVITZIIVO—RTEDORE, YVINIITOREMBZTA I AED
AN SE#E. $HVEIAOAREVEZ—PN—KF—H2SEBLTVWRZEICRYET. B
B, ChBUABALLEYIRNIITOXTFVATYTIL—RTY, BEOEFIVT A«
VIRDIT FTYTTF—RIEI2T, BERIEHLWITRIIT7 F4E€2VA, BMY 7RI
T 74—=F% Y b, RERXAZy—VED3Y TYTIL—-RINIIERINFEENDC
EREHVEEA,

VIRNIDITFOF7YFTIL—REBRFIZRICE, ARADOEFIVFTFAT RNAFUBRTT
< — N ( Cisco Security Advisories and Alerts ) | R—S TAFTERZ D AARBOT RINAHL)
EEHNICSRLT, REE2Z UM eREeBETY7IL—RYV1—-2a 2 ZERLTL
e\,

WFhOBEE, FTYTIL—RIBDTFNARAILTDBEXFTIUNFN B, BLVTBED/\—R
DITEVIRNIITOBENFFRIVI—ATEIEREELSHR—FhEThTWB ez +2IC
BERLTSEETV, FBEASIZDVTI, Cisco Technical Assistance Center ( TAC ) £ L < (22
HUTVBRXATFHFAZONA A —ICBBEVEDELSEE L,

H—EAZWEZZRATEVEEEK

AN SEZEEAL =4 Cisco Service Contract ZZFAWVWAELEVTWEWES, £k, H—
RN=—FARVA—DSEBALENBEBZAYIRNIITZPOSHASAFTELRVESE.
Cisco TAC ICEBEELTTYTIL—RZAFLTLKEZL,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

BETY7TIL—ROVNKHERTHBIEZABALTVWEELLEDIC, HROZUTIILESE,
BT RNAHFVO URL ZZHAELSEE L,

CiscolOS BT IOSXEV 7 RNDIT

BBEEN CiscolOSY T RIITHBEIVIOSXEV I RIITOMBHICLKZEEDTREMZY
Wr9g B8, > A0 Cisco I0S Software Checker WV —J)LZBHELTVWET., COY—IIZEH


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

ITRE,. FEODVIRDIT VIJ-ALEIEITDAdA X174 TRNAHFU, XUH
T RNA B THASTATVIEBENMBEE N RN ) —RA ( "First Fixedys ) Z4ET
BET, FLEREHTRES., TOVU—RICETRIINTOT RN P UDORBHENFMEEET N
B#¥n')1)—2R ( "Combined First Fixeds, ) ZHETE XY,

COYV—)NEFERLTRDRATERITTEERT,

s RAYZTRAI VARNASVI—A (BT ) 2FBRIZH, aRKRes30-DI >
ATLNST7T7A)NZ2T7Y70—RLT, REZHHBTS

« show version AN ROEH%EY =)L THNTTS

« DARIAALERE (BEICABRERLEIXNTOARAD EF1IUT A FRNAM YU R
BHRICANLEY, BEOT RNAHUDOH, FEEEHFOND RILEHOITXNTOT RN
AH)EEDZRLE ) BEKTS

=N, DREENEADEFIVTATRNAFUOVWTNAICKETEIHLESH ZHER
I Ik, Cisco.com®Cisco IOS Software CheckerzfEH T2 h. LD 7 14 —)L RIZCisco
I0OSEEFIOSXEY 7RI I TUY—A(ExE, 15.1(4)M2. 3.13.8SKE)EAHNLET,

Check

T7A) BT, CiscolOSYT7RIVITOFIVIICE, BRE, a1 UT1\OEED
A (B —) FERERBRBECOXANEENTVET, "HE, O SRIEFEOEREESDHS
21k, Cisco.com ® CiscolOS Y7 DI 7 FI v h—%EAL T, [Impact Rating] RO Y 7°&
9> UZRGD [RE (Medium )| FI Y IKY HRAEAICLETS.

CiscolIOSXEY 7RI F7 VI )—AE CiscolOSYT7RIITF7 VY—ADIVETIZDOWVWT
l&. CiscolOSXEYVY 7R F7MOU)—RICHKHLU T TCisco 10S XE 2 Release Notes ) . T
Cisco 10S XE 3S Release Notes; . £/ Il& MCisco 10S XE 3SG Release Notes1 22 L TL
EEV,

FTEMAEH E NAHER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEchTWVS
HEEOTEFAEFPZTOLAREEEL TLVERE A,

Hi B8
ABBEG, SATRBTOEFIUF 4 FANCE I TRREAELL,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20190925-sip-alg



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-alg
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-sip-alg

X F] B

RESED, 399 €Ay | AF—&Z B
1.0 AERRAY)—A — Final 2019 9 A 25H
MARKN

BT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERKRIZDENDTE
HYEEBA, ETRNABVOBBBICVIVOERICETZEEO IR TNhSOERELC
HBDENELERT, T, DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLEY
THRENEZBLET,

AT RNAF)ORRABICEL TEREE O URL ZEBEL ., BIOEHPBERZRL 1255,
HUANEBLEBBREFIRBZENERA. TOLEBRE,. BRR[FEsIERILLEY, EEXR
BHARBELTVWEY TR BN ERT, CORFIXDMNOBERIEF., ZATDHROIY R
A—HZXHRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



