Cisco |OS XE & Ysafs4f 4, '4, 83, ¢A@®
NATS€QNAT643€HZBFW & %a; e FTP
3,¢5f—af°3, 23513, -F83F°8+03,25F%AF 4, ' 5,53,

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2019-
H igh 20190925-ftp 12655

& @a...~é-c«e—Y¥ : 2019-09-25 16:00

aeceEg e ae-ae—¥ 1 2019-11-20 15:15

df @afvaa, afsasf 1.1: Find

CVSS3,4,%3,¢: 8.6

&76@ic-:VYes

Cisco af @a,° ID : CSCvn02419

B—Yore-e%3@«a, a ef..a 13 A€He?739«a, 3,<AZYR-13HOPEQZA...~a11 A
Al
£1 el@

Cisco |0S XE & V28f+3f"4, |8, 84, ca@®@af@affas as aflaa,
5,Caf%0af-a,"a0%02e 11" NATI%%03€E@NATI P «3@S55€'a,« IPV6 3€<3,%0 IPV4

3€ 3O ®An%oe 1% NATEA114%03€ @3, 3%aFhaF af™Masfua,' af@afa, afth

5f3,i3,05,¢4, ' 3,0afhaf«i14"ZBFWi%%03€@8a%:¢" " 3€p+3,ES,« FTP
5,C3f—af3,+af 13, 3f83F38+03,24f 14454, | 3,83, 0114 ALGi%%0e©Yef 1388, 1414+€83€ ECCoL* @ .

5Q'3Q®, 13%+2€83Q a€Qa ™S, Af15F 5,15, 59 Ec%'4®IFH® FTP

5F 3fO&f+3,£55F8, 73, @uceRY»3O™MI GO 3O VIO M YIO™E AfQAFFATE,]

5,28f 1435 @A hAF-3FaFhEQ«Rp-d> SO—IQNIQ™MEE,AFL3fPE, 08,8, 4> EP—3 | (%0 ARIIH®

FTP

erCEEQE SOV EIQ™I IO 5O 5O5IEPA, "5, 3, af—4fa,naf 505, E5, 3 efLeEsaoEi,5,53

8,-81836¢ J@"'a@®e,Tal+xe€’3@«a 3t a@™45,4,%afaf4, ) 4,88,Ca, caffaf—astasnas a, asrarasy

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§.§00§0%50""é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190925-ftp

3O "39®3,Caf%03f 3,03, 9559 3€92019 8" 9 2ce” 25 2 —¥5@«d...~é- 33, E3OY Cisco
10S 5€53,"3€° 10S XE &,1,3f+af"5,!4,85,¢ af°afaf1d,'a€®3,»3,af¥afaf14,F
3,Caf%o0af@a,na,9afe*te-MIQPR®I €4f G PBAQP™IE€, QOB TR-MIP«IQP F€QP13

3@ Re,Ta%+rE83Q«E-C3O™A,« 12 3»9a@®3,-3,'3,2 3,»3,af¥afaf13,£


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190925-ftp
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn02419
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-12655
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-12655

a,Caf%odf€a,nd affa@Ee " "e%%0d @3, Ed@ 39,3 Q%A ™AE,3,Caf%0af@a,23, 9330 afeafsa a
Response: September 2019 Semiannual Cisco |OS and 10S X E Software Security Advisory Bundled
Publication3€€3,'3€.C...88 @9 —3€@ | i Q@ QI 5@°3€.3€,

e02aY2" efYA" @
8, T/t e€85@®a@,a,<e£%23" @
49 39 ®8, 3%t eE5aQP@IY:1EY;3,/89—39'5, A ORIQ FEQISTAfQF, 18,5958, 1815 O®EE
Cisco I0S XE &,%4f45°4, 5,55,¢ 447 a5¥%3,'5, 40V E5@—3€ | 5953, €QFTP
5,naf%3,'4f58,75, 4f55° 598 NATSE@NAT643€QZBFW
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B VEQP"aQ®e,, T4/ +E55€ I€@023,"3f13f@a,03,5,6€36 Q239 —IEQALGROYEf LI «a, 54
3@ Ea,»af«3f 3,34af%3fa@® FTP
3 af©af+3,£aff3, 8, erncaY»3Q™i 3, aQ@Tie«e ARG 3, E3& 13€,3,Q A@ a€Q@r ™S, affe

NAT 3@ Ee " aRsa@+4,Ei@|39,3,«<39«290391aH« 39RO

Aft3f 3,03, 59 E NAT

5,/4@YVe{E3@O™5,3, 39159 «xs 2 9363, Ti0 ' 50,3, 30503, EP« 3O IEQRCOTEE...54
NAT

5 Eaftaf@a, 03,3 55€85,C5, 513, £3f-39«3 9 FOLIO | 59,5, EQ % 27" 3Y 1% € QIO %I
NAT

5,33f25535 %03 @ Eaf15f 3,53, e5@ QIO «d 4 O™, 393, (0L QIO —FOUIQ™MIE,

NAT

5@ Taftar€a,na, 3 55€83,Ca, aft5,£fif-3€3QO0IQTIOE, (O QIOP™I AP «IQP IEQCBcHTE
3€8 show ip nat statistics &,38fZ4f34f %03, &®Y & EA@P—a @ %A@ ™A€, NAT

a@E3,¢a, afta,faf-3Q®3 4@ 3@ 3€93,°3f 3 5f%03@®31°35,3€8§ Outside interfaces

ae " Inside interfaces

G@®a,»0, 0,084 G «0€@G° 0 G @€ 4,0,20,0,;0f%aAfG,80,14,'G@E 1

0@réj ¢n°Ge 0, EGPHIP™E,

¥a 5@ FEQNAT 3@ E3,¢C3, afta £af-a@aftaf€a,na,'a€@s show ip nat statistics
8,38 78134 %08, A®Y & Ea@—a@ YA "3 aO®®a1°a5raxua§8aH™aE,

<#root>
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Router#

show i p nat statistics

Total active translations: @ (@ static, @ dynamic; @ extended)
Peak translations: 1@, occurred 00:24:01 ago

CQutside interfaces:
Fast Et hernet 0/ 0

I nside interfaces:
Fast Et hernet 0/ 1

Hits: 134280 Misses: 0

CEF Translated packets: 134270, CEF Punted packets: 10

Expired translations: 11

Dynamic mappings:

-- Inside Source

[Id: 1] access-1list NET-192.168.20.0_24 pool POOL-NET-192.168.1.0_24 refcount @
pool POOL-NET-192.168.1.0_24: netmask 255.255.255.0

start 192.168.1.120 end 192.168.1.128

type generic, total addresses 9, allocated @ (0%), misses @

Total doors: @
Appl doors: @
Normal doors: @
Queued Packets: 0
Router#

show ip nat statistics
8,38 2838 %od @ ®a1°85,a @ «a, 0354, ; FaF3,84,03,'aQ Ed Q9«3 %A, Ea€ | 3€,30%36,,8 "a6€
NAT 3@ 3,3, afts £af-39«39°3Q£3€30,303%36>3,"a€,

39%IQYIEQC®cOTEE. .53 CLI 368 show running-config

8,38f 28f38f %08,” ARV &j Ea@P—a€@aftaf@a, na,'eie " @ae« NAT

a,2af2aaf %03 @ EA"ae " AQP™MA,«a@«e0a%;a Q™53 Q" 3O aQ8a€QIFIafOa, na,"a Q8

NAT

3@ E35,Ca, 4ft4,faf-39«39%°39£39)30,3,<39:39039139<4,'¢(°*QIP53QQIO%ISG™A
NAT 3@ E3,¢a, afta £af-a@«3Q3@La@ 3€,3,«3 3@ 3¢ a€@show running-config
8,%f78f3af %49 ®a1°a5>a€« ip nat inside 3~ ip nat outside
a,rafa,;afnasa,83,03,"a,2aF2a,af %08 @ Ea 9«39 %a,EiQ | 50,3 Q9%HaQ™AEE,

NAT ALG a©Y efv-5€¢ E FTP

FO«A %hIO—30 ! 2R%03S'GO«IOTOL£50!39,5,<30 Q05O TFOEOBCCo
8ftaf+8 Oaf«Af 3@ 83 A€QFTP 3«3 %43i@—a@ | NAT ALG
2OYefha€ Erer%dS i@« 3QLI€ 365353939 59ROVl L3 affaf€5,03,"3€83®Y
aftaf€a,na,'a@s FTP 3@«3 3%43a@—3€¢ | NAT ALG

dQEe AR5 3,(Fi@ 3,3, 393QO0IQTI@,'a A ¥YaQP™ME A Qi@ IEQPCRcOTEE..3QES
a€8 show running-config | include ip nat service



ftpa, 3af 78f%8f %08,  CLIA@8A®Ye | E3 @ —a %A ™3€,3, 2575535 %03 @ ®31°35>a€983€@ ip nat
service ftp

3,38f 2838 %3 ®aA%o @ A @ «aV2°3,,8] ¢n°d@*3,(EaQ |3€0,30°3€¢,32 AQ9 A€EHONAT ALG

a@® FTP

39«d %A9P—39(,ia5'30«A9 APL30 39,30 %IQ™MAE YA O I€HIN"IOBI, 5O TIHS

<#root>

Router#

show runni ng-config | include ip nat service ftp

no ip nat service ftp
Router#

show running-config | includeip nat service ftpa,3afzaf3af%.8,’ d2:¢" a@p™a «a @  a€E@NAT
ALGI@ EFTPE@80e%08S 5@ «39°3,55 9 %39 ™3E,

NAT64 3@ Ee " aR5aQ+4,EdQ | 3€,3,<39<«3Q90IH1a9aHBCcCe?Q

aftaf€a,n3,'a€@E NAT64,

3,/4@Ye[EIQO™E,, 3@ T3P «xsr" QI1€+3,EI€ '39,3,«39«% 393,39« 3@ FIEQPCRCOTEE.. a4
NAT64

3@ Eaftaf€a,na,'a Sa€83,¢3, afta £fif-39«3Q°3QLIQ 36,5, 39V 27" AY 1% FEQIQP%IE
NAT

3,°3f78 a5 %03 @ Eaftaf@a,nd, e8«x"Qa@«a " ace aQ™a 3«3, QI QP—I@hAQP™EE,

NAT64
4@ Eaftaf€ra,na,'a Sa€83,C3, afta,fif-39AQO0IQ T3 E, (2 QIHO™S TP «IQ FEHC®icHTe
€8 show nat64 statistics &, 33f 2438 %04, a®Y & Ed@—a @ %a @ ™a€,NAT64
4@ E3,Ca, afta,£af-30@®3 4@ 3@ 3€O3,°3f73 5% 3@ ®31°35,3€ 8§ Interface Jatistics
8,»8, 4, -Af8Af3a@«(°' 0 G @0 "4, 0,20,0,;af1haf-G,80,9d,'GeE 1
0@reé; ¢r°Gea,EGQPHIQP™E,

a¥h 3@ IEQNATO4 3@ ES5,C3, afta Faf-a@2aftaf€@a,na,'a€@8 show nat64 statistics
8,38 2838 %08, A®Y & Ea9—a QY 39 a®®a1°35>a% 29839 ™A€,

<#root>

Router#

show nat 64 statistics

NAT64 Statistics

Total active translations: 2 (1 static, 1 dynamic; 1 extended)



Sessions found: 155
Sessions created: 1
Expired translations: @
Global Stats:
Packets translated (IPv4 -> IPv6)
Stateless: 0
Stateful: 81
MAP-T: @
Packets translated (IPv6 -> IPv4)
Stateless: 0
Stateful: 75
MAP-T: @

Interface Statistics
GigabitEthernetl (IPv4 not configured, IPv6 configured):
Packets translated (IPv4 -> IPv6)
Stateless: 0
Stateful: 0
MAP-T: @
Packets translated (IPv6 -> IPv4)
Stateless: 0
Stateful: 75
MAP-T: @
Packets dropped: 0
GigabitEthernet2 (IPv4 configured, IPv6 not configured):
Packets translated (IPv4 -> IPv6)
Stateless: 0
Stateful: 81
MAP-T: @
Packets translated (IPv6 -> IPv4)
Stateless: @
Stateful: 0
MAP-T: @
Packets dropped: 0
Dynamic Mapping Statistics
vbv4
Limit Statistics

show nat64 statistics &, %[ 78 {34 %oa@ ®a+°aS>a@83€Qa,0aFa,;af1haf+3,83,13,"3Q E 1
a©ra, e ¢r*aQd,Fa9’ie,a 19 a€QIQHIHOB®IFIafHA,"a,'a05 NAT6S

€ a,ca, afta £af-29530 39,3,530%3>4,"a¢€,

an

59%3QPYC®icO1e€..59 3€@CLI 368 show running-config

5,38 783 %08, BBV &A@ — €@ aFLaF 8,03, @82 939 « NAT64

3,2af2aF235 %03 @ E39,3,c39<«39039Ta9<4,'cC°°QaP™a,«3Q"3Q dQJ3€QAFIafHa,nE,"a¢€
NAT64

aQE4,¢a, afts,£4f-20«390a91a9<4,'a " ne-3983QQPAPAAGP™EEf1Af€F,15,'308

NAT64 3@ E3,¢C3, afta,£af-a€@%a a@ " a€@ a€@show running-config

3,33 73 %30 ®a+°85>5€ « nat64 enable & a3, (A VAl 3 55 04 1

5 28 73135 %ol E2 @ 3 @ %3, EZQUIQO™E,

NAT64 ALG a0V ef -3¢ E FTP



3Q«d %IAQP—IQ %3539 «I19 QL3 |359,5,<39<«1Q0IQTIHEAHBCCo

aftafe3 Oaf«&f 4@83€ EQFTP 3«8 %3O —3€ ' NAT64 ALG
2OVYef1ha@ Ere%iS'd@«193QLIQ | 5953,S3€ Q19 "3PP20OYef 3@ aftaf€a,nd,'3€83®Y

aftaf€pa,03,'a@8 FTP 3@«3 343€@—a@ | NAT64 ALG

dOEL AR Q3,5 89,339« 3Q0IQTIQE,'A A YIQP™E,« Qi@ IEQCR|cOTEE..AQESS
a€8 show running-config | include nat64 service

ftpa, 3af 28138 %08, CL1 3@ 8A®Ye | E3@—3 @%@ ™A€, 53,3517 %03 @ ®E1°8S>a 9 83€ @ nat64
serviceftp

8,38f 2af3af %3 ®a%o @ a @ «aV2°3,,8] "¢n°a @3, EaQ |3€©,a9°3€¢,2a A9 a€EHONAT64

ALG 3¢ FTP

39«d %A9P—39!(,ia5'30«39 AQL39 30,30 %IQ™NAE Y QP IPIV"IOBI, FQTIO

<#root>

Router#

show running-config | include nat64 service ftp

no nat64 service ftp
Router#

show running-config | include nat64 service ftpa, 3af Zaf3af %08,’ 8¥2:¢" a@™a,«a €@ €@ NAT6H4
ALGE@ EFTP3@82%035'5€«393,559%IQ™3E,

8 VAfYAfAf™MEFYA L Af @aFE, 35
5f+3,;3,75,C3,'3,0af%af«IQEL " AR539+3,Fi® ' 59,5,<i 050039139 <IH B

aftaf€a,na,'a€es ZBFW

dQEe AR5 3,(EQ 39,3, 393Q0IQTI@A,' (L QIOP™E,P«IQP EQPCR|cOTEE..aQ@ES
A€ 8 show zone security

8,38f 28f3Af %o8,” ABY &|(FA@ —a @ %A@ ™A€, 3 35f 7338 %oaPAS 5@ 8F€ @ 3, %43 UIF A @ @ IO BE G @ «a.
a,paf%a,;afuaf+3,83,03,' 4@ Ee| ¢n°a @3, 3@ | 39,3,<d AQ A€QIfLaf@I,n3,"3@«3@Q ¢,TaVteE

a¥a 3@ a€@GigabitEthernet0/0 3€53,"3€° GigabitEthernet0/1 3 ®a jafiaf’af@afts
5,048, ;afhaf+5,85,03,"a€« ZBFW
3f«afhaf«3QEL 4R35 Q3,FiQ | 59,3,Af15f 5,05, 3983 Q Q"3 ®3, 5255 %03, BV ES 4

<#root>



Router#

show zone security

zone self
Description: System defined zone

zone inside
Description: *** Inside Network ***
Member Interfaces:
GigabitEthernet@/0

zone outside
Description: *** Qutside Network ***
Member Interfaces:
GigabitEthernet@/1

Router#

ZBFW ALG a0V efv-53@E FTP
3,/ enexeY»i®—ie!ie,1,39@9039139E39B¢(e%Q

Gftaf+5 O&f«af 5@85€@ GE€Q@ZBFW ALG 3 FTP
3O«E %IQO—39 ¢, i85'59«193OLIQ 39,30 %IO™AEE,

ZBFW ALG a0V &f V5@ Ea€@rnceaY»d %etid, af03,'¢" 3@ «3®EH05 3, E5QVaF—af-
5F°8,38f«8, 8¢ 33 QTIQ @ ERZIO 5, EIQ ' 59,5, 39 FEQZBFW ALG
2OYef13@ aftaf3,0af«3f 3Q5IQO™IQP 5@ | 5O®IF—afif 5,55«E, enceeY»39—iQUIQ™IE,,

5Q%IQPYICQIftaf@a,n3,'39 IEQZBFW ALG 2OYefL3Q@E
FTPG€@FTPSI€QiQ%IQOYIQ 19 QIQ®5 je-"3, eneeY»39™5,3, 59 15@«2 40353, F5¢ |
d@«a %a@™a« ZBFW ALG

2OYefHa@®cSTee.. 3, ¢ QIP™E, AP 3@ IEQPCRCOTE.. FQEAFTAf@a,na, 5@ «afA,°8, 05 f:
a€8 show policy-map typeinspect zone-pair | include Match: protocol

ftpa, Saf 281 38f %08,  alocC A —a€ | SEQFTPE,naf33, 5535, 4,-4F83° 3@ Eae™Z2¢r°cS, € «& " 4®353€+3,C
ftp 4@ 40 Vi@  ftps

dQP®a €et'3QEe;"3@3,EA A’

Qo

O I€QIOOIOB®IfTafQ,n5,'3@ &,131%+IQPEIO™MIE€,a»¥E 3@

<#root>

Router#

show policy-map type inspect zone-pair | include Match: protocol ftp

Match: protocol ftp
Match: protocol ftps
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D76 C-
503, (E5, 9760, 30™3, GO 3O IEODICOTEE. 5O 8 %A 05 13,3523 O, 5P %

5,Caffaf—a, af-af1haf%oa @ E3®Yae-1a€+3,ES,3Q%IO8 FTP ALG
eOYefla,'c, i8S 4«39 —39%IHP™AE,

s FTP3@«3 3%3a@—a€ | NAT ALG
FO®EYC"8,C, i85 3@ «AO™A AP «IQ IEQCRCOTEE.. 5@ ES afafhaf@af«
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