Cisco HyperFlex a,%%afeaf &,13,84,¢
4, afa,'a,f vaf el@et,a@ldlee, talatre€s

&, ¢af%oaf @a,na,flaFraFulD : cisco-sa CVE-2019-
M edi un$0190807-hypflex-csrf 1958

& @a...~é-«ae—Y¥ : 2019-08-07 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.4

&76€¢¢- : No workarounds available

Cisco af€4a,° ID : CSCv089587 CSCvp24343

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco HyperFlex
8 Y8f+3f 4,13 88, Ca@®3, | §,8af-af™afua,'a@®c®ic@13,0af33,;af1haf+5,83,03,'a@®e, Tal+e€85€@ af

59'53Q®,T31%+2€55@ €90, 4f1af@F,03,5 550 ® Web Ul 53® CSRF

623%i30 3 93003 1505050 5Oy 5O—3QUIO™IE,

E>X'fE. 5O 3 Qx @, QIO 5, EEFE a9«E,C8 8,3, 5™ 3, 315, 05%5,¢ 5145 5,85, 05
5 QL O 39« QISVIQO™ME A FEQr >R fRE...aQ O EY:"af ! 5145, N5@®C%0' 2 " O&F-aFMES

59 "3Q®e,T81+2€83Q«3 %3t AO™E D76 Q-3@ 30,5,530%3>3,"3€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§gC°éaQé0§50050%50""é€,
https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190807-hy pfl ex-csrf

e028Y2" efA" @
&, T8V oet8AQ @A, 8, <RE128"§

af af—af%, +af Va4, -3 8435 ®e™, i@ «IE QI Q3O ®e, T3%+r€85€ Cisco

HyperFlex &,1,3f+3f°4,! 4,83,¢ af*afaf13, € «afafafa," 4.0(2a)

3,73,53... 39«03 V"3O—39%IQP—3OYAE,

se0cEs,, AR(EA... A9 €@ QYA 3Q®xf.. .3 tiQ«IPrIO, 30 | 5O 19" 5O®3,Caf%0afQ 3, 5f
FOB®EO3C° §,»3, 4,4f83f3,8€,C..889—3€0 | 4.5€39,3E,

e, TalataeE8s,’ &


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190807-hypflex-csrf
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo89587
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp24343
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1958
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1958

©«a,"39839,30°36,30"30 3O ECC°e°9aH 3, EAHYEEVE"O
50"5@®3,Caf%0af 93,13, 55 @ L, 1885 &80 " 3O™A L1 QIO A, »5, 3, -4 SAf 5«4
O w 7
DZEQPiC-

5O "3Q®e,T81+2€83Q«d %3t AO™3 D 76Qic-3@ 3€,5,550%33,"3€,

ac®axfee aépéad,2afaf " q,,4a,84,¢

8, V:8f+af 4,4 88, CA@ ®F, CAffaf—3a,°af~af14af%oa, enced 5@ ™3F,«é53€ «3€ 3€€ Cisco Security
Advisories and Alerts

AfSAf YA A€8a.. ¥ %03 P83Q 93,4, 3,5,30£113" @ IQP®F,Caf%oaf@ 3,13, 955, a®3eeY(S,59«39,C
3,%3faf¥afa, 3833, QiQ9—i@Q | i OV 30°3,3€,

59,5033, QPR 3973, 3€@4,Caffaf—3,°af-~3f 1435 %03 @™5,«aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
4€Qx73€°C ' 39«39r3€,5€ 36 3€Cisco Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3€@ 3¥'(,i@—ai@ | é0,,é,<éfiéf3§.f’réf§éf3é,1
3f—afaf@a,nafeafhae«39553°95€,30°3, 93>30 03O 530°30,35€,

4 ®afexe " a@safrafrasaa,’

a0Es, ADEA... AQ FEQCOUIAR FORES..8 +5O«OrIO, 30 5O 1O IO, Caf%0if 93,13, 515
5O®ROC° §,»3,4,-3f533,80,C.550—30 5330, 3¢,

3, @RrE£EA"OC" " a%a%<aQ "a...~aa@c™Mog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € A€ @ 20e-3,Caf%0af@a,na, N3 °a@«e "%%od€ 3, i@ | 3€,3,<8,TaVate€

8108

ame-8, T8/ eE585@ 5€9 35, 5,"5,35T...6F 3@ 85@®3,»3, a5 14 £
513,53 59«3, 3QLIQ | (Ve 593, EIQUIO—IOVEE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190807-hy pfl ex-csrf

7

ag'1e", at¥ee

é€”


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190807-hypflex-csrf

af@afna, aFsas a7 &3, 3 AfSaf3| & A tarva, A Date

1.0 X @aza...~6—afPafafa, 280EEC|C%0” 2019-August-07

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,703,953 @ C,i8, 98 %hIQP®S, IQPRIQP IQ—iQ iQ 2QOIWIOP—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, 4@ ®a1 " Q@ «é-CAP™E @2 Erm IPBE €
FONUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3@5,8°° 4S5 QT O —3 @ «an%oe>y TP —a€
a0e-d, Caf%oaf ©4,08, 35 Q@®e 8081, AR 3P «é-CA9—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥AF 3P 3Q®xS..4 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



