Cisco |OS XE &, Y4feaf 4,4, 83, ¢ Ul
5, AfA, 15, f, 08F Af%8, A, A A
Afe3, OAfYA, 4 Saf 5@ ®e, tavVate€s

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa CVE-2019-
H igh 20190612-iosxe-csrf 1904

& @a...~é-xe—Y¥ : 2019-06-12 16:00

aeceEge se-ae—¥ . 2019-07-16 15:51

df @afa, afsasf 1.1: Find

CVS&4,14,%4,¢: 8.8

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCuy98103

Yo 5@ «ad, a «ef...a t3@ a€HPe+e?73P«a, a,«aZYe-f3 ORGP ZA..., a1 a4
Al

&, 6@

Cisco |OS XE & Y:f+af "4, 14 83, ¢a@® Web 3f™af1a,'a€@® Ulia"Web

Uli%%o0a e8¢ | (GOPIOPIOLIQYS, TAN+r€83@«3, 3,55€9° Q8 1433, 3@ 3@, 0@a@ ,af*afcas

afa, " a, "3'afr

afa,©afa, a,8af % CSRFiY%ox"»x’ é,’é®\"(éiCEéQ§éQQé,<éQ_éf1/zae€§éQCEé0,5350%50“"56

510“50®é,,Té%iae=€§é0_é€®é©2é1/z”afi§f®é,n§,1é,§é®® Web UI 3@® CSRF

672333 5, @399 T393Q" 3@ 39«CU-d IQP—3QANIQP™IE,x"»x'fRE.. .59 i€QPxr 2, 9IOR]

§,-8183%6¢ J@"'a@®e,Tal+txe€’d@«ad 3at|a@™a,3,%afaf"4,|4,838,¢Ca, caffaf—aftasnasa, afrearasy

é@“é@@é,Céf%oéf@é,né,ﬂ]éfaé0_é€oaeﬂié0®éfaéf3é,_§fé,§g¢°éaéé0§50050%50TM5€,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190612-iosxe-

corf

e©23y4" efvod" €@
8, TaY+E85@Ra@,a,<e£%23"@
HTTP
5 Bfvaf @e0Yefa9 Ere%dS' i@ «i93QLiQ ' 5€,5,3 39 3€QIQ"3O®L, 1a%t2EE5 @ €€
10S XE
5,%3f35°3,15,55,C30®8, 131+ 2€55@ TS 5™, AFFEf 43,3, A0V E1Q—30 | 5€,5,4,3,"


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190612-iosxe-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190612-iosxe-csrf
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy98103
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1904
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1904

3f1af€@a,nd,'a€«8121éY;3,8955Q1%hIQ—3Q%HIG™IE HTTP
3,uaf1haf@eOYefLa@®aftaf3,0af«af 4@®cSY 2. 3@ FEQIfPafha, Af8a 3«3, APLIQ | o
8, TaVatae£8a@ (Ed"dce "a@ ™3 « Cisco I0S XE &,%afaf"4, | a,8a,¢

afeafeafa,'a@«i@rie,dQ | i@ EQPIP 'aQO®A, Caf%afea,na afa@RIEES; PrLe, d@:a,%a
HTTP & gfvaf@e a®sae®ct e’

HTTP

8, fif Vaf @eOYefha@ Eaftaf€a,n3, 49820 %0dS 4@ 3QO0IQPTIOE, (2 QIQP™I G P«IQ 3¢
CLI 3€8 show running-config | include ip http server|secure-

server 8,38 28f38f %od," dvecC’ Ap—a @ | A€ @3, °afafhaf@af«a, *affafa,£3,®afyaf-afaa, afsaffa@«ip
http server 8 33f 23f25f %.3€ %3 Ya€ ip http secure-

server 8,38f Zaf38f %.a€p Ea"dce " d@™3,«3 @« Q0@ Ta @A, QPIOP—3QAIAQP™AE,FQOIQ|a,%0d
3,uaf1haf@eOYefra€ Earce%odS'a€@ 83 ™AE,

a»¥a «a@«a€@show running-config | include ip http server|secure-

server 3, 38f Zaf3af %08, ¢cT™Mog(Ea@p —a @A @ ™aE,

<#root>

Router#

show running-config | include ip http server|secure-server

ip http server
ip http secure-server

&f18f 93,05, " 4035 @ «I P O3, %03 @GP ®3 23735 %05 @ E2 9«39 %3, E5@ | 59,5, 30 5
5, uafhEF@ROVEr39 Err%dS' a9« 19°IQLIO 50, 50%IO™IE,
602 5 Q3 23f75P3 %03 @BETES a3 @23 HP®AT...80'E, 39«5, EI | 50,34 89"

ip http active-session-modules none
ip http secure-active-session-modules none

FO'IORIfI3fO5,03,'5€ QIO IO®I, Caf%3f@a, 13 9033« "e%%o3 @ a,EFQ VS, TaVtrE!
Cisco |OS XE &, %28f+af"4, 14, 83, ¢ af3af3afv4, 'd@®a " na"¥

Af15f 3,173,555 5@V E5@+3,E5€ | 56,3« Cisco [0S XE 3,%af5f°5, ! 5,83,¢



af2afeafad,'a@ €@ CRicOTe€.. @ Eiftaf@a na,"a€«af3,°3,03a@—3€@ | G€QCLI 3OS

show version &,33f2af34f %03, &®Y & (Ea@—a€@e; ¢u°a@+a,(Ea,<a,-a,'aftaf
af@afSafsa,’'8€.,¢..509™a,«<a9"3Q  39«a,73,5¢(°°QIQAQO QIO NIQO™MAE A 1A @5, 13,'5Q
Cisco I0S XE &,%3f+a3f°3,!3,83,¢3,3®@Ye|Fa@—3€ | 3€,5,3 3@ 3€4,3,"aftaf

3f @ 3fSaf143 € «3€ECisco 10S Software3€€ 3€ € 3€ECisco |IOS XE

Software3€ @3 @23 @O @®afta,a,'af a@Ee| ¢n°a@a, Ea QI ™aE,

3@ «3€@Cisco [0S XR &,%afaf"3, | 4,83,¢ afaraska,’ 16.2.1

FQEARYR|E3€-3, 3 | 39,50 | 5€95,13F3,"af afhaf«5€+3, 3@ | 3€,3,3,0af5f%3, Q9 QIO
CAT3K_CAA-UNIVERSALK9-M

5€83€,3,Af1af €3, 3,383 ®3 24758 %03 @ ®ET°85>8%4E, (I @—A P UIQP™EE,

<#root>

jios-xe-device#

show ver si on

Cisco IOS Software, Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version Denali 16.2.1, REL
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Sun 27-Mar-16 21:47 by mcpre

Cisco |OS XE 8 Y48f-af4,'a,85,¢
Afeafearya, 1a@ @314 QPP 3Q 4@ 3> 39 3OB®E | @3%013P«E-CIO™E, O 5@ F€PAE/Cisco
|OS and NX-OS Software Reference Guide3€€a,'3€,¢...88 @ —3€@ | Q@ Q3@ 3©+3€,3E,

8, TaYracEss, 49 «a,"89839,39%36,30"39 3G ECC° QIO 3, EIHYeLLI"O

3O '3P®3,Caf%oaf @3, na 33 Q®e, 18/ LS5O ®EQ,3,<e£ 13" @8, »3, 4, 8f83F 3@« "eY%od @ 4

§,-81535@ €QIQ"3O®e,Ta%+r€83@CE Cisco I0S 3,%%af-af 3, | a,83,¢a€€@Cisco I0OS XR
53,3534, 4,83, 5€@3€53,"3€°> Cisco NX-OS
a,%.af-af"3,)3,83,Ca@«3@ 415+6Y; 3, aZaQ 39°0€,00"39 3,/((°°QIP—3QHIO— FOYaE,

5O"3O®L, 131+ 2EI 9«3 %aT 3O™E B2 Q-5 50,3,550%5 €3, 3E,

HTTP
a Bfvaf


https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
https://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html

Q@ xOYef3,¢,i85'3@« Q™3 3@ IEQIQ"TOPBL, TaV+2E8I @« UIQ™I "> fAF™E, af af«aC
5,33f35f+3,£3,®afYaf-3f1s3,-3f8aF° 3fCaf14a5%03€8 noip http server 49%a®Yaé® no ip http
secure-Server 3,23f2af*af%od,'a%2;¢" " a@—a@Q | GEQHTTP
a,pafhaf@eoYes,a,'c,idS'aQ«39™i (a9 "9 AQOEIQSIP PAORAG™AE,HTTP

& BfVAf©3€ HTTP &,»3,3f¥5,¢

5, UAfhAfOIO®E -3 il 55,50 ' 5€,5,48 89 FEQHTTP

5, uaFhEf@ROVEfYA i85 3O« O™, EO«EO 4 je-'a0BE 25785 %03 ES;...0 | @IOFIQ™EE,

4 Rafer a8, 253578, 4,54, ¢
§,-815,%€ 3@ 3a@®3,Caf%0af€ 3,035,933« "8%%03@ 3, EFOYe, TaltrE8a€«d 34at 1 3@™3,<C,,i
af@afna, afsafa€ af-a £afuaf@are

d»affaf a@«d %Hhi@QP—ai@ é@@é@gé@"éQaé,§é0%50“5650050@5,“50’@Qaé,%éf-é "a,14a,8a,
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

AQNIQPYVIEHIQOSI®C2E 39 E5,1afaF 3, 4,85,¢5,aF€5, | 3PaFaf143f%0a @83 @3, AOPPIQY €3,
3,Caffaf—a, af-af1haf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%.af-afa,!4,83,¢
3,Caffaf—aftafuaf 5@ «8, " AQLiQ  A€HIQSI®C 2T 1P «x-°39—39,3,1,3f45,15,84,¢
3f03,n3,»38, 3€@ ;58S &,1,3f+5f5,5,83,¢ af+3,£aFhafQ@AfE

3 »affaf a€@a@a@Ya@ af;a, af£afs afafa, afsar

Security Advisories and Alertsi%%o]

3f3a5%3, 3€8a.. Y% d@8iQ945,5,3,'3,3e£1,58" @@ ®F,Caf%oaf 4,13, 953, a®320eY(S,d 9«3 9,C
3,%3f°af¥afa, af8af%a, ¢ QI OP—3@ | GO OIY 3630 ,3€,

54,3933, E3Q®A 395, 3€04a,caffaf—a,°af-af1haf%od @™a «aftaf@a,na, 3@« @ @I Ta@afiafca
Technical Assistance

Centerila"TACi%%o03, 3@ —3@ Q3@ ¥, 30—3€ | 3€,3,afafartarSars, af—afaf€a,nafearina €«

YA 8,18¥C, 4, 49" O¢" 3983939, 305a0C2E"

)
™

84,14 3&0<é,%og>’ae2¥é3%é...¥é0—é0VéOCE Cisco Service Contract

3,/39"3°0¢"" 39,50Y3@ 30,30 39,305,330 3€QIQONUIQYIEQI, U 1%aT%0af af1hafTE,£3F™
POS 3€+<3,%03...¥2%0«<3 @83 @ @30°3€,3 30 3@ 3€@Cisco TAC

AQ«EELC|GO—3@ | 3,Caffaf—a,°af~af1haf%08,'3...¥e %0 i @P—i@ | QP QIO 33,3,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

G, i, V& CAf fAf—8, B~ VAf %A@ B %etief13"959550,5,50 50 3¢ Ve l560—i¢ 5,30V
URL G,4@"¢" ", @iQ@i@ i@ 5@, aE,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco 10S 4€5a,”3€° 10S XE &,%.af+a4f°a,!4,54,¢

5€9Sa®C28 3@ Cisco I0S 5,%%3f-3°4,! 5,83,¢5€53,"5€° [0S XE

3,%5af+3°8,!4,83,Ca@®8, 13%+e€83€«3, 3, AU I QPBIQ &fr2€83,8 ne-3@ ™3, 3OV, QIEH S,
Cisco IOS Software Checker

af,8f1af«3, 2 QP QPiVIP—3€ | 3€,3QUIO™IE, IO AQBAS,af14Af«E, V5" AQP™E A€ FEPCY0'AC
3f2afafha, 4@ «20% 81 a@™35,<8,-3,"4,° 8,»8,3f¥af a4, £

3,C3f%03f € 3,03, 3 3€ @353, 3033€,3,Caf%0af 93,03, 933 @887~ 733, E3@ | 56,5, Talt
Fixed3€@1%4%03,'cC%0' AR5 @8I P QI QUIO™IE, 39 %I YO8 L"5O™I 3 4@ FE QIO HIQBAFES
First Fixed3€€1%%o3,'c%0'd®33 @83 @3 Q%I O ™AE,

50"3Q®Af,af 35«3, 81" AP —a@ | 2-idO®E,:3,3, 5 40V EIQ5IQQIOUIQOMIE,

* &f%odafaf faf—af€a, af°
af,18f a3, %oaf 3 a5 143, 114 erntae°3@ 114%03, 6 @ ,2S73Q ™A, AP AEPE TR Q8 HL+{AQ Fe
3,3, afTaf 5€p<3,%0a53,i8,naf«a, '3, CAffaf—afaf1haf%oa @ —a€ | S€E@arnoec ¢4, 'é—38A9™3 <

» show version é,3éfiéf3éf%oéé®é=l=°é§>5,'5.f,,5.f%§.f«§0§é§£aei@§0“"5,(

o 8«8 18 ¢Af 78 08, A —3 @ Yaeroe( il 6 QZ7»3@«A...~é- 393, EIQYIO™IQ '3 | 5O ®3, 5,4,
a,»a,af¥afasfta e
3,Ca8f%0af @a,na, 9355, 'enoec (8 %4+ 3@ «4.. . ¥5,EFQ YA, SI€Q %0 aR33Q®3,Caf%0af 3,13, 93

afeafaafy.d, 1a@ EI€Qa...~é—3¢+3,E3@ | 3€,3,<3,-3,'3,°3,»3,af¥afaf13,£3,Caf%0af@ 4,135,933 QBRI €
|OS Software Checkerd,’ 8v2,¢" 8@ ™a,«d @«a€ @x-ja@®afa,£aflaaf«af%oa @ «Cisco
10S3€%39Ya€ 10S

XE&,V2af-3f"3,!43,83,¢af 853, (5QYI@ 39 3€9°3€915.1(4M25,,3.13.89)3,'4.. ¥8S 4@ —3@HUIQ™:?

Check

af1af-3,0af«af 2@ 83€¢ a€@Cisco I0S
a,%af+af"3,13,83,C3@RAf@3,83ffa, AQ@«I@ IEQPCUOXRIRIQ F€QE« A »A,af¥afaf14,£3€,3@B®AY:
(a,pass)

FQNIQPYIQ ¢1Pan8i@0,13l+x€83@«IQPPRIQP IQPFiIQP«IQI,FIQ | 39,39%IQ™IEFEES é-
SIR &,T3%+x€83Q@®cU@PRZed,'dQ@«3, @3 3 @«3€ 3€@Cisco.com 3@® Cisco IOS

a,%2af-af a3, a,83,¢C af@a,8affa,«afa,’'ali¢" a@—ae  a€@[Impact Rating]

af%oafaffaf—area, \af2 afea, :af ae® [a,é6-"i% " Mediumi'a%o]

af€a,8affa, afedffa, a,"a,'a, affa@«a@—a@HI@™aE,

Cisco 10S XE & V5af+af 3,14, §3, ¢ &f%ifeafy.4 15~ Cisco I0S &,%afaf 5, 5,83,¢

APafaf s, 5O@RAFAFfAFEFE 59 «a@nie, 39 | 59 3€€Cisco 105 XE

5,%353F°3,' 5,53,CAQ®AFAFE1E, 5 «3; 25 5€ ' FEECisco 10S XE 2 Release
Notes3€ 5€ € SEECisco 10S XE 3S Release Notes3E@ 5€ 9 59 %39 V3 FEECisco 10S XE 356G



https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

Release Notes3€ €@ 3,'3€,¢...80 9—3 €@ | Q@I 339 ,3€,

&"1V8Cisco |0S

XE& Voafaf 4 '8, 83 CAf3A[oafY:4,116.9. 1 ¥E™M Q3P 83€ €3, Caffaf—3,°af-afhaf%oa @ «3€ 3, afzaf
I0S XE &,af*af*af%a," 16.9.1

A»¥E™MQI@«d,CAffAf—3,°af-af 143 %03 O ™A, A ARSI O EI9,5,3 3@ 3O €93, af7afuaf
3f03,03,»3f%3,"e | @&»93, eroed " 73Q™i, 39 3@ 3, 35385, QIO —IONIGP™IE,L; 43S =f..& +3
8, 1Af 78 V.8f Af©3, od »af34 14€,

3, @RrEA"OC" " a%a%<aQ "a...~ava@c™Mog;”

Cisco Product Security Incident Response TeamiVs PSIRTV.%03€p €€ Cisco 10S XE
a,%af-af"a,3a,83,Ca@83@"a@®e,1al+e€83, cn°a@™a, "3, a,'af—afa,naf”

53,3353 %03 @®E"8ce " 5,'0° QL 39 —39 |59, 30%IQO™IE»SIPRIQ 195, PICHIN"IO®E, 5, 2
5,313 %03 @ ES...~6—3€+3,Fi® ' 539,3,39 30,30 12f..8 136 3€,3,53€%36>3,"3€,

é@“é@@é,Céf%oéf@é,né,ﬂéfa§0§éa—|ae”2éé-é,CEéQ ' 3€,3,<8,Ta%+2x€83@B®x, (" 3@ «E-CaQP™E
Cisco PSIRT a@«a ,3€»3,%03, E3€ | 3€,3@3%3€»3,"3€,

8108

ae-@, T&/ta£85€ 3€€4a,3,3,331...6f 3983 ®3,»3,3f¥afafta £

313,53 5«3, 3QL5Q | (Vo8 393, EIQUIO—IOVEE,

G "3@®e,Ta%tr€83€¢ d€@Red Balloon Security ¢¢343€® James Chambers

x° @i arfa,pashaf@

5,8,08, 3F5F18,£5, 155 1Y%03@«8, 3OL3@ 5,30 C-3952reiIEH 5, EIQUIO—iOVIE 5950
Red Balloon Security ¢u3%43@«a,Ye-@3€,39Y3i@—3@%haQ™IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190612-i osxe-
corf

o' 1e", at¥ae

af @afna, afsas YA 8,»8, 3, -afsaf? 4,14
[6, T&V+oE85@RAQ,5,<e£123" @]
a@® [HTTP * 4o ~ omo n a s, o .
1.1 e, Ta/t+acE8a@ (Ea"ace " a@™3a,«e£12a"€@ | Fina

d,pafnif@Pae@®e ARSI YPPRR+°AB®S]
3,»3, a,-af83f%3, > &-°3a€,



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html#~stickynav=3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190612-iosxe-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190612-iosxe-csrf

af@afva, 3F5af

~

-/

5,8, 3, f8af°

1.0

R

a7z

a

..mé-afeafasia,’

a0¢" ¢ @¢,

aee-8, CAf%oaf @ 3,03, 559 ¢, 18: 98 %hiORE, IORIP IO—i® 19 29 QIIO—30 555,556
2003, Caf%05f 93,53, 5 5@®x].. & +t3@55, 30355, FOREC FP<E-CIO™S @2 Er I P4 £
59%IQOVIEDE, 5,550 20e3f%03, 3 ¥AfEFEF 5®AT.. 405,585 5 959 —F @ «an%ozey TH—5€

aae-4, Caf %oaf € 3,03, 94 a@®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1IP—3QYE 49 FE€QI ' (nUIYP TR
3Q"'3Q®3f%03,af¥af;55f d@®xS...a iéé_é€0§,-é,1é,3é£1/zé“0€10®é,"§f3§f%o§f: af143,93,'38 348+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



