Cisco Unified Communications Manager IM& P
Serviced€@ Cisco TelePresence
VCS3€©aeSa," 36> Cisco Expressway
3,-afa513,°598¢C°e° Qa9 3, E3QYa,paFfnaFa

&, ¢af%oaf € a,na, flaFraslD : cisco-sa CVE-2019-
H igh 20190605-cucm-imp-dos 1845

& @a...~é-c«e—Y¥ : 2019-06-05 16:00

aeeEg e ae-ae—¥ 1 2019-06-24 13:49

df @afvaa, afsasf 1.1: Find

CVSS3,4,%3,¢: 8.6

&76€¢¢- : No workarounds available

Cisco af€@4a,° ID : CSCvn00361 CSCvp51956

B—Yore e 3@«d, a ef..a 13 A€He?739«a, 3,<aZYR-13HOPEQZA...~a11 A ¢
Al
£1 el@

Cisco Unified Communications Manager IM and Presenceivs Unified CM IM& Piv/%0Servicea€€ Cisco
TelePresence Video Communication Serveri% VCSi%%03€53,"3€3 Cisco Expressway
3,-af235143,°3@®e, TaVi+r€83€«3,"3,53€ 9@ 1433, E3¢ 1 3€,d0° 3@, afafCafalf e "»e'fek...

G "aQ@®e,1a1+x€83@ F€QCU'ARSIQPRAfiAfCaf R"@a12003@«d HIYP™E A" 13%3QEI, QIO Q3
af—3afaf a,3af«i%"XMPP%4%0&2 @& " 14é ! Q@x+,3,/00%3%."4,-3,'aftaf 5@ «E€Q5;;a Q™I IQ"3Q F@«a,”
8,-815%@ @ "a@®e,Tal+tx€8a@«d %At a@™4,4,%afaf 4, |4,83,Ca, caffaf—aftafiaas a, afasrasy
Q"3 ®3,Caf%oaf€a,na,q éf"é0_é€oaeﬂié0®éfaéf3é,_é,“é,§gC°éa®éQ§éoééo%éé“"é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190605-cucm-

imp-dos

SOP8Y5" SEVAA" €

6, TaVateE83i@®a@,a,<e£%23" @
4Q"3Q®2,T3%+2€85Q®8121EY 5,89 —39'4,GQORIQ 3€Q2-aQ®E, 3,3 RE13"QaQ5e, TaYit:

. IM&P Service 8, a4 8@ —3QYafCaf @8, naf«a9 53, a@3afascaruar


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190605-cucm-imp-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190605-cucm-imp-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn00361
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp51956
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1845
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1845

3,¢a, a,»8,"1%"afaf2af1a," X8.1 1%z X12.5.21%%0¢" " 3@« a®33 -3, E3QY
Expressway a,-af*afla,°

o IM&P Service 8, dlac" a@p—a@YafCaf@a,naf«a€Sa, a@3afarcasuas
3,¢3, 3,»8,"1%"afaf2af143," X8.1 1147 X12.5.2%%0¢" " 3@« a®33 3, F3QY
TelePresence VCS

« Unified Communications Manager IM& P ServiceiVs éatae° 5@ ®af2a2a143, " 14%o0

&, t8/aE85@ EA™ a0 " 3@ ™a,«afafaf %3, 4 @«3@Pri€, i@ | 4@ €HIQ"IQP®I,Caf%oaf@ 4,13, 93]
8;Rafen 5@ 3, %af3°3,,5,83,Ca€ Q3@ ®A,»3, 4,-4f84f%3,3€.C..800—30 | iQQIQ 3030 ,3E,

IM&P Service 8, &/2.C" a9 —3@YaFCaf @3, naf«3€Sa, @35 afCafhaf" 5,63, 4,»3,"3€©E

Cisco Expressway 3,-3f2af143,°3€9%43€@Y3€ Cisco TelePresence VCS

d@8¢ AR3@3,(FiQ 39,3, 39 3QO0IQTIOA, (L QIP™IIP«IQP IEQPCR|COTEE..5€0
Web

af™Mafua,'a@®c®ice13,0af%a,;afuaf+3,83,03,'a@«afa,°8,0af 3@ —a€@[3,"aftafa,¢ 3" Statusiy
[AfI1Af<Af+4, 3, 0af %od, 3af Y Af ¥af <8, +Af YA, -Af 84f34, 1af taf Y43, ¢A,1 iYa Communication

Communications Status)] é,’é@,ae§ié@—é@\?é’%CEé€0l M and Presence Service

8, afaf afa¢®a€rna, cC°e*@aP—a@Puae™a€, IM and Presence Service

3,"af3Af af*a@Ea"ae aQ—i€QIQQIHOPRIEIQE

[@"a®Se,"a@ i Configuredia%o] 3@ ®3 3@ F€Q@eLf3"Qa@ ¢,Ta1+ta @83 Q9™3E,

8, TaVrac€Ss, 49 «a,"89839,39%3€,,30"39 3G ECC°* QIO 3, EIHYELLI"O

Q" 3@ ®3,Caf%0af@a,nd N33 Q®E, 18/aaES5Q A, 8,«e£ 123" @8,»3, 8,-af83°a@«& "e%%0d @ 3

3,1535@ 3€QIQ"I9®e,Ta%+r€83€9 & Cisco WebEx Messenger
OO 31%h+éY;3,/4759 30%30,30"3€ "3, QIO—30%IH—3OYAE,

76 éC-

5 "3Q®e,T81+2€839«d %3t AO™3 D 76Qic-3@ 3€,5,550%36>3,"3€,

an Qe

ac®xfx a@éa,%2afaf aq, a,84a,¢

5,-5153%8@ 30"30®3,Caf%af@a,03, 955« 1% a@ 4, E3@Ye,TaV+e€85€«d %at | aO™a,«,i
af@afina, 3f8ar’a€ " af-a,£afuaf@art

3»3ffaf 3@ «d NIQP—iQ | GORIQ;IO 593,539 NUIQ™MIE,IQQPIOBL, 5O Ta95, 13554, 5,85,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

Q%I VIEQPIOSA®C2E 3@ ES,1af3F 3, 4,85,¢5,aF€3, | 3Pafaf 143 %03 @8I @ @3, AOPRIQ €93,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

Caffaf—a,°af-af1af%oa@8a@™a€,c,ia, Ya@®a,»a,af¥afafta, £ a,%afafa,14,83,¢
CAffaf—aftafhaf 3«3, QL3 | €QIPSARCRE T Q«r-29—3€,5,3f 33, 4,85,¢
fO&,08,»31°3,'3€@&; 1,85 &,153f3f"3,!4,85,¢ 45, £afUaf@afE

»affaf A€ Q@a@haQYa@ afid, AfLafn af2afa, af8aF
3,C3ffaf—3&,°8f~af%haf%03@«d %IQP™a e O™ PIQPEa»"3,75€+3,F3,3Q"5@ 3¢ 3€,3,550%3€

Qn  an

a
a

8 58f+af 4,4 83, A ®3F, CAffaf—3&,°af~af 143 %03, enced 739 ™35,«653€«3@ 3€[3,5,"3,°39®F,»3,3]
Security Advisories and Alertsi%%o]

3333, 3984.. ¥ %383 95,<3,3,"3,°£1,8"@3Q®3, Caf%oaf 3,03, 943, a®3eeY (S, 3@ «39,C
a,%2af*af¥afna, afsafa, (C°*Qie9—ai@ | 9 QIQ 393 ,3€,

59,3953, QP 3@, 3€@45,Caffaf—a,°5f~afhaf %3 @ ™3, «affaf€a,13,'3@«a @@ ta@2af;afCa
Technical Assistance

Centerila"TACi%%o0a, 3@ —3@ Q3@ AY'(,3Q@—3€|3€,3,afjafaftarSasra,'af—afaf@a,nafe€asaa @

fVAf 818%C 4, '4@"a"0¢" 3983936, a95aB®Cxes"

M
m

84,13, 3é@<é,%og>'ae2¥é3%é...¥é@—é@VéQCE Cisco Service Contract

3,/89"8°0¢" 39,39V3i@ 39,30 39,39°39,3 3Q I€QPIONIQYIEQPA, LA 1LAT%0af 3f1hAFTE, E5F™
POS 3€<3,%04...¥2%0«3 @83 @ @39°3€,2 2@ 3@ a€@Cisco TAC

AQ«EELC|aO—A@ | 3,Caffaf—a,°af~aF1haf%0d,'d...¥r %o i @P—i@ | QP QPIO 33,3,
https:.//www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

G.i8, Y& CAf faf—4, °Af ~af V[ %oa@ B8 e+ ef 13" @3 985€,5, 59 "3@ 4,/e e /59—3€ 56,36V
URLG/4€@"¢" 2, 9i0@i€ d€°39,3€,

4 ®afexe a@safrafrasaa,’

G "a@®e,1a+x€83€@ €@ afafafaa," X 12.5.3 a»¥é™@a@® Cisco Expressway
5,-8f235143,°5€53,"53€3 Cisco TelePresence VCS 3€83;,®x£5€ 3, E5€ 1 3€,dQ%IQP™MAE,

Cisco Unified Communications Manager IM&P

59 EO159,50 30 QR3O IOCTIOME, GO IO FEQLO%EY"EO™E, RO 5, FIQY
afeafeafd,'a€«d,CAffaf—a,°af-af1%43f% 3 @™ I Q"3 "3,/30 5583, QIO —3 QIO ™AE,

Cisco Unified CM IM&P & fifVaf"a,t First Fixed
afia,  affafv.afeafeafvaa,t ReleaseiVs 8;@afi€a, Ea@Yrwe€d @a@®afafasfna, iy
10.5(2)

S 11.5(1) SU6 543439 Ya€ 12.5(1
3@ S3,3@33»¥3%0 @3 @B®AFAFEfAS, (1) @HIQPYIQ (1)

11.0(1) 11.5(1) SU6
11.5(1) 11.5(1) SU6



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

Cisco Unified CM IM& P & ffvAf" 8,1 First Fixed
afia, ,aftafy. afeafearv.a,* ReleaseiVs 8, @axfi@a, EaQ@Yr € @a@®afafasfna, iy
12.0(1) 12.5(1)
12.5(1) 8, T&Y/toeE 833 @ —

3, @e£A"OC¢" " 8%a¥<a@ "a...~av@Pc™oe;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%03€p d€@ee-a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,8, TaVtr€85€¢

8108

ame-8, 18/ ecE85@ 5€95,5,"5,35T...6F 39830 ®3,»3, a5 15,£
513, 5 59«3, AQLIQ | (Moo 593, EIQUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190605-cucm-
imp-dos

o' 1e", at¥ee

an
-
aYn

af @af1ad, aF5a s a7 &, »3, 7, -Af§af°

e, Tav/ata@EQ"dce " a@™3,<3,%af+af 3, 5,83,¢C| L .
1.1 e eam ey 1x o i . . dRaLxr"a@:a,2af+af a, | a,8a,¢C || Fin
afeafeasfia,'a€@  a;®axfaef...a 3,2 e-°a€,

1.0 E@DZa...~é-afafafna,’ - Fin:

a'0¢" ele¢,,

ae-4, Caf %oaf € 3,03, 94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP xQPOPI3IHIO—iY)| 5€53,53¢
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
a4, Caf%0af ©3,03, 35 @®e "8;°81.. 4059 «6-C 3O —3@ ' &f..8 +é..94:/39® URL

3/ CRQPCYIQ—ICQIQ IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYE 49 F€QI ' (nUIYP TR
3Q"'3aQP®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@a,3,'3,°eL13"QAQP®A, afaf%0af| 3f143,93,3 3464


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190605-cucm-imp-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190605-cucm-imp-dos

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



