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Mediu n¥0190515-nxos-cmdi nj-1774-1775 1775
¥ @Qa...~é-c@—Y¥ : 2019-05-15 16:00 CVE-2019-
éf@é.f%é,,éﬁéﬁ 1.0 : Fina 1774

CVS&4,14,%4,¢: 6.7

&76€¢¢- : No workarounds available
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CSCvi99197 CSCvi92256 CSCvh75976
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5,73, 4,'af—af3,03f 3@ Er @ASYIO™E, 3@ IEQR"»R'FEE€. .39 > e %I 3, FIOY%' e ©F, 3]
5,-8,aftaf 3@8arrae, QIO DA 3af73F3 8 %03, d®YE|EI P83 €©35,<3," 30139 «39%3,55Q%IO™AE,
®"»x'fe€.. 39 20%0d5 5@ (RicOTEE. . 3Q®& e aef...d +3QE36"3,ES, %03 ®e, 13%+2€85,'5,€

§,-8153%6¢ 3€"3,(E3,%0a@®e,Tal+xe€85€«a 3%at|a@™a,3,%%afaf 3, 14,83,¢
a,Caffaf—aftaflhaf a, > @@ aI»aQ@—a@ | 3@,3Q%IQ™AE,
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59"3,E3,%0a@®e, Tal+tar€83€ Cisco NX-OS
3,%.3f+af°3,!4,83,C3@®,Ta%+3@ 553 13,"3, @Y EIQ™E,4 3@ 3»¥4 A@®F,3,"3,°£1,5"@

« MDS 9000 3, -3f2afY.3,° af 28f «&f @af-a,nafa 3,'3,naffaf @

» Nexus 3000 & -af%af%.4,° 4,14, oaf faf &

* Nexus 3500 af—af©af faf af-a ©afv.af &'a oaffafe

* Nexus 3600 af —afOaf faf afa ©afv.af a4 vcaffaf€

» Nexus 5500 &f—af©af faf af+a Oafv.af a4 oaffafe

* Nexus 5600 af —afOaf faf afd ©afv.af a4 oaffaf€

» Nexus 6000 &, -af%afv.a,° & 14, caf faf &

» Nexus 7000 &, -af%afv.a,° 3,18 caf faf &

* Nexus 7700 &, -af%afv.a,° & 14, caf faf &

o 3,18 ¢Af38f%od, CAfaf3 NX-OS &f Caf Va8f %€ ® Nexus 9000 3,-af2af%a,° a,"a,naffaf@
« Nexus 9500 R 3, -af24fY.4,° 4,15, vaf faf @afa,° af—afOaffaf af-a,0af1af

8, Ta/atae£85€ (EQ"dce "a@ ™4 « Cisco NX-0OS §,%afaf"4, | a,84,¢
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» Firepower 2100 &, -af%afv.a,°

» Firepower 4100 &, -af%afv.a,°

 Firepower 9300 &, »8, af ¥af%af 1 £ & ¢af—af ©4a, od, ¢af3a,*

* Nexus 1000V Switch for Microsoft Hyper-V

* Nexus 1000V Switch for VMware vSphere

 Nexus 9000 &, -af24fY.4,° af 3, jaf—af%4f fa, 5,14 oaf faf @14 a,Caf—afea,+afa, afsaf
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« UCS 6200 § -af°afY.8,° 8f -8, i8f -8f6f &~ & odfa cAfY.48,%af @43, af

* UCS6300 & -af°afY.8,° 8f -4, i8f-8f6f fa & odfa AfY.48,%af €48, af

« UCS 6400 &, -8f%if 4,0 8f *4, i8f—4f%8f f4,~ 8 ndf 4 (AfY.A, %af @3, af
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353,33 CVEID

39«3, 3QLIQ | 59,0, TaY+2EEIQRIQPYE, QIGBLOXE,"0£13"948, (3@ —3@YE, i QPRIPEIQO ™

a,).af-af"a, | a,8a,¢ a,°afzaf>af%o
a,nafa, 3,83, af'e,taltae€siv CVE-

2019-17791%%0

&,»8, AfYafeafta £ FP 4100/ || MDS9K/ N1000V [[N3K/N3500/[ N3600/ N5500K/ || UCS 6200/
&, Caf%oaf €a,=a, 9as 9300 N7K/ MSVM ||N9K-NXOS|| N9500R N5600/ UCS 6300
N77001 N6K UCS 64007
Cisco NX-OS 8, V24feaf "4, '3, 84, ¢ N/A CSCvj63728 ||CSCVk52969||CSCvj63877 ||CSCVk52988|[CSCVk52972||[CSCVk5297"
&, 38f 28f 5[ %o CSCvk52985((CSCvk52971
& 0af3a, 8 88, af e, t&Y/aaek8iYs CVE-
2019-1735iY9%o
Cisco NX-OS 8, V24feaf "4, '8, 84, ¢ N/A N/A N/A CSCvh20032{|{CSCvj00299 ||N/A N/A
Af©F 0af3a, «&f Y.af %o 8 3Ef ZAf38f %o
& 0af3a, 8 88, af e, 1&Y/aaek8iYs CVE-
2019-1769iY/9%o
Cisco NX-OS 8, Ys4feaf "4, '3, 84, ¢ N/A CSCvh758671(|CSCVvi92240 ||CSCvh75958|[CSCvi92239 [[CSCvig2243 [[N/A
&, 38f 28f38f %o CSCvk36294|[CSCvi92242
& ndf3a, 8838, af e, Ta/atakSiYs CVE-
2019-1770iY/9%o
Cisco NX-OS 8 Vzaf+af 4,4, 84, ¢ N/A CSCvh75895 ||N/A CSCvh75968|{|CSCvi99195 [|[CSCvi99198 ||N/A
&, 38f 28f 5[ %o CSCvh75909 CSCvh75976||CSCvi92256 ||CSCVi92260
& 0afs 4 84 af e, tal/saksivs CVE- CSCvi99197
2019-17745€€ CVE-2019-1775i%%o0 CSCvi92258
Cisco NX-OS 8, V24f+af 4,3, 84, ¢ N/A CSCvh20081 ||N/A CSCvh20076{|CSCvi96429 ||CSCvi96432 || CSCvige433
&, 38f Z8f35f %o CSCvi96431
5 0af3a, & 88, af e, t&Y/aaeesivi CVE-
2019-1776iY%o
Cisco NX-OS 8, V24f+af "4, '3, 84, ¢ N/A N/A N/A CSCvh75996(|CSCvj03877 ||N/A N/A
&, 38f Z8f35f %o
5 0af3a, & 83, af e, t&/aaee8ivi CVE-
2019-1778iY%o
Cisco FXOS 253, 3€> NX-0S CSCvj00418 [|[CSCve51688 |[N/A CSCvh76126{{CSCvj00412 [[CSCvj00416 ||N/A
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&, Caf%oAf @4a,na, faf 9300 N7K/ MSVM [[N9K-NXOS|| N9500R N5600/ UCS 6300
N77001 N6K UCS 64007
Cisco NX-OS 8 VsAf+4f 4,4, 84, ¢ N/A CSCvj63728 ||CSCvk52969||CSCvj63877 ||[CSCvk52988|([CSCVk52972||{CSCVK5297"
&, 38f ZAf38f %o CSCvk52985({CSCvk52971
& oafs & 88 af e, t8/aaksivs CVE-
2019-1735iY9%o
Cisco FXOS 53,3 NX-0S CSCvi92332 [|[CSCvin1440 |[N/A CSCvi01431 ||[CSCvi92326 ||[CSCvi92329 [|N/A
3,334, 4,84,¢ &,33f23F35 %o CSCvi92328
3,1af%3,,5,83, af e, taltae€si CVE-
2019-1780i%%0
Cisco FXOS 453,36 NX-0S CSCvi96527 [|[CSCvi01448 |[N/A CSCvi01445 ||[CSCvi96522 ||[CSCVi96525 ||CSCVi9e526
3,%.af-af"3,'a,83,¢ &,3323F33f%o CSCvi92130 ||[CSCvh20389 CSCvh20027|{CSCvi91985 |[CSCVvi92128 ||CSCvig2129
3,nafa, 5,83, af e, taltae€si CVE- CSCvi96524
2019-17813€€CVE-2019-1782i%%o CSCvi92126
Cisco NX-OS 8 V-Af+af 4, 4, §3, ¢ N/A CSCvi422811 ||N/A N/A N/A CSCvj03966 ||N/A
&, 38f ZAf38f %o
& naf3a, 883, af e, Ta&/ataksiYs CVE-
2019-1783i %0
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2019-17841Y9%o
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& 0afs, 4 84 af e, tal/saksivs CVE-
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3,%.af-af"a,' a,83,¢ a,2af2af3af%o CSCvk30761{{CSCvh66219
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3,>3ffaf 3«8 %IP—39 ' IORIG;3Q 363,539 UIO™IE,

GO PIO®I, 391393, 1L3f4f35,5,85,¢

3,Caffaf—3a,°af~afhaf%od,'a,nafa, af afhaf«SE€QAFES, | 3aF 3143 %A @™ AEQPIQUIPVIO FEH:
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https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
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5, CAfFaf—a,°af~afhaf%o3 @SI@™IE, ¢,i8, Y@ ®3,»3, A Ef14,£ 8,:3F55°5, 15,55,
5,CAffaf—aftafUar 30«3, 3QL3@ | QISR RE 3P «r-"a9—39,3, 1355, 15,85,¢
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5,CAffaf—4,af~afhaf%oi @ «d %haQP™E e OEMPIQEi»"a /5443, E5, 39 39 50 30,3,550%3

8 Yo8faf 4,8, 88, CA@ @3, CAffaf—3a,°af 8143 %03, enced " Z3@™3F,«653 @« 3€€ Cisco Security
Advisories and Alerts

AfSAfYV.E A€83.. . ¥e%o Q8@ @a,3,3,'3,°f1L3"@a@®3,Caf%oaf @A, 03, 933, a®3eeY(S, 3P «a@,C.
3,%,3fafYaf 143, 31838, cC°* Q9 —3IQ | 3O QIQ 39°39,3€,
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a,%.afaf a, a,8a,¢
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M DS 9000 &, -3f24fY.8,° Af 28f «&f @aF-3,nafn &,'3,05FF3F Q%48 CSCvh75895 5653, 36>
CSCvh75909
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5€83,”3€3 CSCvh75976

Cisco NX-OS
a,%%8f+af"4,)a,84,¢
afaafaafvaa,t
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?'?532[4 . 7.0(3)14(9)
8,78,S4,, %0 @

7.0(3)14 7.0(3)14(9)

7.0(3)17 7.0(3)17(4)

9.2(1) 8, T&V/tceE 853 @ —

Nexus 3500 Af—AafOAf fAf 4f+5, OAfvAf 3 4, oaf fAf@i%s CSCvio197 4653, 363 CSCvi92258

CiscoNX-OS (5€“a8,E3, %03 ®8, Tal+te€sdQP«d %IQP™a, i 9aQPBi;Pefr " a€ a3
8, /Af~af 4,4, 84, ¢
Afeafearyaa,t
6.0(2)A8
. 6.0(2)A8(11)
8,78, S0 @
6.0(2)A8 6.0(2)A8(11)
7.0(3)14 7.0(3)14(9)
7.0(3)I7 7.0(3)17(4)
9.2 8, T4/ o853 @ —

Nexus 3600 &f—AafOAf fAf af8, OAfYAf & 4 caffaf@a€Sa, 363 Nexus9500 R & -Af24fY.a,°

5,1, naffaf @afa,°

af—afoasfaf afa,0afuaf : CSCvi99195 4€5a,~a€3 CSCvi92256

Cisco NX-0OS
a,%%8f+af"4,1a,84,¢
afeafeafyvaa,t

39"a,Ea,%0a@®e, Talte€8aQ9«a %IHP™a «rRE€A"QIPRI;Refr @ afa

7.0(3) 7.0(3)F3(5)
9.2 8, TaY+aE859 3@ —

Nexus 55005€€56003€€6000 3,-afaf%3,° a,'a,0aFFaFf©i1%S CSCvi99198 54€53," a3

CSCvi92260

Cisco NX-OS
a,v%af«af"4,1a,84, ¢
afaafaafva,r

4@"a,(E3,%0a @ ®e, Ta%te€aP«a %#AQP™a e QIPRI;PREfR,"aQ:afE

7.3 8% @

7.3(4)N1(2)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh75976
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi99197
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi92258
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi99195
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi92256
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi99198
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi92260

Cisco NX-OS
a,v%af«af 4,134,848, ¢
afaafaafvaa,t

4@"a,(E3,%0a @ ®e, ta%te€aP«a %#AQP™i e QIPRA;PREfR,"aQ:afE

7.3

7.3(4)N1(2)

Nexus 7000 453, a€> 7700 a,-3f°af%a,° a,'3,naFffaf€@ CSCvh75895 5€5a,”3€° CSCvh75909
CiscoNX-OS (36", (Ea,%0d @ ®e,, 1a%+e€sae«d %IO™a, @e€d" @aOP®a;Pefe, 36 :af8
8,48 +4f 4,4, 84, ¢
afeafaaryaa,t
6.24°5S8%.€¢  ||6.2(22)
6.2 6.2(22)
7.2 7.3(3)D1(1)
7.3 7.3(3)D1(2)
8.0 8.3(1)
8.1 8.3(1)
8.2 8.3(1)
8.3 8.3(1)
é-CéELxf...a

Cisco Nexus 3,18, vdf faf @ 3 @ «re€é@Oa@° Cisco NX-0OS §,%%af-af 3, | a,83,¢
afiafrasad, @ ®axe+°a®3aQ@«Ee-C39—a@ | 4, paf@aflhaf a@Ea;...6 | QIO 3@ 3@ IE€QI»YA IO
5,Caf%0af 3,13, 93°3€83,°3,Se-"39 —3€,35 543, 4@ Tel 3Y 3+3, 3 | 5€,5,4 39736

Cisco MDS &, -&f%if.4.° 8,18 oaf faf @

VMware 8€'3€' Cisco Nexus 1000V 3,'3,n3ffaf€

Cisco Nexus 3000 &, -&f2%f -4 °a€Sa,"3€@° 3500 &,-8f4%3,° 3,'3,n4ffaf @

Cisco Nexus 5000 &, -af2afv.a.° 8,14, caf faf €@

Cisco Nexus 5500 8f—af©af faf af-a8. ©afv.af 8.8 odf faf €

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 &, -af%afy.a.° 8,14, caf faf €

Cisco Nexus 9000 &, -af%afv.a.° 8,14, caf faf €

ACI af¢afYaf%.a€® Cisco Nexus 9000 3,-af2af1%a° 3,'3,0affaf@

Cisco UCS 8@ «e0=€é©a€? Cisco NX-0OS §,%af-af"a, | a,8a,¢
afafeafud,a@®cC @ iP«é-CaQ—a@ | a paf@afhaf a@Ea;..c | QIO 3@ 3@ acQ@affaf@a,n
BfZaf%af 3@ «@” "e1%oa 3, EA | 59,8 ,Z " 3¥ aFEF A1, A€ «E-CAQ™E, %0, AFYESEEF A, 8¢


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh75895
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh75909
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html

4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%oaf€@a,nd aff @« "e%%id@ 3, Ei€¢ | 39,3, Taltet

8108,

5Q'3Q®, T3%+2€55@ a€95, 3,333, .6f 5953Q®E, 3, aftAf §»3,aM¥aFEf14,£
313,15 59«3, 3OL3Q | (Ve 393, E5QUIO—IOVEE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190515-nxos-cmdinj -
1774-1775

g 18" d+¥ee
%ﬂ
Af @aF1sd, aF5a 5 YA a,»8, 3 Afsafe | &41aftafva ¢at|  Date
1.0 LOD7A...~6—AFEFEF 1S, LG 0%0” 2019-May-15

d'C¢" elO¢ .,

a4, Caf%0af @ 3,03, 35€ ¢, i3, 98 %I93, i0Ri0 10—3i0 10 0 QiwiIo—i6 53653 55¢
20e-3,Caf%03f 94,13, 3P ®%f...8 13953, 59558, aQ®a (" 3@ E-CTH™E @2 Er» QPB4 €
5OUIOYIEDS,3,"3,25€ 0e-df%od,af¥afiafaf 3@ ®AT...4®'5,3°°4'SA 5@ —3 @ <% 3P —3a€
aae-3, CAf %odf 3,03, 5P @® " "8;°81.. 40 5@ «6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CeQCYIQ—IfQPIQ («IP®E»(2%%0d,, 2, 33, 2-1IQP—3QYa 49 QI (nUIYP TR
3Q"3QP®af%0a,af¥afiafPaf d@®xf...d ta@ 3€@3,3,"3,°eL13"QAQ®A, afaf%0af| 3f143,93,'3 3461


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190515-nxos-cmdinj-1774-1775
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190515-nxos-cmdinj-1774-1775

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



