Cisco Firepower Threat Defense
a,2af+af " a, 4, 84a,¢ a,3afzaraf %o
&, 08f%, 4 88, Af e, TAY/ctoees

5, Caf%oAf € &,na, 95 aF%ID : cisco-s=  CVE-2019-
M edi un0190501-frpwr-cmd-inj 1709

&9a...~é-«e—Y¥ : 2019-05-01 16:00

af @afvaa, afsas 1.0 : Fina

CVSS3,14,33,¢: 6.0

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCvm14267

oY 759 «d, a «@f...8 1P A€Pe TP «d, 8, AlYR-1aQ9REQZA...~AN P4
N

%1 el@

Cisco Firepower Threat Defense iV FTDiV4%o3, Yoaf «4f "4, 14, 85, ¢4@® CLI

3Q®e,tal+e€83€ 3,33f7aF33%o0 é,ﬂéfa'é,iéﬁé,_é\f'\
®"»x'f3,'e|FaQ@Te° @ %A@ 3, EFQYIEQIFafUA «Ifcr"»R'fEE..5/8€ efLa@«aO™35,3€ f/reEs,

é@“é@@é,,’ré%iae@éo_%@é...¥é§>é@«é_%éQTMé,é,Qé@@éATéQaaeuoeé"%§0<<ép-é> d@—a@3a
ae”»ae’fé€...éé_g%&é®§é®®é,3éﬁéf3§f%oé0®50V5,050®é%-ae-°é0<<é,3éﬁéf3é.f%oé,’é,néf3é,,é,§é,
a,’” é,_é,1éf—éfé,néféé«ae“éé§Vé@“"§,<§0 "AEQ@r"»x'fe€..53€ root
ae"©é”"0é0§§,3éfiéﬁéf%oé,’é®VéiCEZ\Q§§00§,<é0_éf1/zae€§é0@50,5,550%50“"5&

§,-8153%6¢ J@"'a@®e, Tal+txe€sd@«ad %at|a@™a,d,%Rafaf" 3, 4,83,¢
3,caffaf—aftafuaf a, afeafeasis, a9 —aehie—ieYaE,

dQ"'3@®e,TaV+r€85@«a 4at! é@“"é,ééé@gg—éO_éé,é,ééé%ééé,“éﬁ
ﬁ@"é@@é,Céf%oéf@é,ﬁé,ﬂéfaé®_§€Qae-|i§0®§fa§f3é,_§,Aé,§gC°éaQE§Q§§QQ§Q%§QTM§€,
https://tool s.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20190501-f rpwr-cmd-inj

e©23Ys" efvd" €@
&, AV L83 @®a@,a,<e£%-3" @
5@ "a@®e,Ta%+r€83€¢ Cisco FTD

3,%af-a°a,!3,83,Ca@®¢e, 1a%+a@afaa5143,"3,a®Ye|Ea@—3€ | 5€,3,<3,°3,"3,°0£13"@a@«a Vst
&f..d td@«é-(39—3@ 3@ Cisco iQOIQPRIGP«IHPri©,3€ |3O® FTD


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-frpwr-cmd-inj
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm14267
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1709

3,555, 14,85,
AFEFaFAa, @ Ee,13%13983 9,5, O GEQIP GODE, Caf%oaf 3,13, 1555 Q Oa Ratfar 59,8, 1541

Cisco FTD &, Y4if+af 4, 4 §4, ¢ &f°afoafv.4, 4@ ®a =¥

aftaf€a,na,'3@83®VYe|(ES 3€® Cisco FTD &,%af-af 5,!45,83,¢
3f3f2af148,'8,cCO°QAP™I AP VE, QIO IEQ RO TRE. 3O aftaf@a,nd, 3 «df3,°8,na 5@ —a
a€8 show version

8,38f 78f38f %08, & A —a€ | 3,237 83 85 %03 @ ®31°85>3,'3€),C.. 83 PBIQ @I O UIO™AE,
aftaf€a,na,'a€C Cisco FTD &,1.3f-4f°4,! 4,85,¢ afafaf1a," 6.2.0

3,80V [Fi@—3€  5€,3,4 30 3€93,3373 a5 %03 @ ®E1°85 8% @ 2-j3P®3, 3O TaH«595,°

<#root>
>

show ver si on

Model : Cisco ASA5525-X Threat Defense (75) Version 6.2.0 (Build 362)
UUID : 2849ba3c-ecb8-11e6-98ca-b9fc2975893c

Rules update version : 2017-03-15-001-vrt

VDB version : 279

&, taYree€8a, 4@ «d,"89839,39°39,30"39 49 ECC°e 9aO 4, EaOYeLa"§

33O ®3,Caf%oaf@a,na, 93 3@ ®e, TaY/toec88@EA e dQ@™Ae£113" @AW ®E »&, 3, -af 8af3a@«af

88,1439 83 @ €QIQ"'aOP®e,Ta1+e€83@ € Cisco é@Oa;0037<,»3,af¥afafta,£
3,C3f—af03,13,¢a53, 11 ASAIYi%03, V2af 453, 1 5,88,C 3@ «8%4+éY;3,/8 9559 %39 395,303

D76 éC-

5O"IQ®, TaVitRESI Q3 %t Q™I D IQi-5O 50.3,550%3€:3, 3,

a,®afx"d@¢a,2afaf a,,4a,8a,¢c

4,15,%5€ 39 "3Q®3,Caf%03fQ 3,13, 35«2 "e1%0a @3, E3QYe, 13%h+e€83Q«d H4at AQO™aE,C,]

,Caffaf—aftafhas a, '@ @a¥ie@—a@ 3€,39%hIO™E,

39Sa®C28 3@ ES,naf%E, af afhaf«3Q—a9YE,55,1aFQAFAF S, 8 Q—3@'aOVE,55 9859 95, OB
af@afina, 3f8afa€ af-a,£afuaf@art
3 »3ffaf 3«3 %IQP—3Q 1QBRIP;IO 393,539 UIY™AE,



3O VIO0I, 39133, 13f5f5, 5,55,¢
3,Caffaf—a,°af-af%af%0a, 3,038, \aF afhaf«SEQAFES, | AP AFAF1hEF %03 Q™A GE QIO UIOVIO FED:
5f03,08,5>3P3, 59 P2 @6 .. QAU 'IOTIO" IO 10O T2, 0i0—30Vi0 50 16«360%5,550%:

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3ONIQVIEQPIOSI®C2E 3 ES, 1LafaF 8, 4,85,¢5,af€5, | 3afaf 143 %03 @8I @3 A OPIQ 3€Q3,
6€33 3€Q39"3, T3 a»¥3%0 @34, . YaP—3@Va, 1haf-af 5,583, Ca@@afiarartarsasrs,’
8,Caffaf—3a,°af~af1haf%o 3 @83Q@™AE, ¢,id,YaQ®E,»3,aF¥afaf14,F 58,5454 "4, 4,83,¢
5,Caffaf—aftafuaf 3«3, dQLIQ | FEQIOSEP( 28 3P -39 —3€,5,23faf5,15,83,¢
3f03,08,»3133, 36 @&, 138 &,1.3f-5f "4, 4,85,¢ af+3,Fafuaf@afE

a,»>3ffaf € Q3O NIGYIO afia, AfLafY af2afa, AF8af
5,Caffaf—a,°af-aflafthod@«d %IQ™i e OE™PIPEs»"575€+3,F5,5Q"39 36 3€,3,550%3€

a,-af+af 4,13 83, ¢a@®a,caffaf—a,°af-afhaf%oa, sencee’ 739O™3,«6539«3€@ A€EQCisco Security
Advisories and Alerts

AfEAfYVE A€8a.. . ¥e%oa@8iQ@a,3,3,'3, 13" @a@®3,Caf%iaf@a,nd 955, a®3eeY(s, 39« @,C.

a,%2af*af¥afa, afsafa, (e’ Qie9—iQ | QP QIQ 393 ,3€,

59,3953, QR 3@ 3, 3€@35,Caffaf—a,°af-~af1haf%oa@™a,<aftaf@a, 13, 5@« @ @3 Ta@afiafca
aex" ZaQac;, dQ«aQrie,i@ 3@ d€@Cisco Technical Assistance
Centeri%"TACi¥%%o3, 3@ —3Q@3€ a¥'(, 30— | 3€,3 afarartarsara,
3f—afaf@3,nafEafhi@ 3955 939,595,030 30030 303 ,3€,

8, ffvAaf a8¥ ¢, 4, 49"a"0¢" " 49839?3€,305a0Cxes"

a,-8,18,%a€<a,%00¢> RZ¥e*%A. ¥aO—3@Yie(E3, 5,556 P35, pafhafa’'a¥'c,a,'a€e"a"oc"” 5©,30Yi¢
AfMAFPAFEAS 143 €p<a,%02%144.. Y3 QP —3QYIQTS;®efr 3€:3,153f33, '3, §a €3,83144...¥4...”" 3€<3,%o:

TAC 3@ «E€£cpia@—a@ | 4,Caffaf—a,°af-af1haf%od, a...¥e%od@—i@ | QP I@ 3939 ,3E,
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

C.id, Y3 Caf faf—a, °af ~af Vaf %. 5@ ®a %e+|e£1/z°”0€1Q§é@,§,<é@“é@"é,’é"%ae?é@—é@:50,,50\"(54
URLG,/'4€@"¢" 2, 9i0@i€ 4039 ,3€,

a'®axfer " a@iafrafrastaa,’

iQ"aQRE ..aQREO’AN"IO™MA ] FQ«CrIQP™ME, i QT1IQ«IEQEQOI T3 Q35 af1a, 'a@«a,Caffa
Ea@®aftafhaf-af«3€@83€ €@a- 3, «afOaf 3@

Ciscod,af-af"a, | a,8a,cafeafafna,'a, afa, af a@—a@%ua@™a«,

$QI9P®I"—3@ afafara, 3@ Fie ie®e,13%+x€55QRIQPYI, QPIQPB®I;PxLIQP Fi@P«39%a,E
a,Caf%odf€a,na faffa@«e " e¥%oa @ a,Ea <

&, Ta%+e€85€<3,%03%216Y: 3, 8@9—3Q'3O™3, 3@ A QO0IQPTIQ I HP—3QHIQ™IE,



https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

Cisco FTD 3, Y/4f+af"4,14,83,¢

CiscoFTD &%2Afeaf'a,,188¢|_ ., . . .. I e o = ax fax Ery =
AfeafoafYa,L i "aQ®e,1a%1+e€339RAHPYE, QaHPrL ¥ " afafafla,’

6.0 6.2.3.12

6.0.1 6.2.3.12

6.1.0 6.2.3.12

6.2.0 6.2.3.12

6.2.1 6.2.3.12

6.2.2 6.2.3.12

6.2.3 6.2.3.12

6.3.0 e, Ta/aL83e 3 @—

6.4.0 &, ta/+ L85 °3 @ —

Cisco FTD

8 14Af+8f 5, 15,85, CaQ ®3; Pef @, 5@, 33513, 56«3, C affaf—a,°af-3fh3f%03 @ ™3 IOV, @39 «FE

Cisco Firepower Management Center

1V FMCIY %89 ®&Y2,C" 50«3, 39 L39 | (RicO 1393, E3,Af1af 95,13, 59«19 —30 5 5

FMC 3,03f%3,;af1af+3,83,03,'3,/8%:¢" a@—a@ | 4«3€+39,3€,

3,0af%3,'af afhaf«3 @ EA®EA°TaQ@™a «a%EE€QE,Ca, a,»3,"3,35F3af afafhaf«
af@afa,-afkd,'at @eQoOc"  dQP—i@ | 3«3 @39,3€,

Cisco Firepower

aftaf€pa,pa,'afzaf@afua, afEiva FDMi1h%03 @®aVzi¢" d€p«3," 3 @L£aQ | (®ic@Ta@-a,(ES aftafQ
FDM 3,0af3,;af%af+3,83,08,'3,/a1¢" " d@—a@ | 8 < 39+39,3€,

3,035%3,'af afhaf«5 @ EARES 1@ ™5,«a%EI€QS,C3, 8,»3,'3,28Faf afaf14af«
af@afa,-afud,'at @EéQoOC" i@—i@ | 8,3 @39 ,3€,

3, @eE£A"OC" " 8%a¥<a@ "a...~avh@Pc™oe;”

Cisco

Product Security Incident Response

TeamiVs PSIRTV%:8€85€ a€@ae0e-a,caf%oaf@a,nd fafd@«e” "e%%ia @3, E3@ | 80,3, Talte€

8108

ame-8, T8/ eE85@ 5€5,5,"5,35T...6F 3@ 85@®3,»3, af¥aFEf14,£
513,53 59«3, AQLIQ | (Ve 593, EIQUIO—IOVEE,

URL



https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190501-f rpwr-cmd-inj

o' 1g", At ¥ee

%ﬂ
af@afa, aFsas Fas7 &, »3, 3, -Af8Af3 | & aftarva, AL Date
1.0 L Q74..~b-afafafha, B0 CIL%0” 2019-May-01

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8; 98 %iO®3,I0RIQ 10—i0 i9 ' 29PiHIO—ie 555 556
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,5,"3,°3€ 20e-df%0d,af¥af;afPaf a@®AT...8@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aa0e-8, Caf %odf € 3,13, 93fPa@®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—IfQPIQ («IPB®E»(2Y%0d,, 2, 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
dQ"aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-frpwr-cmd-inj

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



