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Manageri¥s ASDM V%ol

Cisco ASA a0V éf 2 8, T&V/+rocE8a@PPRAQP efe€83@ EIH,a,<€ aABS
: . , http server enable <port>
Adaptive Security Device

http <remote_ip_address> <remote_subnet_mask>
<interface _name>

webvpn
AnyConnect SSL VPN i
enable <interface_name>
http server enable <port>
Cisco Security Manager! http <remote ip_address> <remote_subnet_mask>

<interface_name>

5, Af©4 ud, Cafaf &f -5 SSL
VPNiv4 WebV PNi%o

webvpn
enable <interface_name>

IKEv1 VPNiVs afeaf cafyaaf
5 05 3 »3 15€53," 5> LAN-to-LANi%%o

&Y Zae 8f ™MEfYE, QB Qe a8, aVic"

crypto ikevl enable <interface_name>

crypto ikevl policy <priority>

authentication rsa-sig

tunnel-group <tunnel_group_name> ipsec-attributes
trust-point <trustpoint_name>

IKEV2 VPNIYs afaaf ¢afvuaf”
5 65 3 »3 15€53," 5> LAN-to-LANi%%0

&VueE Zao 8f ™MafYA8, 6@ B Qe 1ha, 8% "

crypto ikev2 enable <interface_name>
tunnel-group <tunnel_group_name> ipsec-attributes
ikev2 remote-authentication certificate
ikev2 local-authentication certificate
<trustpoint_name>
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enable <interface_name>
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webvpn
mus password <password>
mus server enable port <port #>
mus <address> <mask> <interface_name>

webvpn
Proxy Bypass
proxy-bypass
REST API1 rest-api image disk0:/<image name>

rest-api agent

SSH 4, ¢4, 3, »4,12

ssh <remote _ip_address> <remote_subnet_mask>
<interface_name>
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AnyConnect SSL VPN 1&@2

webvpn
enable <interface_name>

& af©a x4 cafaf af-a* SSL
VPNi%/s WebV PNi/9602

webvpn
enable <interface_name>

HTTP & fif V48f“ 8, 15€p Eaece%o0a S 35€ €4

http server enable <port #>
http <remote ip_address> <remote _subnet_mask>

<interface_name>

crypto ikevl enable <interface_name>

crypto ikevl policy <priority>

authentication rsa-sig

tunnel-group <tunnel _group_name> ipsec-attributes
trust-point <trustpoint_name>

IKEv1 VPNiVs afaaf cafyaaf”
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EVas a0 Af MAfYE 1@ R Qe 1, V"
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crypto ikev2 enable <interface_name>

tunnel-group <tunnel_group_name> ipsec-attributes
ikev2 remote-authentication certificate

ikev2 |ocal-authentication certificate
<trustpoint_name>
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ssh <remote ip_address> <remote_subnet_mask>
<interface name>
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<#root>

ciscoasa#
show version | include Version

Cisco Adaptive Security Appliance Software Version 9.9.2.18
Device Manager Version 7.4(1)
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show ver si on

Model : Cisco ASA5525-X Threat Defense (75) Version 6.2.0 (Build 362)
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Rules update version : 2017-03-15-001-vrt

VDB version : 279
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