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Cisco Adaptive Security Appliance Software Version 9.9.2.18 
Device Manager Version 7.4(1) 
. 
. 
.
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ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£
ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco
TAC ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®é …ã�®è©²å½“ã�™ã‚‹è¡¨ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é�©åˆ‡ã�ªãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ä»¥ä¸‹ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�«ã‚€ã‚³ãƒ¬ã‚¯ã‚·ãƒ§ãƒ³ã�®ä¸€éƒ¨ã�§ã�™ã€‚ã�Šå®¢æ§˜ã�«ã�Šã�‹ã‚Œã�¾ã�—ã�¦ã�¯ã€�ã�“ã‚Œã‚‰ã‚‚è€ƒæ…®ã�—ã�Ÿã�†ã�ˆã�§ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³å…¨ä½“ã‚’ã�”ç¢ºèª�ã��ã� ã�•ã�„ã€‚

cisco-sa-20190501-asa-csrfï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ •

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-csrf


ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ç™ºè¦‹ã�•ã‚Œã�Ÿã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆ ãƒªã‚¯ã‚¨ã‚¹ãƒˆ 
ãƒ•ã‚©ãƒ¼ã‚¸ã‚§ãƒªã�®è„†å¼±æ€§
cisco-sa-20190501-asa-frpwrtd-dosï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Cisco Firepower Threat Defense 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® TCP 
ã‚¿ã‚¤ãƒžãƒ¼å‡¦ç�†ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

cisco-sa-20190501-asa-ftd-dosï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Firepower Threat Defense ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® 
WebVPN ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

cisco-sa-20190501-asa-ftd-entropyï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Firepower Threat Defense 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ä½Žã‚¨ãƒ³ãƒˆãƒãƒ”ãƒ¼ ã‚ãƒ¼ã�®è„†å¼±æ€§

•

cisco-sa-20190501-asa-ftd-ike-dosï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Cisco Firepower Threat Defense 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® MOBIKE ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

cisco-sa-20190501-asaftd-saml-vpnï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Firepower Threat Defense 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® VPN SAML èª�è¨¼ãƒ�ã‚¤ãƒ‘ã‚¹ã�®è„†å¼±æ€§

•

cisco-sa-20190501-asa-ipsec-dosï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® IPsec 
ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

cisco-sa-20190501-firepower-dosï¼š Cisco Firepower Threat Defense ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® TCP 
å…¥åŠ›ãƒ�ãƒ³ãƒ‰ãƒ©ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

cisco-sa-20190501-frpwr-dosï¼š Cisco Firepower Threat Defense 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ‘ã‚±ãƒƒãƒˆå‡¦ç�†ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§
•

cisco-sa-20190501-frpwr-smb-snortï¼š Cisco Firepower Threat Defense 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® SMB ãƒ—ãƒãƒˆã‚³ãƒ« 
ãƒ—ãƒªãƒ—ãƒã‚»ãƒƒã‚µæ¤œå‡ºã‚¨ãƒ³ã‚¸ãƒ³ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

cisco-sa-20190501-sd-cpu-dosï¼š Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Firepower Threat Defense ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® 
WebVPN ã�«ã�Šã�‘ã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ã�®è„†å¼±æ€§

•

æ¬¡ã�®è¡¨ã�§ã�¯ã€�å·¦ã�®åˆ—ã�«ã‚·ã‚¹ã‚³ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’è¨˜è¼‰ã�—ã�¦ã�„ã�¾ã�™ã€‚
ä¸å¤®ã�®åˆ—ã�«ã�¯ã€�ãƒªãƒªãƒ¼ã‚¹ã�Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�‹ã�©ã�†ã�‹ã€�ã�Šã‚ˆã�³ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚
å�³ã�®åˆ—ã�¯ã€�ãƒªãƒªãƒ¼ã‚¹ã�Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªé›†ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿä½•ã‚‰ã�‹ã�®è„†å¼±æ€§ã�«è©²å½“ã�™ã‚‹ã�‹ã�©ã�†ã�‹ã€�ã�Šã‚ˆã�³ã€�ã��ã‚Œã‚‰ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

ASA ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-frpwrtd-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-entropy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ftd-ike-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asaftd-saml-vpn
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-asa-ipsec-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-firepower-dos
http://https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-frpwr-dos
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-frpwr-smb-snort
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-sd-cpu-dos


Cisco ASA 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹ 

ã�“ã�®è„†å¼±æ€§ã�®ã�Ÿã‚�ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªé›†ã�§èª¬æ˜Žã�—ã�¦ã�„ã‚‹è„†å¼±æ€§ã�™ã�¹ã�¦ã�«å¯¾ã�™ã‚‹æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

9.41 å‰� 9.4.4.34 9.4.4.34

9.4 9.4.4.34 9.4.4.34

9.51 9.6.4.25 9.6.4.25

9.6 9.6.4.25 9.6.4.25

9.71 9.8.4 9.8.4 

9.8 9.8.4 9.8.4

9.9 9.9.2.50 9.9.2.50 

9.10 9.10.1.17 9.10.1.17

9.12 è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�— 

1 Cisco ASA ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® 9.4 ã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã€�Cisco ASA 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 9.5ã€�ã�Šã‚ˆã�³ 9.7 
ã�«ã�¤ã�„ã�¦ã�¯ã€�ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã�Œçµ‚äº†ã�—ã�¦ã�„ã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€ã‚µãƒ�ãƒ¼ãƒˆå¯¾è±¡ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆäº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã‚’å ±å‘Šã�—ã�¦ã�„ã�Ÿã� ã�„ã�Ÿã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ç ”ç©¶è€…ã�® Farid
Heydari æ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚
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ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


