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<#root>
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show versi on

Cisco Nexus Operating System (NX-0S) Software

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and http://www.opensource.org/licenses/1gpl-2.1.php
Software

BIOS: version N/A

kickstart: version 11.2(2) [build 11.2(1.184)]
system: version

11.2(2)

[build 11.2(1.184)]

&, tal/coc88,' 49 «8,"89839,80°80,30"59 "aQE(°° QI Y4, EGHVRELA"§

Q" 3O ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q A, 8,«ef123"@3,»3, 8,-af83° 3@ «& "e%%od @ 3



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-aci-insecure-fabric
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-aci-insecure-fabric

5,-8,15,%5€¢) €QIQaQO®e,Ta%txE33@Ea»¥a AQ®3, 3,3 £ Q3@ «3@ a1h+8Y,; 3, aZa@ QO

» Firepower 2100 &, -af%afv4a,°

» Firepower 4100 &, -af%afv.a,°

 Firepower 9300 & »8, 8f ¥af%af 18 £ 8 ¢af —af©a, 0§, ¢af34*

« MDS 9000 5, -af%5fv.a,° af 28f «af @af-a,0afa §,"3,0affaf @

* Nexus 1000V Switch for Microsoft Hyper-V

» Nexus 1000V Switch for VMware vSphere

* Nexus 2000 &, -8f%afv.a,° af+4, jaf-af°affa, & a4 &'aftafsaf€

» Nexus 3000 &, -af%afv.a,° 3,18 caf faf @

* Nexus 3500 af—af©af faf af-a ©afv.af &4 oaffafe

* Nexus 3600 8f—afOaf faf af-a ©afv.af &4 oaffafe

» Nexus 5000 &, -af%afv.a,° 3,18 caf faf &

* Nexus 5500 af —afOaf faf af«a ©afv.af a4 caffaf€

* Nexus 5600 af—af©af faf af-a ©afv.af &4 oaffafe

» Nexus 7000 &, -af%afv.a,° & 14, caf faf @

* Nexus 7700 &, -af%afv.a,° 14, caf faf &

o 38,23 ¢Af3Ef %03, Cafaf3 NX-OS af ¢afaf %5 ® Nexus 9000 &,-af*afa,° 3,'a,naffaf@
« Nexus 9500 R &, -Af%fY.4,° 4,15, oaf faf @af3a,° af—afoaffaf af-a,0afuaf
« UCS 6200 & -af°afY.8,° 8f -8, i8f -8f6f &~ & odf4 cAfY.8,%af @43, af

» UCS6300 & -af°afY.8,° 8f -4, i8f -8f6f f& & odfa AfY.48,%af €48, af

* UCS 6400 & -afafy.a,° af &, j8f—af8f {8~ & naf s Afv8,°af @4a, af

D76 éC-
59 3@ ®, T3V%+0E€859«d %at GO™I, DI (-30 50,3,550%5€3,"5€,
as®afee a@éa,2af°af 4, a,84a,¢

8, -8,18,35€ 39 a©®3,Caf%0af@ 3,3 affa@«e "e%%oiea,EIQYe, TaVitrE8a€«a 4T 1 3O™3a,<C,,i
af@afna, 3f8afa€ "af-a,£afhaf@ast
d»affaf a@«d %hiQP—iQ | iOPRIYEAQ 3Oa SEO%IQO™IE€,IQOIOPI, 3@ T35, 1h3faf 3, 13,83,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BQNIQYVIEPIOSI®C2E 3 ES,1afaF 3, 4,85,¢5,aF€5, | 3Pafaf143f%0a @83 @3, AOPPIQY €93,
3,Caffaf—a, af-af1uaf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta £ a,%.af-af 3,1 4,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  I€QIQSI®C 2T 1P «2-°59—39,3,1,3f55,15,83,¢
3f03,08,»31%3, 36 @& 153S &,%af-3f 4,1 4,85,¢ 4f+4, £afUAfQASE

3 »affaf A€ @a@a@Ya@ afid, af£afn afafa, afsar


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

8,Caffaf—3a,°af~af%af%oa @«d %hIQP™i " O™ PIQPES»"375€+3,E5, 3O 3@ 39 3€,3,550%3€

8, Yo8f+4f 4, 13, 85, CA@ ®3, CAffaf—&,°5f~af 148 %08, encee " 73Q ™35 59«5 3€@[4,3,'5,°59®3,»3,4]
Security Advisories and Alertsi%%o]

3538513, 3€8a.. Y% d@8iQ945,<5,3,'3,3e£1,54" @@ ®F,Caf%oaf 4,13, 953, a®320eY(S,d 9«3 9,C
3,%3f°af¥afa, af8af*a, ¢ QI P—3@ | QP OIY 3639 ,3€,

50,3953, F3Q® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%"TACi%%03, i@ —3@ @3¢ 3Y'(,i@—a3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«

4 ffvAfa8¥ ¢, 4 'a9"8"0¢" " 49839°3€,30530CxE"

8414 3&0<é,%og>’ae2¥é3%é...¥50—50V§0CE Cisco Service Contract

3,/39"3°0¢"" 39,50Y3® 39,30 39,305,330 3€QIQOAUIQYIEQI, Ui AT %oaf af1hafTE,£3F™
POS 3€<3,%03...¥2%0«<3 @83 @ @39°3€,3 30 3@ 3€@Cisco TAC

AQ«EELC|GO—3@ | 3,Caffaf—a,°af~aF1haf%08,'3...¥e %o i @P—i@ | S QP QPIO 33,3,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

C,i4, V& CAf faf—a, Caf~af V%A@ ®3 %etief 1 @59 55€,5, 39 "5 5/¢ e 759 —30 59,30V
URL G,4@"¢" ", @iQ@i@ i@ 3@ ,aE,

4 ®aefxe 5@ afrafrasaa,’

43O ®e,Ta%+x€83@ AE€QACI afCaf1haf%od€® Cisco Nexus 9000 &,-af*afa,°
a'apaffaf@ a,%.af+af 3, a,8a,¢ afearasa, 14.1(10)
H¥EMQPIP83; PXLIQ3,EQ 30,3 0%IQ™IE,

&O8Y5 af @af k3, 3f83f 3@ ®AfTaf€4,03,'5, 40V FI@—3€ | 5€,5,<5O™I0 30 | 5OBIYSA®CE ™2
if@arna, af8afa@%i@Yi€e xroefr-"3€® Long-Lived

3f@afiha, Af8ar’a€p«a, Caffaf—a,caf-afhaf%oa Q™3 39 3@ 3, /2l AY IQ—IQNIGP™IE,5,5,'5,%3 ¢
release/b_Recommended CiscoACI_Releases.html8f$3f VA3, 4@ «3,¢3, 4,»3,'4@—3€@ | 3€QIQ0IQR®I; ®x

QP QAPB®A»-aQ®aSFa,2afa,’

Cisco Nexus 8,14, cdf faf @ d @ «e € @Oa @2 Cisco NX-OS a,%af+af"a, | a,8a,¢
afeafeafina,' @ ®x+°a®saQP«6-(3Q9—a@ | 4, paf@afhaf a@Ed, ... | @aQ3 3@ 3@ FEQA»¥a IO
3,C3f%0af€3,n3, 93 3€83,°3,S2-°3@—3€,35f 543,53 Eel Y 565, Fi | 5€,3,3 89736
Cisco MDS &, -af%fv.8.° 8 14 caf faf &

VMware 8€'d€' Cisco Nexus 1000V &,'5,03ffaf€&

Cisco Nexus 3000 &, -&f%if /4, %5653, a€> 3500 3,-3f°af145,° 4,'5,03ff5f €



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html

Cisco Nexus 5000 Series Switches

Cisco Nexus 5500 af—af©af faf"af-a ©afv.af &'a caffaf€

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

ACI &fCafY:8f%.5€® Cisco Nexus 9000 &,-3f255143,° 3,'3,03ffaf €&

Cisco UCS d@«e0e€e@©a@? Cisco NX-OS a,%%af-af"a, | a,83,¢
afeafeafina,' a@®cC e’ Q@i P «e-CaQ—i@ | 3, paf@afnaf a@Ea;..c | @393 3@ 3@ ac@affaf@a,n
Sf735 13 5@« " e%%oa €3, E3© | 3@, 3,27 3Y afafaf1ha, 3@ «6-CaQ™S Ef%03,af¥aF;af3af 8, ¢
4, @eE£A"OC" " a%i8%<E3Q "A...~a% ™o "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%oaf€a,nad iffa@«e "e%%od@ 3, Ei¢ | 39,3,€,TaVtres3

8108,

3©"39®e,T8%+2€83,3 +3'S59—3€ | 3€,30Y3 36,30V Costin Enache 2°©3€ " Detack
gﬁ%éé«ae,,Vé—'@c’a0,,50?50—50%50""5{{,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-aci -

insecure-fabric

o' 1g", At ¥ee

af @afa, afsas -7

1.2 & ®afar "a€p¢a,2af+af"3,,4,83,Ca@®xf...a £3, > e-°3€, | ZEEe, T&/+aLEEQP R,
1.1 &;®afr 8@ a,2af-af"4, | 4,83,Ca@®axf...a £3,'> 2-°3€, | FES, T&/aLSIP BRI,
1.0 X @Za...~é—afafrafna,’ -

d'C¢" eO¢ .,


http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-aci-insecure-fabric
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190501-aci-insecure-fabric

aee-3, CAf%odf 93,103,953 ¢,i8, 98 hiQP®], IQPRIQP 19—iQ iQ ' QP PIWIO—31@  553,55¢
e0e-3,Caf%0af @3, 13, 1539 ®xS...4 +3€55," 39358, 3@®a ¢ 3@ «é-CAQ™3,@%-EmIQPBE €
3ONIQYVIEHE, 3,350 20e-3f%05,af¥afaFEF G@®AT..AR'5,8°° 4S5 39 —a€ «an%o> 3P —a€
a8, Caf %oaf @4,18, 93P 5@ ®e "8 °8T.. AR5 «é-CAQ—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—IEQIQ -IPB®E»CeU%0a,, 2, 35, 'e-1L39—39Y3 3@ FE€QI " (vHhIQPTECRcO
3O "3Q®Ef%03,3f¥af3FAf 5@®xSf...4 +t3@ 3€4,3,'3° £ 13"@FQ®E, 3P af%0af | 5F143, 93,8 %4 ;E



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



