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æœ¬è„†å¼±æ€§ã�¯ã€�Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�™ã‚‹æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ NX-OS ãƒ¢ãƒ¼ãƒ‰ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ã�®ã�¯ã€�æ¬¡ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚ºã�® PID 
ã�®ã�¿ã�§ã�™ã€‚

N9K-C92160YC-X•

N9K-C9272Q•

N9K-C9236C•

N9K-C93180YC-EX•

N9K-X9732C-EX•

N9K-C93180LC-EX•

N9K-C93180YC-FX•

N9K-X9736C-FX•

ã‚·ã‚¹ãƒ†ãƒ ã�® PID ã‚’è¡¨ç¤ºã�™ã‚‹ã�«ã�¯ã€�show inventory CLI 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

9K-A# show inventory  
NAME: "Chassis",  DESCR: "Nexus9000 C93128TX Chassis"             
PID: 

N9K-C93128TX

        ,  VID: V02 ,  SN: SAL1822TF13           
 
NAME: "Slot 1",  DESCR: "1/10G-T Ethernet Module"                
PID: N9K-C93128TX        ,  VID: V02 ,  SN: SAL1822TF13           
 
NAME: "Slot 2",  DESCR: "40G Ethernet Expansion Module"          
PID: N9K-M12PQ           ,  VID: V01 ,  SN: SAL1910AMHD

 

 

https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757


æ³¨ï¼šã�“ã�®è„†å¼±æ€§ã�Œç™ºç”Ÿã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ã�™ã�¹ã�¦ã�®æ�¡ä»¶ã‚’æº€ã�Ÿã�™å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ vPC ãƒ”ã‚¢ 
ã‚¹ã‚¤ãƒƒãƒ�ã�¨ã�—ã�¦è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã€‚

•

fcoe-npv æ©Ÿèƒ½ã‚’ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã€‚•

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€Œè©³ç´°ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®åˆ¤åˆ¥

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show version 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹
Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ
Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 7.0(3)I5(1) 

ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹å ´å�ˆã€�ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ä¾‹ã�¯æ¬¡ã�®ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚

 

nxos-switch# show version 
Cisco Nexus Operating System (NX-OS) Software 
TAC support: http://www.cisco.com/tac 
Copyright (C) 2002-2016, Cisco and/or its affiliates. 
All rights reserved. 
The copyrights to certain works contained in this software are 
owned by other third parties and used and distributed under their own 
licenses, such as open source.  This software is provided "as is," and 
unless otherwise stated, there is no warranty, express or implied, 
including but not limited to warranties of merchantability and fitness 
for a particular purpose. Certain components of this software are 
licensed under the GNU General Public License (GPL) version 2.0 or 
GNU General Public License (GPL) version 3.0  or the GNU 
Lesser General Public License (LGPL) Version 2.1 or 
Lesser General Public License (LGPL) Version 2.0. 
A copy of each such license is available at 
http://www.opensource.org/licenses/gpl-2.0.php and 
http://opensource.org/licenses/gpl-3.0.html and 
http://www.opensource.org/licenses/lgpl-2.1.php and 
http://www.gnu.org/licenses/old-licenses/library.txt. 
Software 
  BIOS: version 07.57 
  NXOS: version 7.0(3)I5(1) [build 7.0(3)I5(0.9)] 
  BIOS compile time:  06/29/2016 
  NXOS image file is: bootflash:///nxos.7.0.3.I5.0.9.bin 
  NXOS compile time:  8/1/2016 23:00:00 [08/02/2016 00:30:32] 
  . 
  . 
  .
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Firepower 2100 ã‚·ãƒªãƒ¼ã‚º•
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MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ã‚¹ã‚¤ãƒƒãƒ�•
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Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 6000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7700 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Nexus 9500 R ã‚·ãƒªãƒ¼ã‚º ãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã�Šã‚ˆã�³ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 
ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«
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vPC è¨å®šã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show vpc brief CLI 
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<#root>

9K-A# show vpc brief  



Legend: 
                (*) - local vPC is down, forwarding via vPC peer-link 
 
vPC domain id                     : 10   
Peer status                       : 

peer adjacency formed ok

       
vPC keep-alive status             : 

peer is alive

                  
Configuration consistency status  : success  
Per-vlan consistency status       : success                        
Type-2 inconsistency reason       : Consistency Check Not Performed 
vPC role                          : primary                        
Number of vPCs configured         : 1    
Peer Gateway                      : Enabled 
Dual-active excluded VLANs        : - 
Graceful Consistency Check        : Enabled 
Auto-recovery status              : Disabled 
Delay-restore status              : Timer is off.(timeout = 30s) 
Delay-restore SVI status          : Timer is off.(timeout = 10s) 
 
vPC Peer-link status 
--------------------------------------------------------------------- 
id   Port   Status Active vlans     
--   ----   ------ -------------------------------------------------- 
1    Po1    up     1                                                       
 
vPC status 
---------------------------------------------------------------------- 
id   Port   Status Consistency Reason                     Active vlans 
--   ----   ------ ----------- ------                     ------------ 
10   Po10   up     success     success                    1 

 

fcoe-npv æ©Ÿèƒ½ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show feature-set CLI 
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<#root>

9K-A# show feature-set 
 
Feature Set Name      ID        State  
--------------------  --------  -------- 
fex                    3          uninstalled 
mpls                   4          uninstalled 
fabric                 7          uninstalled 

fcoe-npv
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uninstalled

 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡

ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã�®é …ã�«æ¦‚èª¬ã�•ã‚Œã�¦ã�„ã‚‹è¨å®šã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�vPC
ãƒ”ã‚¢ ãƒªãƒ³ã‚¯ä»¥å¤–ã�® Rx å…¥åŠ›ãƒ¬ãƒ¼ãƒˆã�Œæ¯”è¼ƒçš„ä½Žã��ã€�è©²å½“ã�® 
Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ã�® vPC 
ãƒšã‚¢ã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�® 
Tx 
ãƒ¬ãƒ¼ãƒˆã�Œé«˜ã�„ã�¨ã€�ä¾µå®³ã�Œç™ºç”Ÿã�—ã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚¹ãƒ«ãƒ¼ãƒ—ãƒƒãƒˆã�®çµ±è¨ˆæƒ…å ±ã‚’è¡¨ç¤ºã�™ã‚‹ã�«ã�¯ã€�show

interface counter table CLIã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ï¼ˆegrep -v "0.0 0.0% 0.0 
0.0%"ã€‚Rxã�Šã‚ˆã�³Txåˆ—ã�®çµ±è¨ˆæƒ…å ±ã�Œã‚¼ãƒã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¯é™¤ã��ï¼‰ã€‚

 

9K-A# sh int counter table | egrep -v "0.0      0.0%     0.0      0.0%"

 

 

Collecting and processing interface statistics ...

 

 

------------------------------------------------------------------------ 
Port            Description     Intvl    Rx Mbps  Rx %    Tx Mbps  Tx % 
------------------------------------------------------------------------ 
Ethernet1/49    vPC_Peer_Link   30/30    36078.7  90.2%   36078.7  90.2% 
Ethernet1/50/1  N/A             30/30    2.5      0.0%    9019.6   90.2% 
Ethernet1/50/2  N/A             30/30    0.0      0.0%    9019.6   90.2% 
port-channel36  N/A             30/30    2.5      0.0%    9019.6   90.2% 
port-channel100 vPC_Peer_Link   30/30    36078.7  90.2%   36078.7  90.2% 
 
9K-B# sh int counter table | egrep -v "0.0      0.0%     0.0      0.0%" 
 
  Collecting and processing interface statistics ...

 

 

------------------------------------------------------------------------- 
Port            Description      Intvl    Rx Mbps  Rx %    Tx Mbps  Tx % 
------------------------------------------------------------------------- 
Ethernet1/49    vPC_Peer_Link    30/30    36078.3  90.2%   36078.3  90.2% 
Ethernet1/50/1  N/A              30/30    0.0      0.0%    9019.6   90.2% 
port-channel36  N/A              30/30    0.0      0.0%    9019.6   90.2% 
port-channel100 vPC_Peer_Link    30/30    36078.3  90.2%   36078.3  90.2%



 

ä¾µå®³ã�Œç™ºç”Ÿã�—ã�¦ã�„ã‚‹å�¯èƒ½æ€§ã‚’ç¤ºã�™ã‚‚ã�† 1 
ã�¤ã�®çŠ¶æ…‹ã�¨ã�—ã�¦ã�¯ã€�å‡ºåŠ›ç ´æ£„ã�ŒæŒ™ã�’ã‚‰ã‚Œã�¾ã�™ã€‚å‡ºåŠ›ç ´æ£„ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

interface counter errors non-zero CLI ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

    9K-A# sh int counter errors non-zero 
 
    ------------------------------------------------------------------------- 
    Port        Align-Err   FCS-Err  Xmit-Err  Rcv-Err  UnderSize OutDiscards 
    ------------------------------------------------------------------------- 
    Eth1/49             0         0         0        0          0      426242 
    Eth1/50/1           0         0         0        0          0  9916163951 
    Eth1/50/2           0         0         0        0          0  9934560747 
    Po36                0         0         0        0          0  9916163951 
    Po100               0         0         0        0          0      426242 
 
    9K-B# sh int counter errors non-zero 
 
    ------------------------------------------------------------------------- 
    Port        Align-Err   FCS-Err  Xmit-Err  Rcv-Err  UnderSize OutDiscards 
    ------------------------------------------------------------------------- 
    Eth1/50/1           0         0         0        0          0  9915689573 
    Po36                0         0         0        0          0  9915689573

 

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å‡ºåŠ›ã€�ã�¾ã�Ÿã�¯ä¸Šè¨˜ã�®æƒ…å ±ã�«é–¢ã�—ã�¦ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
TAC ã�¾ã�§ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚  
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
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ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
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Technical Assistance 
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ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œ Cisco Service Contract 
ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’
POS ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TAC 
ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®é …ã�®è©²å½“ã�™ã‚‹è¡¨ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é�©åˆ‡ã�ªãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�‚ã�Ÿã�£ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œå…¬é–‹ã�•ã‚Œã�Ÿãƒ�ãƒ³ãƒ‰ãƒ«ã�®ä¸€éƒ¨ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è€ƒæ…®ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚æ¬¡ã�®ãƒšãƒ¼ã‚¸ã�«ã€�ãƒ�ãƒ³ãƒ‰ãƒ«ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å®Œå…¨ã�ªãƒªã‚¹ãƒˆã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco

Event Response: March 2019 Cisco FXOS and NX-OS Software Security Advisory Bundled Publicationã€‚

æ¬¡ã�®è¡¨ã�§ã�¯ã€�å·¦ã�®åˆ—ã�« Cisco FXOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¾ã�Ÿã�¯ 
Cisco NX-OS 
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å�„è¡¨ã�®å�³ã�®åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯ã€�è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã�Œã€�Cisco

NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸ç½²å��æ¤œè¨¼ã�®è„†å¼±æ€§ã�«é–¢é€£ã�™ã‚‹ä¿®æ£ã�«ã�¤ã�„ã�¦ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®ä¸€éƒ¨ã�¨ã�—ã�¦ BIOS 

https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif


ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä»¥ä¸‹ã�«ç¤ºã�™ã�„ã�šã‚Œã�‹ã�®è£½å“�ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å ´å�ˆã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
BIOS ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�¨ã€�è©²å½“è£½å“�ã�® ID ã�Šã‚ˆã�³ BIOS 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®è©³ç´°ã‚’å�‚ç…§ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

ACI ãƒ¢ãƒ¼ãƒ‰ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�•

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ NX-OS ãƒ¢ãƒ¼ãƒ‰ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 9500 R ã‚·ãƒªãƒ¼ã‚º ãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã�Šã‚ˆã�³ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³NX-OSãƒ¢ãƒ¼ãƒ‰ã�®Nexus 
9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ï¼šCSCvk44504  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹
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7.0(3)I4 ã‚ˆã‚Šã‚‚å‰� è„†å¼±æ€§ã�ªã�— 7.0(3)I7(6) 
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ã��ã�®ä»–ã�®ãƒªã‚½ãƒ¼ã‚¹

Cisco Nexus ã‚¹ã‚¤ãƒƒãƒ�ã�«æœ€é�©ã�ª Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�®æ±ºå®šã�«é–¢ã�—ã�¦ã‚µãƒ�ãƒ¼ãƒˆã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ä»¥ä¸‹ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã‚ˆã‚Šæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã��ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã�«å¾“ã�†ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco MDS ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� 

VMware å�‘ã�‘ Cisco Nexus 1000V ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 3000 ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³ 3500 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 5000 Series Switches 

Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ� 

Cisco Nexus 6000 Series Switches 

Cisco Nexus 7000 Series Switches 

Cisco Nexus 9000 Series Switches 

ACI ãƒ¢ãƒ¼ãƒ‰ã�® Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�

Cisco UCS ã�«æœ€é�©ã�ª Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�®ç¢ºèª�ã�«é–¢ã�—ã�¦ã‚µãƒ�ãƒ¼ãƒˆã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk44504
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html


ãƒŽãƒ¼ãƒˆã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã�¯ Cisco TAC 
ã‚µãƒ�ãƒ¼ãƒˆã‚±ãƒ¼ã‚¹ã�®è§£æ±ºä¸ã�«ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-

npv-dos

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final
2019 å¹´ 3 æœˆ 6 

æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-npv-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-npv-dos


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


