4,18, caf3af%oa, ¢afaf3 NX-0S

af Cafv.af%oa€p8aceal0ea @ ™a,« Cisco Nexus
9000 a,-af*afa,° a,'a,naffaf@ae® Fibre
Channel over Ethernet NPV

39 «a9S39'a,d,paf%af'a,'al a2 aQ«é-CAH"

&, Caf%.af €a,=a,faFrasnlD : cisco-sa CVE-2019-
H Igh 20190306-nx0s-npv-dos 1617

& @a...~é-<e—Y¥ : 2019-03-06 16:00

af @afva, afsasf 1.0 : Find

CVSs4,1a,%a,¢: 7.4

&726€ ¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvk44504

Yo e3@«a, " a <ef...a 139 A€Qete23Q«a, a,«aZYe-1a9REGZA...m a1 A«
Al
£16I0

Cisco NX-OS & V48f+af "3, !4, 85 ¢5€@ ® Fibre Channel over Etherneti%”FCoEi%%oN
3f@afuaf a»®aefPAE-i%"NPVi%4%0af—afaf 3, 253f«A®YeE.. 3@ «3@S3€'3,@, 1al%trc8i€«3, 3,55 ¢

5Q"3a@®e,T18%+0€859 a€@fcoe-npv 2OYefL3€@®3,C3F5,03F8,"af afhaf«e™,3€« FCOE

afa raffaf @ Exrfi@O—30Q Q| QT30 3,E390€0,50"3Q QYD IQ—3Q | 30,3 QNhIGP™E
FCoE

Sf-3f-af%af &, j3€..5¢ €93, TO™I IO IO 3«5, 5,55€ 0 Q'39®e,Ta%+x€85,3,73, a,"af—
DoS ¢SYz... 3P EL 1 3@ Q-39 "33, E5 395 39 T3€,3,530%IY™3E,

8,-815%@ @ a@®e,Tal+txe8a@«d %at|a@™4,3,%afaf"a,|48,83,¢a, caffaf—aftafinasf a, afasasy
a@“&@@&,Céf%oéf@é,ﬁé,ﬁ]éfaéé_é€éaeﬂié0®éfa§f3é,_é,“é,§<;¢°éaoé0§é®050%§0""é€,

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190306-nx0s-
npv-dos

5@ "3a@®3,Caf%0af@3,13,95°5¢ a€€20193" 3

P IO «A...~6~3+3,E3QYIEQCisco FXOS 3€53,"3€° NX-0S

a,%af+af 3, a,83,Ca@®a,»a,af¥arasta, £ a,caf%oaf@a,na 9ase

af@afaf%oaf«a@®a €Ef A @P8IQP™MAE, I QP dQRAFQAFfaf%0af«A QPRI TP «IQP €26


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-npv-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-npv-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk44504
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1617
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1617

93@Be,Ta%+trE83Q«E-C3O™A,« 25 4»9a@®3,-3,"3,2 3,»3,af¥afaf1a,£
3,Caf%0af@a,n3, 93 3@ Ea@«a@%a,EIQ | 3@, @hIQ™3€,3,Caf%0af@a,03, 3G Q@RAGE]... 3@
Cisco Event Response: March 2019 Cisco FXOS and NX-OS Software Security Advisory Bundled
Publication3€€3,'3€,C...80 9—3€@ | Q@I 330 ,3€,

€031 e£8" €@

&, TaY/sae€85@®a,a,<e£%23" @

e, TaY/+a£85€ a€€@ Cisco NX-OS
a,%af+af a, | é,§é,Cé®®é,,’ré%iae€§éé®§0,é,<éfaéfaé.f%é,1é,’é®VéiCEéQ“"é,<ae—-iéQ®é,-5,1é,3é£1/zé"

o &1 ¢Af3Ef %03, CAF A2 NX-OS &f Caf Y41 %39 ® Nexus 9000 3,-3F5f1%3,° 3,3, 0affaf @

&, T18V/cto£85@ E3™ 30 " 5O ™3, 3 QP3O FEQ x50 ® Nexus 9000 3,-3f253F%3,°5€® PID
3ORIP;FO55O™IE,

* NOK-C92160Y C-X
* NOK-C9272Q

* NO9K-C9236C

* NOK-C93180Y C-EX
* NOK-X9732C-EX

* NOK-C93180LC-EX
* NOK-C93180Y C-FX
NIK-X9736C-FX

5, 4,18 Taf 4@ ® PID 4,8] " ca°a@™3 <39 «3€ F€@show inventory CL|
5,38 ZAf 8 %08, locC’ O —A QIO ™EE,

<#root>

9K-A# show inventory
NAME: "Chassis", DESCR: "Nexus900@ (C93128TX Chassis"
PID:

NOK- C93128TX

VID: V@2 , SN: SAL1822TF13

NAME: "Slot 1", DESCR: "1/10G-T Ethernet Module"
PID: NO9K-C93128TX , VID: V@2 , SN: SAL1822TF13

NAME: "Slot 2", DESCR: "40G Ethernet Expansion Module"
PID: N9K-M12PQ , VID: V@1 , SN: SAL1910AMHD


https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757

& YEP"aQP®e, T/ L85 ECVOCYIQP™ME, A Q«IQ IEQX-TPRIPMIQ'IO  FORrQ|I»Y],
. SO2%/5"Aftaf€pa,0a,'a€@ & vPC af'3,¢
3,'3,paffaf Q3@ 3Q@—3@ e AR3IY 3, EIQ | 53€,3,AE,
« fcoe-npv aOY &f Y43, & CAf35, naf3a, 1af af Vaf «a@™a <a€,

E0% °iQP«aPri@, i@ | i@ IEQIEELO( 5 Q5,30.C..300—30 | 50QIQ 1039, AE,

&, T&/to£8a@ EA" a0 "a@ ™3 « Cisco NX-0OS &,%2af+af"3,4,83,¢
afafeafhd, i @«a@Pri@, i@ | 3@ €QPIV"'IO®A,Caf%af@a,n3 N3 3@ RIE€EL; Rafer 5@, raf

Cisco NX-OS &, Af+af 4, 14, 88, CAfeafaf VA, 5@ ®E na ¥

CRicO1e€.. 3@ 3€Qaftafea,ng,'a@® CLI 38 show version
3,°3f23F°af%03,'a%2,¢" " aQ@™3,<3Q"3Q 3«3, AQLIQ | F€Qartafrea na,'a@83@VYe|E5€-3,Eie | C
Cisco NX-OS
a,%.af-af"a,!a,83,Ca@®afarasiaa,'a, af¢a,saffa, 3@ Q@ QI9%HIQ™I€ af1af¢5,103,'39CE

Cisco NX-OS 3,%3f+3f°3,! 5,83,¢ afaFaf%3," 7.03)15(2)

3 a®YeEAQ—a@ | 5€,35,a ‘3@ 3€93,3a123 5 %03 @®IT8S> a4 >3O B3, 3O TIP«IH3,S

nxos-switch# show version
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2002-2016, Cisco and/or its affiliates.
All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and
unless otherwise stated, there is no warranty, express or implied,
including but not limited to warranties of merchantability and fitness
for a particular purpose. Certain components of this software are
licensed under the GNU General Public License (GPL) version 2.0 or
GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or
Lesser General Public License (LGPL) Version 2.0.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/1gpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
Software

BIOS: version 07.57

NX0S: version 7.@(3)I5(1) [build 7.0(3)I5(0.9)]

BIOS compile time: ©6/29/2016

NXOS image file is: bootflash:///nxo0s.7.0.3.15.0.9.bin

NXOS compile time: 8/1/2016 23:00:00 [08/02/2016 ©0:30:32]



&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

FQ"3Q®3,Caf%0af@a, 13,95 5@ R, 18/ +aLSi@RI@,3,«2F 113" @38,»3, 5,,3f835@«8 " "%%0d@ 3

5 815,%@ 3€QIQ 3O, Ta%t2E53QEir¥a GO®, 5,'3,0L3" Q3«3 3%16Y;3,5 750 56

» Firepower 2100 &, -af%afvaa,°

» Firepower 4100 &, -af28fY4d, %ae-ja, —a»E8f *4, |8, 08, ¢4, |8 ©af Vaaf «
 Firepower 9300 &, »8, af ¥afeaf ta £ a ¢af—af©a, oa, ¢af34*
« MDS 9000 3, -3f2afY.3,° af 28f «&f @af-a,nafr 3,'3,naffaf @

* Nexus 1000V Switch for Microsoft Hyper-V
* Nexus 1000V Switch for VMware vSphere
» Nexus 2000 &, -af%afYv.4,° af+&, jaf—-afaf fa,
» Nexus 3000 &, -af%afv.a,° & 14, caf faf &

» Nexus 3500 &f—afOaf faf af -8 ©afvaf a

* Nexus 3600 af—afOaf faf af+a ©afv.af a

* Nexus 5500 &f—afOaf faf af+a ©afvaf a

* Nexus 5600 af—afOaf faf af-a ©afv.af a

» Nexus 6000 &, -af%afv.a,° & 14, caf faf &

» Nexus 7000 &, -af%afv.a,° 3,18 caf faf &

» Nexus 7700 &, -af%afv.a,° & 18, caf faf &

* Nexus 9000 &, -af%afv.a,° af+a, jaf—-afeaffa,

afca, af¥afhuas«

« UCS 6200 & -&f6if:4,° 8f -4 iaf—&faf f&, & nafd, (Af /4, %8f @3, af”
» UCS6300 & -af6if:4,° 8f +4 iaf—af*af f&, & naf*d, ¢af:a,°af @3, af”
« UCS 6400 & -8f6if:4,° 8f -4, iaf—&faf f&, & naf*d, ¢Af/:4,%8f @a, af”

e0%¢"°

028y 8f 1A @ 3,13, 59 FEQIECE

&, T8YaE85@ Ed"dce  A@™AEL13"QIEQIORE ...a@«x |83 5,Ei@ 5.3, AR3IO®A

ERCRREE ST

4,14 naf faf &
a'anaffaf @
d'a0affaf @
&'a0df faf @

5,18 vaf faf @i4"a,caf—afa,+af1a, afsaf
3, »af*af afeasrfa, anaffaf-afo3,'af afoa, af@affiva”ACTi%%o0af ¢ a5 435 %o01%%0
« Nexus 9500 R & -&f%fY.8,° 8fOF 0af34, «Af Vi %@ 53, 3@3af3,i3f-af2a5F3,”

o

a

L2

VPC ¢ 3®53@ ®4,"aftaf1a,¢3,'3,/cCoe* @@ ™a,«a@«a@ a€E@show vpc brief CLI

a,%afzafaf%od,’ v’ ‘a@—a@a@™aE,

<#root>

9K-A# show vpc brief



Legend:

(*) - local vPC is down, forwarding via vPC peer-link

vPC domain id ;10
Peer status :

peer adj acency forned ok

vPC keep-alive status

peer is alive

Configuration consistency status : success
Per-vlan consistency status : success
Type-2 inconsistency reason

vPC role : primary
Number of vPCs configured 01

Peer Gateway : Enabled
Dual-active excluded VLANs -
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled

Delay-restore status
Delay-restore SVI status

vPC Peer-link status

id Port Status Active vlans

1 Pol up 1

vPC status

10 Po10@ up success success

: Consistency Check Not

: Timer is off. (timeout
: Timer is off. (timeout

Performed

30s)
10s)

fcoe-npv aOY ef15@ ®43,"'aftaf1a, ¢ 8,3, cCCe* @@ ™a 3 @ «3@ a€E@show feature-set CLI

8,38 7Af 38 %08, 8" AP —E O UIP™MIE,

<#root>

9K-A# show feature-set

Feature Set Name ID State

fex 3 uninstalled
mpls 4 uninstalled
fabric 7 uninstalled
f coe- npv



uni nstal |l ed

5, »8, AfYAPA[ 18, E4YH0EQ ®C—od-i

af taf 3,03, 3@ EI€ELS, T8Y/toL88Q Td 80 3@ ™A, 13" QIEQIQOBE .. 5@« ! ,2-39°5,F10 36
3f'5,¢ 3253, 4»¥30-3@® Rx 3..¥8$>3f~3fhif 3@ Fae "elfc3, 4173 @ QIEQL03N"FO®

Nexus 9000 &,-3f*3f143.,° 5,'3,naff3f@3€©® vPC

5f35,C3982%03S'30Q«IQAOLIO 50,5, 3QO™IQ'IQ | 5OQ®AE,pIFE ;545 5,85,15,'5Q®

Tx

af-3f%if Q@ Fé« 3,39 FEQ3%UIR’ IO EC VIO —3@ ' 5€.5,EQ frr€33Q Ei€.5,550 %3¢

&,0af33, (AfYv.afea 85 0d, 15 1af «afvaf—af faf a@®cute "aef...d £3,'¢] ¢r°a@™Ma <A@ «I¢ F€@show
interface counter table CLI&,3af Zaf38f %08, &2:¢" 8@ —a @%4ae@ ™% egrep -v "0.0 0.0% 0.0
0.0%"3€,Rx3€ 53, 3@°Tx8"—3@®cu+d "af..4 +3@ E3, %af5@®3,nafa, 5 43f+5,85,13,'5€@ 6™uié

9K-A# sh int counter table | egrep -v "0.0 0.0% 0.0 0.0%"

Collecting and processing interface statistics ...

Ethernet1/49 vPC_Peer_Link 30/30 36078.7 90.2%  36078.7 90.2%

Ethernet1/50/1 N/A 30/30 2.5 0.0% 9019.6  90.2%
Ethernet1/50/2 N/A 30/30 0.0 0.0% 9019.6  90.2%
port-channel36 N/A 30/30 2.5 0.0% 9019.6  90.2%

port-channell@® vPC_Peer_Link 30/30 36078.7 90.2% 36078.7 90.2%
9K-B# sh int counter table | egrep -v "0.0 0.0% 0.0 0.0%"

Collecting and processing interface statistics ...

Ethernet1/49 vPC_Peer_Link 30/30 36078.3 90.2% 36078.3 90.2%
Ethernet1/50/1 N/A 30/30 0.0 0.0% 9019.6  90.2%
port-channel36 N/A 30/30 0.0 0.0% 9019.6  90.2%
port-channell@® vPC_Peer_Link 30/30 36078.3 90.2% 36078.3 90.2%



E/pREQECVCYIQO—3@ 59,3, 39 &f1hx€83,¢n°3Q™E, 3T 1
FOrIQBACSY 2. @ IO—3Q 5@ FEHII°S: of, 5@ ERE™IQ'S, %03, EF QIO ™IE,41°85:¢ “ef
interface counter errorsnon-zero CLI &,3afZaf3af%oa,’ av2: ¢ "a@—a@*ha@™aE,

9K-A# sh int counter errors non-zero

Port Align-Err  FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
Eth1/49 (] 0 () 0 () 426242
Ethl/50/1 ] ] ] ] @ 9916163951
Eth1/50/2 ] ] ] ] @ 9934560747
Po36 ] ] ] ] @ 9916163951
Po100 ] ] ] ] () 426242

Port Align-Err  FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
Ethl/50/1 ] ] ] ] @ 9915689573
Po36 ] ] ] ] @ 9915689573

aftaf€a,03,'3@®a1°853€ Q1P UIQPYIO 458 "IQ®=S..& +t3P«b-(IQ—39 |4 @2 1367, '3Q &S
TAC 39%3983953: 936,365,950 03O 3639 ,3€,

https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worldwide-contacts.html

D7EQ G-

5Q"3Q®,T8%+2€83@«8 %at AQ™E, D 7e@Q;-3@ 3€,3,559%I>3,"3E,

ac®axfx a@éa,2afaf " aq, a,84a,¢

3,-5,14,%€ 3@ "3O®3,Caf%0af@3,03, 53« "E%%od3 @ 3, EIQYE,TaVi+eE8a@«a %At 3O™E i
af@afia, 3f8a’a€ af+-a,£afuaf@aft

3 »3ffaf 3«8 hIP—3@ | IORIP; IO 593,SIQUIO™MIEIQOQIOBI, 59T, L35 5, 5,83,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3O NIPYICQIQSA® S 5QES,1af4f 5,1 5,85,¢5,5f€], | 4 afaf 143 %03 Q83 Q 93, AORIQ €93,
3,Caffaf—a, af-afhaf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%af-afa,!4,83,¢
3,Caffaf—aftafuaf 3@ «3, " dQLiQ  A€HIQSI®( XS 3P «r-°59—39,3,1,3f4 5,15,83,¢
3f03,n3,»33, 369 153S &,1,3f*3f°5,15,83,¢ af+3,£aFhafQ@AfE

a»affaf 3€@a@na@Ya@ af;a, Af£afn afafa, arsasr

8, Yo8f+4f 4, 13, 85, CA@ ®3F, CAffaf—&,°5f~af1ha %08, encee " Z3Q™3,«65 59«3 3€9[4,3,'5,°59®3,»3,4]
Security Advisories and Alertsi%%o]

af3a5%3, 3€8a.. Y% d@83Q945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf 4,13, 953, a®320eY(S,d 9«3 9,C
3,%:38f°af¥afa, af8af’a, Qi P—i@ | QP OIY 3639 ,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%od, i @—3 Q@ @3@ ¥, 30— | 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«

8, ffVAf 4,18% ¢, 4, 89"a"0O¢" " 39839236, 395aB®Cxes"

8414 3é®<é,%og>’ae2¥é3%é...¥§0—50V50CE Cisco Service Contract

3,/39"3°0¢"" 39,50Y3@ 39,30 39,305,339 3€QIQOAUIQYIEQI, LA %odf af1hafTE,£3F™
POS 3€<3,%03...¥2%0«<3 @83 @ Q393,32 30 3@ 3€@Cisco TAC

AQ«EELC|GQO—3@ | 5,Caffaf—a,°af~af1haf%08,'a...¥e %0 i @P—3i@ | QP QIQ d@° 3 ,3E,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

G, i, Y5 C5f faf—3, °5f ~3f Vi %o3@ ®a %e1ief 13" @39 85€,3,3Q 39 3,'e Vi 259—3i€ ' 5€,50Y5
URLG,'3d@"C" 2, @9i0@i® €30,

4 ®axfx a@saffafrasna,’

dQ"'3QO®E ...§0®é©251/2“€10""§,<éi"é0«gﬁ°<§0”"5,AS\QTéQ«é=€®é®©éAiééaé.faéfaéf%éfS\Q«Q,Cé.ffé

é,Vzéfaéﬂééf%é,-éf§éﬁé,’g¢°éaééQTM§,<50<<50,§0V50£50 3@ IEQPIQ"IO®A, Caf%oafQa,na, af
Event Response: March 2019 Cisco FXOS and NX-OS Software Security Advisory Bundled Publicationa€,

& GQPRe| IP8i@ F€Qa | F3OB®A"—a@« Cisco FXOS &,%af+af 3, | 5,83,C39%3OYi&
Cisco NX-0S
a,%.af-af"3,!a,83,Ca@®afarasria,'a (a9 —ai@ | 39,3 @%AQP™I€,4 uRIQPRI—3@ AEQAfafaf

4€,6 dQRIGFOBRI—3@«e "e%%0aQ 3, E3Q | 5@,3,afaf 5 13,5 @«a@ €@, TaAVtRETIQ«S
NX-OS

8 Yaf+3f 4 13 83 ¢a@®3,nafjaf%a, (1A @@kt hi@®e,1a1+r€ 3@ «E-CE€LIQ™A 8/ RRLEIP I
a,caffaf—a,°af-af%af%a@®a €ef 3@ 3@ —a€@, BIOS



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif

4.8,Caffaf—3,°af~af%a %03 @™E,3;..0 | @5OF39,3,55 0% Q™AE, ¥ GO «CIIP™MIQ, 3955, E€
BIOS &,¢affaf—3,°af~af%af%03€ ~ 3€@e0%31%"£1:3 93 ® ID 553,563 BIOS
5f@af 3, 355 5@®E0°4, 40, 550™3 IO 5@ 5, 395585, QIO —iQUIO™IE,

« Nexus 3000 3 -&f%f1/4,° 3 18, o3f f4f ©

« ACI &fCAfYAf%03€® Nexus 9000 ,-3f28f%3,° 3f3,;3f-af°aff3,” 4,3, 03 faf @

o 813 AfAf%08, CAFAF NX-OS 8f CAf/af %03 ® Nexus 9000 3,-3F5f%4,° 5,3, naffaf ¢

« Nexus 9500 R & -&f%fY.8,° 8fOF af4, «Af VA %@ 53, 3@3af3,i3f-3faffa,” 35Ca, AF¥AFhaSF«

8,18, ¢ Af38f %o, CAfAFINX-OSAf CAf YA f %59 ®Nexus
90003,-323F%3,°3, "3, 03FF3F @i %ECSCvk44504

Cisco NX-OS 4 aQ®e,1a%1tr€8aQ«a HhIQP™MA «ReEA" QPAPBI; @REAFAFAS
8, VHAf-Af 4, 4, 84, CAfA oA VA, L
7.0(3)14 5,°5,54,, 8%0 € 8, T&/ato£83Q 3 @ —
7.0(3)14 &, 18/ ce£859°3 @ —
7.0(3)I5 7.0(3)17(5)
7.0(3)16 7.0(3)17(5)
7.0(3)17 7.0(3)17(5)
9.2 9.2(2)

1QQPIQORA»-aQB®ASFE, 125514,
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