Cisco Unified Intelligence
Centerd, Lafaf 4,14, 84, ¢4, afa, 14, g,0af 4,18, afeaf—

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2019-
M edi un$0190206-cuic-xss 1670

& @a...~é-<xe—Y¥ : 2019-02-06 16:00

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 6.1

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvm29190

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco Unified Intelligence
Center(CUIC)4, Y58f *af 4, 13, 83, ¢a@®Webaf™af1iad, (®ic@13,13%a,;3f4af+3,83,03,'a@®¢, T4+ €85 @«

50 39 ®8,18%te€55@ €QAS aF 13, 159 ErEIIRIIHO—3Q V€153, ¥aSr@nced " h3PES @3¢
5O"3O®L, 131+ 2EI 9«3 %aE GO™E B2E Q-5 50,5,550%5 €3, 3E,

510"50@5,Céf%oéf@é,ﬁé,ﬂéf350_5€00‘eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§OO§O%é@“"éﬁ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190206-cui c-XSs

SOPY5" SEYAA" €
8, TaV+a€85@®a€,a,<e£123" @

3©"3@®e,Ta%+2€85€ a€€Cisco Unified Contact Center Expressd€53,"3€>Cisco

Unified Intelligence

Centerd@«a%+6Y;3,4 750 3@ %3 Q™A€ 001" 59 ™3 <3, 233 4, 5,53, CaF 5513, 5@ ®O3C°
Bug ID3,4€.C.. 850 —30 ' 50 €0 50°30,3€,

8, 1aY/atoe€8s,’ 49«4, 8985 9,30%30,50"30 3O ECC°'9a 94, EIHQYeLf3"9
5@ 8@ ®3,Caf%0af Q4,78 N33 @@L, 18/ ocLS5Q P @,8,«0£ 18" @ 8,23, 3, 8f83 8@ «& "14%03 €3

76 éC-



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190206-cuic-xss
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm29190
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1670
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1670

50"3Q®8,T8%teEIQ 3 Uit FO™A B2 Q-39 59,3,550%363,"3€,
as®axfee a@éa,2af°af 4, a,84a,¢
5@afer 5@ ¢ 3, 1535355, 5,83,

3f8f25f13,'3@®O°C°iQ«IPrie, i@ 3@ d€Qxce-3,Caf%af@a,na, 9558 56f 5€@® Cisco
BugID 3,/3€,¢..88 9 ©3€© 3€°30,3€,

8, Yo8f+af 4, 18, 85, CA@ ®3F, CAffaf—3&,° 53148 f%03, ' encee " Z3Q ™35 59 «5Q 3€Q[4,3,'5,°59®3,»3,4]
Security Advisories and Alertsi%%o]

3f3a5%3, 3€8a.. Y% d@8i@945,<5,3,'3,3e£1,53"@a@®F,Caf%oaf 4,13, 953, a®320eY(S,i 9«3 9,C
3,%:3f°af¥afa, af83f%4, ¢ QI OP—3@ | IO OIO 3630 ,3€,

50,3953, QR 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%03, i @—3@ @3¢ AY'(,i@—ai@ | é@,,é,éfiéﬁéf’réfééﬁéﬂé.f—éféf@é,ﬁf@iéf%é@e
a:’@a£é'\©gl”' éo(é%(éo .o é...-lé1/4,0§TMoéi .o

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p €€ e0e-3,Caf%oaf€a,nad iffa@«e” "e%%od@ 3, Ei€¢ | 39,3,€,TaNtres5¢

A108. ..

3, 8,15%€ 3€QIQ"3O®e, T81+2€85,3 +t3559—3€ | 36,50 Y3€ 36,3 YBritish
Telecommunication(BT)i@«ax,Ye-€©3€,3@Yi& —3@A4aO™IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190206-cui c-XSs

o' 1e", at¥ae

af@afna, afsas a7 5,8, 73, -AfSAf3| & 1Af TAf YA, ¢A oYy~

1.0 @Dza..~é-afafaf%a," |- Final 20198 20806 6ae—¥

éA@Q” "é:égln

aee-8, Caf%oaf @ 3,13, 5 5@ ¢, i8: 9L %hiORE, IORIP IP—i® 19 29 QIIO—30 555,556
2003, Caf%05f 3,53, 5 5@®axS.. .4 +t3@55, 30355, FOREVC FP«E-CIO™E @23 I P4 £
59%IQOVIEDE, 5,550 20e3f%03, 3 ¥AFEFEF 5@®AT.. 405,585 5 959 —F @ «an%oey TH—i€


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190206-cuic-xss

ae-4, Caf %oaf € 3,038,943 @®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL
3,/CeQCYIQP—I€QPIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1LIQP—3QYE 49 F€QI ' (UIQP TR
3Q"3Q®3f%03,af¥afiafPaf @ ®xS...a +t3€@ 3€€35,3,3,2e£13"Q@IO®F,” éf3§f%oéf: af143,93,'8 348+



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



