Cisco Firepower Management
Center 4@ ®aF+a,£3,'a, d%:¢" " ¢Z13 Q@ «é-C3H™3,

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2018-
M edi un$0190109-fpwr-me-dos 15458

& @a...~é-<ae—Y¥ : 2019-01-09 16:00

df @afa, afsasf 1.0 : Find

CVS&4,%4,%4,¢: 5.3

&76€¢¢- : No workarounds available

Cisco af @a,° ID : CSCvk20751

Y3 «a, a,«ef..a t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~a11 A«
Al

av el@

Cisco Firepower Management Center(FMC)a@ ®Shell Access

Filter(SHELF)a2©VYefLa@®e, Talt+e€83,'afafcafuaf e @ 143" CU, @09 3,363 V(" 3@

GQ3aQP®E,Ta1+x€83Q AE€QP%'AR3IQP®E,3,raf—3Q@BAfFAfCaAfUAf 2@ i@ 3@ 3, a@«aV2C

afa,°

3f+3,i8,naf«3 €@ Eaft8,£5,"3, 6 "AYYIQRIH»3€ "3,"39@ 03, Y e2»3Q™35,3," 3@ T3 «afa,°

afa,id,raf«a@®3,ua,ra,°3,/a¢—ar83 @ 3€>3,«<3Q"3Q AQEIQ &fLaQ@«3@4,d 3@ 3O E3€,3,55¢

G aQ@®e,TaV+r€83@«a 34t é@“"é,é\>2é0gg—é0_éQ,é,géé%ééé,“éﬁ

é@“é@@é,Céf%oéf@é,né,ﬂéfaé0_§€Qae—|ié0®éfaéf3é,_éfé,§g¢°éaéé0§50050%50TM§€,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-f pwr-mc-

dos

e02aY7" eEYA" @
&, T8Vt ecESaQ ®EQ, 8, £128" @

G 'a@®e,Tal+x€83€ €@Cisco Firepower Management
Center(FMC)a€«81+6Y:3,4 739 3@ %I @ ™3E,20%31%: 3@ ™3,<3, 15344, 5,83, Caf 55143, 4@ ®8
Bug ID3,'3€.¢..809—3€ | d©Q QIO 3©°30,3€,

8, TaYrac€ss, 49 «a,"89839,39%36,,30"39 3G ECC°R* QIO 3, EIHYELLI"Q

d@"3O®3,Caf%oaf@a,nd Yaf'ae@®


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-fpwr-mc-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-fpwr-mc-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk20751
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15458
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15458

&, T8V +oeE85@ RA@,3,<0£ 158" € 3,73, 3,.3f83f 3@ «8 "e%%3@ -3, Fi@ 50,3, L1i"@ioRIQP ;30!
DZEQ G-

3Q"3Q®,T8%+2€83@«d %at AQ™E, 7P -3Q 3€,3,559%3>3,"3E,

aRxfx a@¢a,2afaf " a, | a,8a,¢

BRaEmR 5 3,1,3f-55°5,15,55,¢
3FaFE 13, 3Q®ROC °IP«IPnTP, IO | 5O FEQR0eF,Caf%0afOF, 13, 155 Séf 59® Cisco
Bug ID 5,39.C..530 030 50:39,3€,

Security Advisories and Alertsi%%o]
3f3a5%3, 3€8a.. Y% d@8iQ945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf @ 4,13, 953, a®320eY(S,i 9«3 9,C
3,%:3f°af¥afa, af8af*a, ¢ QI O—i@ | GO OIY 3639 ,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-~af1haf%oa@™a,aftaf@a, 13, 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%"TACi%%o03, @ —3@ @3¢ 3Y'(,i@—3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«
I O~ oo oo oo ~ ee O [-] - oo

a,@xefa"O¢" a%«a%«ae a..~a%hec™oe;

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,¢af%oaf€a,nad iffa@«e "e%%od@ 3, i@ | 39,3,¢,TaVtres5¢

8108

are-8, Yt aE83Q 5€9 5, 5,15,35T...&F 5 53O®3,»3, AF¥aFEf14 £
8Ft3, 5 59«3, AQL5Q | (Vo8 33, FIQUIO—IVEE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190109-f pwr-mc-

dos

o 18", kYo

af @afvaa, afsas et YA a,»a, a,-af8afs| aaftafva, cat e—¥a»~
on a8 O s mpamfamry . 2019 & laxf 9
1.0 Q74...~6-afarearnma,| - Final
e—¥



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-fpwr-mc-dos#vp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-fpwr-mc-dos#vp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-fpwr-mc-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190109-fpwr-mc-dos

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



