Cisco Meraki a@®afaflaa, «af«
a,'aftafa,:a,’
afsafa, a@®xe " 0Oé™Mgxe ie ha@«é-Cae™a,«

&, ¢af%oaf @a,na,flaFrasulD : cisco-sa CVE-2018-
H igh 20181107-meraki 0284

& @a..~é-«e—Y¥ : 2018-11-07 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 8.8

&76€¢¢- : No workarounds available

Cisco 4f€3,° ID :

Yo 73@«a, a «ef..4 t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~ a1 A«
&, 6@

Cisco Meraki MREEQMSI€QMXI€QZ13€93€53,"3€° 23

ef 18" @af03,naf 5@« P SI@'a 3fafha, «af« 8, afTaf1a,; 8,

3f3af143, 3@ ®eOYLf1LIP®e, 13Vi+2€83€«3,"3,53€ Q2 @& 1433, EIQYAFAfCAfUIf Q@B »ar'fi

5Q"53Q®, 131%+2€55Q € QATaf «af« 3, 3f1aF13,:3,
5F3aF 143, 3«8 HhAQ™E @ ! @t 5 81! (QTIOME GO IO VIO CVIO—IONIO™EE,S, 5,3, Al

&,-8183%6¢ @ 'a@®e,Tal+te€’a@«ad 3t a@™45,«4,%afaf4, ) 4,838,Ca, caffaf—astasnasa, asrarasy

L EL 2 IQERENTNENR? ERER | éfaé0_é€oaeﬂié0®éfaéf3é,_é,“é,§gC°éaQé0§éoééo%éé“"é€,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181107-meraki

e02aV% efYoa" €@
8, TaV 85 ®a@,a,«e£%2a" @
AfafYaa, «af « & 1af tafyaa, ¢A 1
af3afva, 4@ ®ae0YefhieEre%idS' i@ «393Qfie | 553,55 P39 "3 ®35,Caf%af¢a,na, af
afafaf1h3,'a@ Eaftaf@d,n3,'30830Ye|Fi€ 3, Fi@ | 5€.5.:4 39 3€QI»¥i AP «°IQ™IO™]
Cisco Meraki e£13"@3QEIQ"3O®E,T1a1+r€83@®EV+EY,;3,'8Q—AQ'AQAUIQ™AE,

. MR &f14f €383,
. MS


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181107-meraki
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0284
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0284

aftaf @a,na,’
o MX &ftaf€3,08, 1% C%oOc@Taftaf@a,nd, a6 vMX100
»®af33,Caf—afOa,nd,ca533,"3, 3 € «3,€1%%o
. 713€53,"3€° Z3 aftaf€a,pa,
8 1V84, S8 AP BeE " QIPPIP™IQ 5@ € ®Cisco
Merakid, 1.af-af "4, | 4,83, af°af a5 143,583 @ AE€QAFaf1id «af«d,'aftaf1ha,¢a, afsaf1a, eOYef1L3€
8, T&VcracEss, 49 «a,"8983€,39%3€,,30"3Q AQECC QIO 3, EIHYRLLI"Q

Q" 3@ ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q A, 3,«ef123"@3,»3, 8,-af83° 3@ «& "e%%od @ 3

3, -5,15,%5@83¢ €Q@IEEL, T8/tarSa@EA" a0 3@™A,BfLI"Q@IE@3,»3, 3,3f83F 3@« "28%%03 €@
Cisco Meraki e£%3"€3,é i @ QI€QIQ0IQ®5,-3,"3,3
3f 3,p3fndf-3,"ef 13" 3«3, 5" 3@ ®e, TaV%+r€83@ FEaAV+éY; 30— 3¢, 30" "3€ 3,/ cCoe@ax

8,-8,15,%@«39539,50 | €919 39 B, Ta1+2€TIQ®E1+EY;3,/8Q9—39'39°5€,50"5€ "3,/ cCo8
Cisco Meraki e£1,8"@ 3@ a»¥3,AQPI€ 353,559 83™3€,

» Cisco Meraki Insightiva M1TY4%o

+ Cisco Meraki MC VoIP &»20+af+3, jaf Y af2

« Cisco Meraki MV & »3, af¥afeaf 14 £ & «8f j3f© &f+3, jaf Y afe

» Cisco Meraki Systems Manageriva SM1Y4%o
D7
3@ SA®Ce8 3@ Eafaflha, «af« &,'afTaf1a,:a,"
335513, 3@ ®E%:¢" 8,/ ™35O ™I 3O 3O 5,30« FEPIQ"IHP®E,TtrE83HB®r " »' fAf™E, af
5,'aftaf143,¢3,"
5f35f%3,3,¢,i85'3@«3O™a,E3@°x"»x'fafM3, af 3f«3@ErZ'é™ui@ 3, EF€QL,TaV+€83€ Eae,C
5,'aft3f%4,:3,"
5f355%3,3,¢,i85'59«3O™3, 39 "3€ 1O TEQO0L 1392/ (1LPIP8IP,3, 3P FQPOIQTIHS,'d nae-
Meraki&f€af f&, - Yaf oeif VA %08 «3,C8,” 3,3, 49 83 @ 93, 3@ SaR( 28" 3@ 3€H2-ia@®a%0é 13,5%
oS TYSAFASYAA, «Bf «B, 8f TAf VA8, (A 18 Saf V8, 8, G, (8SIa@ « 3@ ™3, 3@ €9 €4f 3Q®3E, 3f55f5,°5€85€
5,'aftaf13,¢3,"
ENENZERERRENEL AUEREL SEL T XEREL - SR REL A E RN RE N RED N ZE ST EL T eL R RV
as®afee a@éa,2af°af a, a,84a,¢

Cisco Meraki


https://documentation.meraki.com/zGeneral_Administration/Tools_and_Troubleshooting/Using_the_Cisco_Meraki_Device_Local_Status_Page#Disabling_the_Local_Status_Page
https://documentation.meraki.com/zGeneral_Administration/Tools_and_Troubleshooting/Using_the_Cisco_Meraki_Device_Local_Status_Page#Disabling_the_Local_Status_Page

505359 FEQ IO TO®E,Caf%03f 93,03, 1559« " eU%oi 5, EFQVe, 131+ 2ET5Q«d %t 3O™F
5,CAffaf—aFtafhaf 3, c @ @O —39 ' 3€,530%39™E Cisco Meraki

59530 3€QER%03S 5O EQnE C5, A3, Laf-595F0F, 13,558, 49 E59,5, Q™53 | 5O®IFL
5,CAffaf—aFtafhaf 3, e @ QIO —39 ' 5€,50%IO™MIQ T, 5,350 ®3, 55F%0
5,«3,18,;3F23FEY'C, 398(°593,E3@ | 5€,5,3, 10150 GCOIO 3O B3, 39 1593, CAFfaf—aFLafY
5,C3Ffaf—3,°af~3f%5%08,8°OC" 5983Q @3 Y%I>3,"5€,2-"59 —3€,3f05,15,»55°5,' 49 TS;..8 ' @
5fQafUaS 3Q%IOVIQ 3, »af1hEFE, ¢ §Y5"RE... 3P« Q" CELCLIAQO OFD 3039, FE CELCPIS... &S ..
SFEAFFA,-AF¥afoeaf4E %03 @® [Af af«af—ith Helpit%o] > [3,uaf @af%af 8,8 Oc" i Get

helpi%%o] 3@ «& " "&%%0aé+5,E3Q | 50,59 %IQ™IE,

& Bf @aFhaf 3, cp, it 3@ —3@VaF1af 95,03, 4O RAfQFE, 5F 459 2%0é TEP«IPIQP, 30 5O FE4
3f @33, af1h3€ @af355 1, 30«0’ IO ES "Y%%303,Fi® 39,50 %IO™IE,

a®axfr " a@ afrafrasraa,’

efsa" @ i @axfx " a@safrafrrasna,’

MR 24 &f+3, jaf7af &8 83 ¢ - 24.13 &»¥e™@
MR 25 &f+4, jaf Vaf 8,8 85 ¢ - 25.11 &¥e™@

Cisco Meraki MR

MS9 &f«3, jafvaf 4883 ¢ - 9.37 &»¥é™@
Cisco Meraki MS

MS 10 &f+&, jaf Vaaf 8,8, 88, ¢ - 10.20 &¥e™@

MX 13 &f+3, jafvaf 4,883, ¢ - 13.32 av¥e™ @
Meraki MX 5€53," 3> Meraki 21/Z3 MX 14 &f+8, jafV8f &5,88,¢ - 14.25 &»¥e™ @

MX 15 &f &, jafvaaf &,13,85 ¢ - 15.7 an¥e™ @

4, @e£d"O¢" " a%«a¥<a@ "a...~av@cMog;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%03€p 3€@ee-a,caf%oaf@a,nd affa@«e "e1h%od @3, E3Q | 3@,a,¢,TaV+tr€85€¢

&198...

G "3@P®e,TaV+r€83@ F€Q@In-Ef 3QB®C "COYEE..5@«3, aQLIQ | (™| 3@-3,EIE€QCisco
Meraki

8. »38 af¥afeafta £e, tavtoe£8a +8¥ af—4af4 °afOaf &, é€5@ 3@ | a +3'S3@+3, E3 Q%I O—3QY3IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181107-meraki



https://meraki.cisco.com/support/#policies:eol
https://meraki.cisco.com/support/#policies:eol
https://meraki.cisco.com/support/#policies:eol
https://meraki.cisco.com/support/#policies:eol
https://meraki.cisco.com/support/#policies:eol
https://meraki.cisco.com/trust#srp
https://meraki.cisco.com/trust#srp
https://meraki.cisco.com/trust#srp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181107-meraki

o' 1g", At ¥ee

af @afa, afsas (Sante W4 a»a, a -afsafs|a,afrafva, ¢a,* e—¥a»

2018 & 11 a6

10 X &3a...~b—EfAFAFAA,"| - Final
o ‘ ' 7ee—¥

d'C¢" eO¢ .,

ae0ed, Caf %odf € 3,03, 95°5@ ¢,i8; 98 %hIQPRS, IQOPIQP IQO—iQ iQ 2O OIWIO—3€  3653,55¢
e0e-3,Caf%03f 3,03, 933 ®xef...8 +t3€53, 493338, 4@ ®a1i " Q@ «é-CAP™E @2 Erm IQP®E €
FONIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfiAFAf Q@ B®AT...3@5,8°"8'S5 QT O —3 @ «an%oe> QP —a¢€
a0, Caf%odf @ 4,08, 3P 5@ @ "8;°8T. 4R 3P «é-CA9—3@ | f..& +6..95;i5€® URL

3,'CeQCYiQO—I€QIQ -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 4@ FE€PI " (vHhIQPTECRcO
3O "3Q®Af%03,Af¥aF3FAf 3@®eS..3 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



